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Abstract

Decentralized multi-agent systems have shown
promise in enabling autonomous collaboration among
LLM-based agents. While AgentNet demonstrated
the feasibility of fully decentralized coordination
through dynamic DAG topologies, several limita-
tions remain: scalability challenges with large agent
populations, communication overhead, lack of pri-
vacy guarantees, and suboptimal resource allocation.
We propose AgentNet++, a hierarchical decentral-
ized framework that extends AgentNet with multi-
level agent organization, privacy-preserving knowl-
edge sharing via differential privacy and secure aggre-
gation, adaptive resource management, and theoreti-
cal convergence guarantees. Our approach introduces
cluster-based hierarchies where agents self-organize
into specialized groups, enabling efficient task rout-
ing and knowledge distillation while maintaining full
decentralization. We provide formal analysis of con-
vergence properties and privacy bounds, and demon-
strate through extensive experiments on complex
multi-agent tasks that AgentNet++ achieves 23%
higher task completion rates, 40% reduction in com-
munication overhead, and maintains strong privacy
guarantees compared to AgentNet and other base-
lines. Our framework scales effectively to 1000+
agents while preserving the emergent intelligence
properties of the original AgentNet.

1 Introduction

Large Language Model (LLM) based multi-agent sys-
tems have emerged as a powerful paradigm for solv-
ing complex tasks through collaborative intelligence.
Traditional centralized orchestration approaches suf-
fer from single points of failure, scalability bottle-
necks, and privacy concerns when agents operate
across organizational boundaries. AgentNet [1] intro-
duced a breakthrough framework for fully decentral-
ized agent coordination, where agents form dynamic
directed acyclic graph (DAG) networks that evolve
based on task demands.

While AgentNet demonstrated significant advan-
tages over centralized systems, several critical limita-
tions remain unaddressed:

Scalability: As the number of agents grows, the
communication complexity in flat DAG topologies
becomes prohibitive. Each agent must maintain con-
nections with multiple peers, leading to quadratic
growth in message passing.

Privacy: While AgentNet minimizes data sharing,
it lacks formal privacy guarantees. Agents may inad-
vertently expose sensitive information through direct
knowledge exchange.

Resource Efficiency: The framework does not
explicitly model agent capabilities or resource con-
straints, leading to suboptimal task allocation and
potential resource contention.

Convergence Guarantees: While empirical re-
sults are promising, theoretical analysis of conver-
gence and optimality properties is limited.
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We propose AgentNet+-+4, a comprehensive ex-
tension that addresses these limitations through:

1. Hierarchical Decentralized Architecture:
Multi-level agent organization into -clusters
based on expertise and task similarity, enabling
efficient intra-cluster and inter-cluster coordina-
tion.

2. Privacy-Preserving Knowledge Sharing:
Integration of differential privacy mechanisms
and secure aggregation protocols to enable
knowledge distillation without exposing raw
data.

3. Adaptive Resource Management: Dynamic
capability-aware task routing and resource allo-
cation that optimizes system-wide efficiency.

4. Theoretical Guarantees: Formal analysis of
convergence, optimality, and privacy properties
with provable bounds.

Our contributions include: (1) a novel hierar-
chical decentralized architecture that maintains full
autonomy while improving scalability, (2) privacy-
preserving protocols for secure knowledge sharing, (3)
adaptive resource management algorithms with the-
oretical guarantees, (4) comprehensive experimental
evaluation demonstrating significant improvements
over AgentNet and other baselines, and (5) open-
source implementation for reproducibility.

2 Related Work

2.1 Decentralized Multi-Agent Sys-
tems

Decentralized coordination has been extensively
studied in multi-agent systems [2,3]. Recent work
has explored LLM-based agents in collaborative set-
tings [4,5]. AgentNet [1] pioneered fully decentral-
ized LLM agent coordination without central con-
trollers, demonstrating emergent collective intelli-
gence through dynamic DAG topologies.

2.2 Hierarchical Multi-Agent Systems

Hierarchical organization has been shown to improve
scalability in distributed systems [6,7]. However, ex-
isting approaches often require central coordination
or predefined hierarchies, limiting adaptability.

2.3 Privacy in Multi-Agent Learning

Differential privacy [8] and secure aggregation [9]
have been applied to federated learning, but their
integration with decentralized agent coordination re-
mains underexplored.

3 Methodology

3.1 System Architecture

AgentNet++ extends AgentNet’s dynamic DAG
structure with a hierarchical organization. The sys-
tem consists of three levels:

Level 1 - Individual Agents: Each agent q;
maintains:

Local state s; and capability profile ¢;

Retrieval-based memory M; for task history

Connection set N; of neighboring agents

Privacy budget ¢; for differential privacy

Level 2 - Agent Clusters: Agents self-organize
into clusters C), based on:

e Task similarity: agents working on related tasks

e Expertise complementarity: agents with comple-
mentary skills

e Communication efficiency: agents with low-

latency connections

Each cluster Cj, has a dynamic cluster head hy se-
lected through decentralized consensus.

Level 3 - Inter-Cluster Coordination: Clus-
ters coordinate through their cluster heads, forming a
meta-graph G,erq Where nodes are clusters and edges
represent inter-cluster communication.



3.2 Hierarchical Task Decomposition
and Routing

Tasks arrive at the system and are decomposed hier-
archically:

Algorithm 1 Hierarchical Task Routing
Require: Task T, Agent set A, Cluster set C
Ensure: Assigned agent a*
1: Decompose T into subtasks {71, ...
2: for each subtask T; do
3:  Identify candidate clusters Crona = {Ck
expertise(Cy) Nrequirements(7;) # 0}

T}

4:  Select cluster C* =
arg maxc, ec.,,,, score(Cr, T;)
5. Within  C*, select  agent a* =

arg max,cc- capability(a;, T;)
6:  Assign T; to a*
7. end for

The scoring function considers:

3.4 Adaptive Resource Management

Each agent maintains a capability vector ¢; € R?
encoding:

e Computational resources: CPU, memory, GPU
availability

e Domain expertise: proficiency in different task
domains

e Communication bandwidth: network capacity

The resource manager dynamically updates capa-
bilities based on:
At =cl 40V, Liask(ai, T) (4)
where L, is the task loss and 7 is the learning
rate.

3.5 Cluster Formation and Evolution

Clusters form and evolve through a decentralized pro-

score(C, T;) = a-expertise_match(Cy, T;)+B-resource_gyailability (Cy ) —v-load(Ck)

(1)

where «, 3, 7 are weighting parameters.

3.3 Privacy-Preserving Knowledge

Sharing

To enable knowledge sharing while preserving pri-
vacy, we employ two mechanisms:

Differential Privacy: When agent a; shares
knowledge K; with cluster members, it applies (e, §)-
differential privacy:

KP™ = K; + N(0,0% - AK;) (2)

where AKj; is the sensitivity of knowledge K; and
52 — 2In(1.25/6)
- 2

€
Secure Aggregation: For aggregating knowledge
from multiple agents, we use a secure aggregation
protocol:
Kagg = Z Wi - Kfrw (mOd p) (3)
a;, €C
where w; are weights and p is a large prime for
modular arithmetic.

Algorithm 2 Decentralized Cluster Formation
Require: Agent set A, Similarity threshold 6
Ensure: Cluster set C'

1: Initialize: each agent a; starts as singleton cluster

2: repeat

3:  for each agent a; do

4: Compute similarity to all clusters:
sim(a;, Ck)

5 if maxy, sim(a;, Cx) > 6 then

6: Join cluster C* = arg maxy, sim(a;, Ck)

7 else

8: Form new cluster or remain independent

9 end if

10:  end for
11:  Update cluster heads through consensus
12: until convergence

Similarity is computed as:

sim(a;, Cy) = A1 -task_similarity (a;, Cj)+A2-expertise_complementarit

(5)



4 Theoretical Analysis

4.1 Convergence Guarantees

Theorem 1 (Task Completion Convergence):
Under Assumptions A1-A3 (bounded task complex-
ity, finite agent capabilities, connected communica-
tion graph), the hierarchical task routing algorithm
converges to a task assignment with probability 1,
and the expected completion time is bounded by
O(log |A| - log|T|) where |A| is the number of agents
and |T'| is the number of tasks.

Proof Sketch: The hierarchical structure re-
duces the search space from O(|AI”!) to O(|C|'T! -
maxy, |Cy|!7!) where |C] is the number of clusters.
The cluster-based routing ensures that each task is
assigned to a capable agent within finite iterations.
The logarithmic factors arise from the hierarchical
search and consensus mechanisms.

4.2 Privacy Guarantees

Theorem 2 (Differential Privacy): The knowl-
edge sharing mechanism satisfies (e, §)-differential
privacy where ¢ = Z?zl ¢; for n sharing events, and
0= Z?:l 0;-

Proof: Follows from composition theorem of dif-
ferential privacy [10]. Each knowledge sharing event
adds noise calibrated to ¢;, and the total privacy loss
accumulates additively.

4.3 Scalability Analysis

Theorem 3 (Communication Complexity):
The communication complexity of AgentNet++ is
O(|C)? + Z}gl |Ck|?) compared to O(|A|?) for flat
AgentNet, where |C] < |A| and maxy, |Cy| < |A].

Proof: In the hierarchical structure, inter-cluster
communication is O(|C|?) and intra-cluster commu-
nication is O(>", |Ck|?). With balanced clusters
of size O(y/|A]), total complexity is O(|A['®) vs
O(]AJ?) for flat topology.

5 Experiments

5.1 Experimental Setup

We evaluate AgentNet++ on three benchmark suites:
1. Complex Reasoning Tasks: Multi-step

problem solving requiring collaboration across do-

mains (mathematics, coding, natural language).

2. Distributed Information Gathering:
Agents must collect and synthesize information from
distributed sources while maintaining privacy.

3. Dynamic Task Allocation: Time-varying
task streams with heterogeneous requirements and
agent capabilities.

Baselines include: AgentNet [1], Centralized Or-
chestrator, Random Assignment, and Greedy Match-
ing.

5.2 Results

Task Completion Rate: AgentNet++ achieves
23% higher success rate than AgentNet (87.3% vs
71.0%) and 45% higher than centralized baseline
(60.2%). Figure 2 shows the comparison across all
baselines.

Communication Efficiency: AgentNet++ re-
duces communication overhead by 40% compared to
AgentNet, with the reduction increasing with system
scale. The communication efficiency is illustrated in
Figure 3 (right panel).

Scalability: AgentNet++ maintains performance
with up to 1000 agents, while AgentNet degrades be-
yond 200 agents. Figure 1 demonstrates the superior
scalability of our approach.

Privacy: AgentNet++ maintains (¢ = 1.0,0 =
10~?)-differential privacy with only 2.1% accuracy
degradation. The privacy-utility trade-off is shown
in Figure 3 (left panel).

Adaptability: AgentNet++ adapts to new task
types 35% faster than AgentNet due to improved
knowledge sharing mechanisms.

6 Discussion and Limitations

While AgentNet++ addresses key limitations of
AgentNet, several challenges remain:
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Figure 1: Scalability comparison: Execution time vs
number of agents. AgentNet++ maintains logarith-
mic growth while AgentNet and Centralized show
polynomial degradation.

Cluster Stability: Frequent cluster reorganiza-
tion can incur overhead. Future work should explore
more stable clustering algorithms.

Privacy-Utility Trade-off: Stronger privacy
guarantees come at the cost of knowledge sharing
quality. Adaptive privacy budgets could optimize this
trade-off.

Heterogeneous Agents: Current analysis as-
sumes relatively homogeneous agent capabilities. Ex-
tending to highly heterogeneous systems requires fur-
ther investigation.

7 Conclusion

We presented AgentNet++, a hierarchical decentral-
ized framework that extends AgentNet with privacy-
preserving knowledge sharing, adaptive resource
management, and theoretical guarantees. Through
comprehensive experiments, we demonstrated sig-
nificant improvements in task completion, commu-
nication efficiency, and scalability. Our work pro-
vides a foundation for building large-scale, privacy-
preserving, autonomous multi-agent systems.
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Figure 2: Task completion rate comparison across
different methods. AgentNet-++ achieves the highest
success rate (87.3%) with lower variance. Error bars
represent standard error over 10 runs.
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