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—— Abstract

Hyperproperties allow one to specify properties of systems that inherently involve not single executions
of the system, but several of them at once: observational determinism and non-inference are two
examples of such properties used to study the security of systems. Logics like HyperLTL have
been studied in the past to model check hyperproperties of systems. However, most of the time,
requiring strict security properties is actually ineffective as systems do not meet such requirements.
To overcome this issue, we introduce qualitative reasoning in HyperLTL, inspired by a similar work
on LTL by Almagor, Boker and Kupferman [2] where a formula has a value in the interval [0, 1],
obtained by considering either a propositional quality (how much the specification is satisfied), or a
temporal quality (when the specification is satisfied). We show decidability of the approximated
model checking problem, as well as the model checking of large fragments.
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1 Introduction

Software safety and security have become a critical concern. Hence, ensuring that applications
are free from safety issues or security vulnerabilities is an important area of the verification
process. Model checking [5] is a successful formal method to automatically verify whether a
system meets a specification. This specification is often described as formulas from dedicated
logics, for instance LTL to express properties on execution traces of a system [21] regarding
safety. Model checking, in particular of LTL, has been widely studied and leads to several
tools like SPIN [18] and Spot [9].

Over the last years, hyperlogics have been found out to be another convenient tool to
express properties about systems. These logics define hyperproperties [7] that consider not
single executions as LTL, but several of them at once. Hence, hyperlogics are often used
to express properties relating multiple executions of a system, e.g., network properties like
congestion [4], or security and information-flow properties [15, 23, 25]. Let us focus here on
the security property of non-interference [17], which holds when executions of systems do not
reveal sensitive information to malicious observers: secret information cannot be deduced
from information of low sensitivity exposed by the system executions. As running examples,
we consider two desirable properties to meet such requirements. We express them in the
logic HyperLTL which extends LTL with a prefix of quantifications over traces variables [6].
First, the property called observational determinism [26] expresses the fact that when any
two executions start with the same information of low sensitivity, then when observed all
along the computation, the two traces cannot be distinguished on these low information (the
system behaves deterministically with respect to them). To describe this property, we write
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a HyperLTL formula ¢op
wop = VrVr' samejoy(m, ) — Gsamejoy (T, ) (1)

which uses the LTL formula samejoy (7, 7'), with two free trace variables, that states that at
the first instant, 7 and 7’ fulfil the same set of low atomic propositions.

The second property called non-inference [19] expresses the fact that high sensitive
information are not exposed through low level one: for any trace, there must exist another
one with arbitrary or dummy high sensitive information but with similar low-level information
all along the computation. This property can be written as a HyperLTL formula as:

eNnE = vran' G Ahigh(ﬂ—/) NG Samelow(m 7TI) (2)

where the formula Apien(7') is an LTL formula checking that the only high (i.e. non low)
atomic propositions are a dummy one.

Unfortunately, most of the time, requiring strict security properties is actually ineffective
as programs do not meet such requirements. To overcome this issue, it has been proposed to
quantify security breaches as, e.g., in quantitative information flow [22]. Such approaches
allow some information leaks provided they are acceptable, i.e. of amplitude not beyond some
threshold; they have been studied in the framework of hyperproperties and hyperlogics [24, 13],
in particular by considering counting extensions of HyperLTL where the number of models
of a formula can be compared with some threshold.

In this article, we follow a different approach and base our work on the extensions of LTL
proposed in [2]. In the latter, the authors proposed a framework enriching the syntax and
semantics of LTL for reasoning about the quality of systems; the semantics of a formula is a
value in [0, 1] reflecting the quality of a trace, that is, at which extent it is satisfied by this
trace (0 when the formula is not satisfied at all and 1 when the formula is fully satisfied). Two
ways on how to reason about quality in the context of LTL are explored there. The first one,
the “propositional quality”, focuses on the different ways how a specification can be satisfied.
It is embodied by LTLy,.p, an extension of LTL with logical operators defined as mappings
over [0, 1]. The second one, the “temporal quality”, focuses on when eventualities are satisfied
and the corresponding LTL extension is LTLemp. This latter considers temporal operators
with discount which makes it possible to assign different values to a formula depending on
when certain eventualities happen'.

We lift these qualitative extensions of LTL to the setting of hyperproperties. In the
Boolean setting, the models of a hyperproperty (e.g., a HyperLTL formula) are sets of traces.
Hence, a HyperLTL formula associates a Boolean value with each set of traces. To incorporate
quality, a formula thus must map each set of traces to a value in [0, 1]. We propose qualitative
extensions of HyperLTL, similar to the two logics LTLyyop and LTL¢erp wrt LTL, named
prop and HyperLTLy., .
above, the condition on observational determinism can be relaxed by requiring the difference
on low information to remain “small” all along the computation: a formula of HyperLTL

respectively HyperLTL For the former, coming back to our example

prop
thus allows one to associate with a given system a propositional quality describing guarantees

about observational determinism. One may also consider as acceptable two traces that finally
differ quite far from their origin: this is enabled in HyperLTLy,,.

Our main objective is to study the model checking of the hyperlogics HyperLTL
and HyperLTL

prop

temp- 1t consists in deciding whether the semantics of a (closed) formula is

1 We use different names for the two logics, to be consistent with the hyperlogics we introduce afterwards.
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above (or below) a given threshold v € [0, 1] when the set of traces in consideration is the
one generated by a system (a Kripke structure). Qualitative model checking will therefore
indicates to which extent the set of traces of a Kripke structure satisfies a formula.

HyperLTL,,,, is studied in Section 3. We show that the semantics of a HyperLTL,,,,
formula can take only a finite set of values in [0, 1]. We use this crucial property to design an
automata-based model checking algorithm by building a non-deterministic Biichi automaton
(NBA) from a HyperLTL,,,, formula for which we test emptiness. This finiteness property
also implies that HyperLTL,,,, is not more expressive than HyperLTL.

For HyperLTLy,,, studied in Section 4, the situation is much more delicate as the set
of possible values of a formula is no longer finite. We develop nonetheless automata-based
techniques for model checking following two directions. We first solve an approximate model
checking problem for HyperLTL;.,,, that is correct modulo some € term. We then consider
fragments of HyperLTL,,, for which we solve the exact model checking problem: the first
fragment allows arbitrary quantifier prefixes but limits the interplay between negations and
discounted operators. We show that in this case, the set of possible values, although infinite,
enjoys a nice structure allowing automata-based model checking. For the second fragment,
one considers arbitrary quantifier-free parts of formulas but forbid quantifier alternation. For
these two fragments, we provide examples showing that they are still sufficient to express
interesting hyperproperties on the quality of systems.

We describe our results in a weighted setting where systems (Kripke structures) that
generate traces associate with each timestep a mapping giving to atomic propositions a
weight in [0, 1], instead of just the subset of atomic propositions that currently hold. This
allows one to incorporate more meaningful qualitative reasoning since basic weights come
from the system description itself. For instance, weights can encode costs, time delays or
probabilities. A similar setting for LTL has been considered in [10].

Other kinds of logic than temporal logic, like HyperFO [14] that is a hyper-extension
of the first-order logic, could also be extended with quality. However, as advocated in [2],
weighted extensions of logics like FO (or even MSO, i.e. monadic second order logic) such as
wMSO [8] or wFO [3] are not very suitable to define specifications due to their undecidable
nature. Hence, we believe that a weighted extension of HyperFO [14] would not fit our goals.

Some of the proofs are given in the appendix.

2 Preliminaries

Kripke structures We let AP be a finite set of atomic propositions. We consider traces that
are infinite sequences of atomic propositions each weighted by a weight in [0, 1], i.e. elements
of ([0,1]4F)». We denote T the set of all traces, and call Ty the subset of traces where
all weights are taken in a finite set W C [0, 1]. A particular case is when W = {0, 1}, in
which case we recover the classical traces: we call such traces Boolean traces in the following.
Amongst all traces, we call lassos the ones of the form uv® with u,v € ([0,1]AF)* (a finite
word, followed by the infinite repetition of some finite word). We denote L the set of all
lassos, and Lyy if weights are restricted in W. For a trace ¢t € T, we write ¢[i] to refer to the
i-th element in ¢, for i € N. We denote by t[i, oo] the suffix path starting at the i-th element.

A (weighted) Kripke structure is a tuple K = (S, W, I, —, L), where S is a finite set of
states, W C [0, 1] is a finite set of weights, I C S is the set of initial states, - C S x Sis a
total transition relation, and L: S — WAP is a labeling function, assigning a weight to each
atomic proposition in each state. The weight can encode for example costs, time delays or
probabilities for the atomic propositions to be true. In case the weights are only 0 and 1,
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we recover the classical Kripke structures used, e.g., in the model checking of LTL: in this
article, we call such structures Boolean Kripke structures.

A path s in K is a sequence s = sgs1 - -+ with so € S and s; — s;41 for all ¢ € N. Since —
is total, there are no deadlocks and thus all paths are of infinite length. The set of all traces
in IC, denoted T(K), is defined as the set of traces t € Ty of the form ¢ = L(sg)L(s1)--- for
a path sps1--- in K. L(K) denotes the set of all lassos of K, that is, traces from T(K) that
are lassos.

Biichi automata The model checking of LTL as well as HyperLTL, consisting in checking
whether a given (Boolean) Kripke structure satisfies a given closed formula, relies on automata-
based techniques. We recall here the automata used in this context.

A non-deterministic Biichi automaton (NBA) is a tuple A = (X, Q, Qo, 0, F'), where ¥ is
a finite alphabet, Q is a finite set of states, Qy C @ is the set of initial states, § : Q x & — 29
is a transition function and F' C @Q is the set of accepting states. An infinite sequence
r = ror1--- of states is called a run on a word w = wyws--- € X¢ if rg € @y and for
every ¢ > 0, 7,41 € d(rs, wir1). An NBA accepts a word if there exists a run r on it that
visits F' infinitely often, i.e. for inf(r) = {q | r; = ¢ for infinitely many ¢ € N}, it holds that
inf(r) N F # 0. The accepted language of an NBA, denoted by £(A), is the set of words
accepted by A.

The emptiness problem of an NBA, i.e. deciding whether the accepted language is empty,
is decidable in linear time and is NLOGSPACE-complete [16].

Given a Kripke structure K defined over a set AP of atomic propositions and a finite set of
weights W, one can define an NBA A over the alphabet WAF accepting the language T(K).

HyperLTL The logic HyperLTL, a hyperlogic extension of Linear Time Logic (LTL) was
introduced in [6]. It extends LTL with universal and existential quantifiers over traces
allowing to express properties on several traces. Models for HyperLTL formulas are then
sets of traces and not individual traces. Hence, the set of all models of a HyperLTL formula
is a set of sets of traces, a hyperproperty.

We let V be the infinite set of (trace) variables. The formulas of HyperLTL are defined
by the following grammar, for all atomic propositions p € AP and variables = € V:

Yu=3ny | Yy | e pu=pr| 0oV |XeleUgp

As usual, additional operators can be derived : p1 A w2 = =((—p1) V (mg2)), true = pr V —pr
and false = —true, 1 — o = =1 V o, ©1 <> w2 = (Y1 = v2) V (Y2 — ¢1), the Finally
operator F ¢ = true U ¢, and the Globally operator G ¢ = = F(—y).

Ifp =Qim -+ Qurnep for Q; € {3,V} for i € {1,...,n} and ¢ quantifier-free, we call ¢
the quantifier-free part of 1.

We know explain the semantics of HyperLTL formulas over (weighted) traces. This differs
from the classical semantics of HyperLTL associating with each formula a set of traces. We
recover an equivalent definition in the case of a Boolean Kripke structure. Given a trace
assignment II over T, mapping trace variables to traces, and a non-empty set of traces T C T
used as a ranging set for quantified variables?, the semantics [1/]7(I1) of a formula v, called

2 Notice that we do not require II to map variables to the restricted set of traces T'.
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the satisfaction value of 1) over T given II, is the weight in [0, 1] defined recursively as:

[p<]r (ID) = T1(x)[0] () [elr(1D) = 1~ [ ()
ler V @alr(1D) = max(fr o (D). [ealr (D) [Xplr(ID) = [elr(11[1,o0))
[o1 U (1) = sup  min (2] (1l o)), min [r (1, o))

[ 6]r(11) = inf [l (I > ) [5m ] (1) = supl] (1T v 1)

where TI[r — t] is the trace assignment identical to IT except that it maps 7 to ¢, and II[i, 00]
denotes the suffix trace assignment, defined for all variables 7 as II[i, co|(7) = II(7)|[¢, 00].
In case of a trace assignment that only contains Boolean traces (that we call Boolean
assignments), it is easy to see that the semantics of HyperLTL formulas coincides with the
classical semantics of HyperLTL, i.e. maps all Boolean assignments to 0 or 1 such that the
set of assignments mapped to 1 are the ones satisfying the formula.

As one may expect, for the existentially quantified formula 37, when v in which 7
is set to some trace t is evaluated to 1, then so is 3w ¢. Hence, existential quantification
is intuitively a disjunction over the set of all traces from T and thus, corresponds to a
supremum. Universal quantification is defined dually as an infimum.

The semantics of the additional operators F and G are as follows: [F ¢]r(II) =
sup; o []r ([, 0c]) and [G o7 (IT) = infi>o[@]7 (1[4, o0]).

For a closed formula ¢ (i.e. without free variables), the satisfaction value of ¥ over a
Kripke structure K is the value [¢/]r(x([]) (denoted simply [¢/]r(x) from now on) taken over
the empty assignment [].

3 Propositional quality for HyperLTL

3.1 Definitions and examples

In the same way that HyperLTL is built upon LTL, HyperLTL ., c
logic extension of the linear temporal logic LT Lo, for LTL with propositional quality [2].
This logic generalises LTL by replacing the Boolean operators by a set F of arbitrary functions
over [0,1]. Hence, the syntax of LTL is enriched by the construct f(¢1,...,¢x) for f € F,
the temporal operators remaining the same. Strictly speaking, it is then a family of logics,
parameterized by F. Hence, beyond classical Boolean operators (V, A, =) that can obviously
be defined as such functions (and that we thus suppose to always be members of F), the

orresponds to the hyper-

set F can contain quantitative functions like @, and Vv, for « € [0, 1], that associates with
x and y the weighted sum z @, y = ax + (1 — o)y and the scalar multiplication V,z = az.
Intuitively, the functions in F allow one to give weights to subformulas, i.e. parts of our
specification, to moderate their “effect” in the formula where they occur. Let us point out
that with such operators the semantics for formulas indeed belongs to the interval [0, 1].

To reason about the propositional quality of hyperproperties, we introduce HyperLTL .,
a logic generalising both HyperLTL and LTL,.,. A similar attempt has been achieved in
[11] to lift LTL0p to the setting of alternating-time temporal logic to be able to quantify
over strategies of agents in a multi-agent system: the same kind of fuzzy functions are added

to talk about the quality in strategic reasoning.

3 This logic is called LTL[F] in [2].
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» Definition 1. Assuming F is a finite set of function symbols, the syntax of HyperLTL
s given by

prop

Yu=Vr | In| e @ = true | false | pr | f(p,..., ) [ Xp | pUep

for allp € AP, m € V, and f € F. These functions [ being interpreted as mappings
from [0,1]F to [0,1] (for functions of arity k), the HyperLTL semantics is extended for
HyperLTL as

prop
[f(e1,- - ou)]r(D) = f([e]r (D), ..., [e]r(I1))
for all trace assignments I1 over T, and non-empty sets of traces T C T.

We give two examples showing that this extension of HyperLTL with propositional
quality allows to model hyperproperties with a very different flavour than other quantitative
extensions of HyperLTL (like counting extensions considered in [13]). The two first examples
deal with Boolean Kriple structures, while the last one is a more general example that can
be applied to a weighted Kripke structure.

» Example 2. We propose some quantitative versions of the observational determinism prop-
erty presented in the introduction. First, let us formally define the subformula same)oy (7, )
of the formula ¢op, having two free variables m and «’, as /\pelow Prx <> P, Where low
is the subset of "low sensitivity" atomic propositions. To compute the propositional qual-
ity of observational determinism, we adapt this formula by using the & weighted func-
tion in order to express the ratio of the agreement of two traces at the current step:
ratiolow (7, ) == D, ciow uTlx;v|(pr < prr). Then, the formula G ratioy (7, ') aggregates
these values at every step by considering an infimum. Thus, we can modify formula pop to
compute the smallest total ratio separating two traces of the system that agree on the first
step, thus relaxing the Boolean observational determinism:

VrVr' samejoy (T, 7') — G ratiojy (m, ')

One may use the interval [0, 1] in a less strict way and split it into several pieces, each of
them encoding different “truth” status of the specification. For instance, we can refine this
formula by separating the values 1 obtained when the system non trivially fulfils observational
determinism from the degenerated case where there are no two different traces which agree
on the low atomic propositions on the first step:

wopT = Vrvr' Vi G ratiojoy (m, ) V Vs (—samejoy (T, 7' ) V1 = 7")
where the subformula m = 7’ is used as a shortcut for the Boolean formula G(A ,cop Pr <> Pr/).
Here we get half of the smallest ratio of corresponding low atomic propositions (and thus
a value in interval [0,1/2]), if there are two different traces which agree on the low atomic
propositions of the first step, or % (any value outside of [0,1/2] could be convenient) if
there are no such traces. The universal quantifications in the formula correspond to some
minimisation and thus enable to consider the worst-case scenario. We could also consider
the formula Vo Vr'  samejow (m, ') — F G(ratiojew (7, 7)) with the addition of an operator
F to compute a lim sup ratio, allowing for traces to vary a lot at the beginning, as long as
they become close on the long term. |

» Example 3. We present also a modification of the non-inference property ¢y from the
introduction. First, the subformula Apign(n’) can be described as Az A A\ giowiay 7P
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Then, to describe the propositional quality of non-inference, we could ask whether, for every
trace, we can find another trace with A as the only high atomic proposition, but which
behaves almost the same for a low user. This approximation in the quality can be obtained
by using a new weighted function thresholdsy(z), with &k € [0,1] that equals 1 if x is greater
than &, and 0 otherwise. The non-inference can then be relaxed as follows:

o = VrIn' G Apign (') A threshold sy (ratiogy (7, 7))
The semantics of the formula is Boolean, though it uses weighted functions to compute it. <«

» Example 4. As a last example, we demonstrate what happens when we deal with a
weighted Kripke structure that maps every atomic proposition to a probability that it
holds in a given state. We can replace the formula ratiojy (7, 7') of Example 2 by its
probabilistic version: /\pelow f(pr,px), where f is the mapping defined for z,y € [0, 1] by
f(z,y) = 2zy+ (1 — 2)(1 — y), giving the probability that p, and p,s are the same, x being
the probability of p;, and y of p,,. By considering the formula G (/\pelOW f(prsprr)), we
thus compute the smallest probability over all steps that low atomic propositions coincide.
The formula below thus computes the smallest such probability over any two traces:

VrVr' sameoy (T, ') — G( /\ f(pﬂ,p,rl))

pElow

If the semantics of this formula is 1, the system fulfils observational determinism. If the
semantics of this formula is 0, the system contains two traces where a certain proposition p
differs with probability 1 at some position. The values between 0 and 1 give a probabilistic
quality of observational determinism: value 1/2, e.g., means that in any two traces, at any
position, and for any low atomic proposition, the probability that the proposition coincides
is at least 1/2. <

3.2 A finite-valued property

We fix in this section a finite set W of weights in [0, 1]. Even though the family F may
contain functions ranging over the whole interval [0, 1], it turns out that every HyperLTL,,,,
formula 1) enjoys a finite-valued property: it has only a finite number of possible satisfaction
values, that is {[¢]r(II) | II: V — Tw, T C Tw non empty} (denoted Viy([¢]) from now
on) is finite. Moreover, this set can be computationally over-approximated. This has been
shown for LTL,,,, in [2, Lemma 2.5] (when W = {0, 1}), and we extend the proof here to

HyperLTL,,,,; this property will be used afterwards in our model checking algorithm.

» Definition 5. For any HyperLTL
inductively by:

formula 1, the set Viy () included in [0,1] is defined

prop

Viy(pr) = WU {0,1} Vin (X @) = Viw(p) Viw (1 U @2) = Viy (1) U Viy(e2)
Vay(f(e1,- -5 0k) = {f (o1, v) [v1 € Viw(epr), -, o € Viw(eon)}
Viw(Vm ) = Viy(3m ) = Vi (¥)

forpe AP, m eV, feF.

This set Viy(¢) turns out to be finite as, essentially, the number of approximated
satisfaction values only depends on #1, the number of occurrences of atomic propositions
in the formula ¢. For instance, #(pr U f(pr,Gx,pr)) = 4 since the formula uses atomic
propositions p, (twice), ¢, and p,.



Reasoning about Quality in Hyperproperties

» Lemma 6. For all formulas ¢ of HyperLTL,.., Viw([¢]) € Viw(¢) and [Viy(¥)] < [W[#Y.

The exponential bound is tight, since it is already so for LTLyop [2]. In general the
inclusion Viy([¢]) C Viy () is strict, as shown in the appendix (Example 30). Indeed, it is
not surprising that the set Viy () is a strict over-approximation of the possible satisfaction
values of ¢ as the satisfiability for HyperLTL (and thus of HyperLTL,,,,) is undecidable [12].
Note that, as a consequence of this result, in the semantics of HyperLTL .,
occurrences of operators inf and sup can be replaced by min and max respectively.

the various

3.3 The model checking problem for HyperLTL

prop

The natural generalisation of the model checking of HyperL'TL to HyperLTL,,,, is as follows

» Definition 7. Given a Kripke structure K, a closed HyperLTL,, ., formula ¢, and a
rational threshold v € [0,1], the model checking problem is to decide whether [{]rucy > v (or
whether [¢]rc) < v, depending on the cases of interest).

We propose a model checking algorithm for HyperLTL . Its complexity will be non
elementary with a tower of exponentials depending on the number of quantifier alternations
of the HyperLTL formula. It relies, as a base case, on the construction proposed in [2]
(Theorem 2.9 for the Boolean case, and section 3.1 for the extension to weighted Kripke
structures) to translate a formula of LTL,,0p run on a Kripke structure into an NBA:

» Proposition 8 ([2]). Let ¢ be an LTLy,op formula, K be a Kripke structure, and P C [0, 1].
There exists an NBA ‘A)Ié,ea such that for every trace t € T(K), it holds that [¢](t) € P

iff AL accepts t. Furthermore, AL  has at most |W lel? states where W is the set o
K,p K,e ¥
weights in IC, and || is the size of ¢.

In this proposition, the set P can take various forms, provided that testing membership in P
of values in [0, 1] is decidable, so that the NBA ,A,Igw is computable. For instance, if P is of
the form [0, a) or (a, 1], with some rational number a, the membership test can be performed.

From this, to decide the model checking problem [¢]r(c) > v for a given HyperLTL,,,
formula ¢ and a Kripke structure K, we build an NBA Agg”z) and check the emptiness of its
language. We base the construction of this NBA on two crucial ideas used before separately.
First, we make use of the NBA from Proposition 8 on a Krikpe structure obtained as a
product of multiple copies of I (to deal with the quantified variables of 1), by treating the
quantifier-free part of a HyperLTL ,,, formula as an LTL;,, formula (as done in [6] for
HyperLTL model checking). Second, following the semantics of a quantified formula, we
compute inf and sup over T(K), by checking finitely many values, as Viy(1)) is finite (with
W the set of weights in ).

For the first step, we explain how to treat a non-quantified formula of HyperLTL,,,, as a
formula of LTL,op over an extended set of atomic propositions. Formally, for all n € N, we
will consider trace variables 71, ..., Ty, and denote by AP, = {p., | p € AP} the set of atomic
propositions indexed by the trace variable 7;. We then let AP<,, be the set |J;.;,, AP;.
Notice that AP<q is empty. Hence, a non-quantified formula ¢ of HyperLTme; I
T1,..., Ty as free variables, can be considered as a formula of LTL,p, a trace assignment
being encoded as a single trace as follows:

having

» Definition 9. Let IT = [my — t1,...,7m, = ] be a trace assignment with t; € T(K) for
all 1 < ¢ < n. The trace tyy is an element of (WAPS")‘” and is defined for all k € N, for all
1<4i<n, forall p € AP, by (tulk])(px,) = (t:[k])(p)-
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By an inductive generalisation of Proposition 8, we are then able to obtain:

» Proposition 10. Let ¢ be a HyperLTL,,,, formula, P C [0,1], and KC be a Kripke structure.
We can build an NBA A,}éﬂp such that E(.A,Iaw) is the set of traces tyy, with I1 an assignment of
free variables to traces of IC, such that [¢]rcy(II) € P. The size of ‘A)Ié,w is non-elementary,
with the tower of exponentials of linear height in the number of quantifier alternations of .

Note that for a closed formula and thus, the empty trace assignment, the NBA Ax 4 can
accept at most the unique trace [} defined as u“ with u the mapping of empty domain. As

a corollary, for a closed HyperLTL,,,, formula ¢, we obtain:

» Theorem 11. The model checking problem of HyperLTL,, . is decidable with a non-

elementary complexity.

The height of the tower of exponentials in the non elementary complexity depends only
on the number of quantifier alternations, similarly to the case of HyperLTL [6]. Notice, as
a final corollary, that we also obtain the decidability of the model checking problem for
HyperLTL over weighted Kripke structures (which was not known so far, to the best of our

knowledge), since HyperLTL is a fragment of HyperLTL

» Corollary 12. The model checking problem of HyperLTL (over weighted Kripke structures)
is decidable with a non-elementary complexity.

3.4 Expressiveness of HyperLTL,,,, in the Boolean case

In this section, we focus on Boolean Kripke structures, and we show that any HyperLTL,,,
formula can be translated into a somewhat equivalent HyperLTL formula. This is an
extension of the analogous result for LTLpop and LTL [2]. This implies HyperLTL,,,,, is not
more expressive than HyperLTL. However, it makes it a lot easier to express quantitative

specifications, since the resulting HyperLTL formulas get very big and not very intuitive.

» Theorem 13. For every P C [0, 1] and HyperLTL,,,,, formula 1), there exists a HyperLTL
formula Bool(v, P) such that for all subset T C Tyq 1y and trace assignments I, [¢]r(II) € P
iff [Bool(zp, P)]7(IT) = 1. Moreover, Bool(v, P) has size at most O(2F+22l) if k is the
quantifier depth of @, and ¢ is the quantifier-free part of 1.

The proof of this theorem heavily uses the fact that the formula v has only finitely many
possible satisfaction values and thus, that only those which also belong to P matter. Hence,
as a first step, it is possible to consider P by means of each of its elements ¢ that is also a
possible satisfaction value of 9. Then, recursively it is possible to define Bool(¢, {c}) as a
Boolean combination of some Bool(y;, P;) where ¢; is an subformula of ¢ and P; is a subset
of P defined relatively to c.

Some Boolean functions can only be expressed by exponential size Boolean formulas [20].
Therefore, as noticed in [2] already, the translation of an LTLy,,p, formula to an equivalent
LTL formula can grow exponentially: in our setting, there exists a sequence of quantifier-free
formulas ¢, of growing length, and a predicate P C [0,1] such that |Bool(y, P)| € Q(2I¢!).
In [2, Theorem 2.8], again in the case of LTLp,,p, a thorough discussion on the complexity of
computing Bool(p, P) explains that the computation can be performed in PSPACE (under
reasonable assumptions on the complexity of the functions f that appear in the formula),
and that a super-polynomial blow-up (i.e. at least |¢|° for all constants ¢) is unavoidable.

The above translation of a HyperLTL .,
formula (whose model checking is non elementary [6]) yields an alternative model checking

formula 1 into an equivalent Boolean HyperLTL
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algorithm for HyperLTL,,, with non-elementary complexity. However the height of ex-
ponentials depends on the number of quantifiers in ¢ (instead on the number of quantifier
alternations in Theorem 10); indeed, the number of alternations in Bool (), P) depends on the
number of quantifiers in the original formula ¢ (and not only on its number of alternations).

4 Temporal quality for HyperLTL

4.1 Definitions and examples

In this section we consider another qualitative extension of HyperLTL named HyperLTLy,,,
(for HyperLTL with temporal quality). This logic is based upon LTLiemp, another qualitative
extension of LTL proposed in [2]*. This latter generalises LTL by considering new temporal
operators U,, where 7 is taken from a set D of discounting sequences which parameterises
the logic: (1;)ien is a discounting sequence if for all 4, n; € [0,1], lim;—, o 7; = 0, and 7 is
decreasing. Note, that this implies in particular that 7; > 0 for all i € N. Common examples
for discounting sequences are 7; = o, for some « € (0,1), and 7; = ZJ%I

In contrast to propositional quality which allows to mitigate the weights of subformulas,
temporal quality aims to give weights depending on when events happen. Intuitively, for a
formula ¢1 U, @2, the further ¢, is considered the least its value will impact the value of

®1 U”] P2.

» Definition 14. Assuming D is a finite set of discounting sequences, the syntaz of
HyperLTL s given by

temp
Yu=Vrg | In | e pr=pr |0 leVe | XeleUep|pU,p

forallp € AP, m €V, andn € D. The HyperLTL semantics is extended for HyperLTLy,,, as

T Uy ol (1) = sup ((min (3 L2l (Tli, o)), min (n; [l (1T, o))

for all trace assignments Il over T, and a non-empty set of traces T C T.

We add as syntactic sugar the operators F,, ¢ = true U,, ¢ and G, ¢ = = F,, ~¢. Their
semantics can be simplified as

[Fy ]z (D) = Sigg(m [ (IT[i, 00])) and [Gy @] 7 (TT) = infixo(1—n; (1= @] 2 (T[4, o0])))

We propose now two examples showing this extension of HyperLTL with temporal quality
allows to model hyperproperties; again it has a very different flavour than other quantitative
extensions of HyperLTL as the ones from [13], for instance:

» Example 15. We can formulate another version of observational determinism in the logic

HyperLTL We refine ¢op by replacing the global operator with a discounted one:

temp*

Pa? = Ya¥r  sameio(m, ) — Gy samejey (1, 1) (3)

’

©

Note that, since discounted sequences are injective, the subformula ¢’ gives information
about the moment where the two traces 7 and 7’ disagree on low atomic propositions. The

4 This logic is called LTLP*¢[D] in that paper.
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prefix of universal quantifiers captures this earliest moment in the full system. This could be
of practical interest since the further in the future we leak information about secrets, the less
probable a malicious adversary will dedicate that much time on an attack. So this amounts

to verify that the satisfaction value of (pffgl P is greater than a certain value. |

» Example 16. We can also formulate another version of non-inference in HyperLTL
We refine the formula @y by discounting the second part of the formula on the equality of

temp*

low atomic propositions:
o™ = Yr 31 G Apigh (') A Gy samejon (1, ) (4)

For a Boolean Kripke structure K, it computes either 1 if the non-inference is satisfied, or
1 — n; where i corresponds to the greatest value where every possible trace t € T(K) has a
trace t' € T(K) satisfying G Anign(t') and samejqoy (¢,t’) until step i. Hence, it computes a
value giving us the longest possible time where the non-inference is satisfied in K. |

4.2 Model checking for HyperLTL

temp

The model checking for HyperLTLy,,,, aims to compare with some threshold the semantical
value of a formula when applied to the set of traces of some Kripke structure.

For computability reasons, we assume from now on that the discounting sequences (7;);en
are recursively enumerable sequences of rational numbers. Being recursively enumerable and

strictly decreasing, the elements of such a sequence form therefore a recursive set of rationals.

Notice that, even in the case of Boolean Kripke structures, there is no hope to apply the
strategy used in Section 3.4 to model check HyperLTL,,,,
threshold to an equivalent Boolean HyperLTL formula. Indeed, it is already impossible to
find an equivalent LTL formula for an LTL¢cmp formula, since LT Liemy, formulas can generate
non w-regular languages, as noticed in [2] and recalled in the example below.

by translating a formula and a

» Example 17. Consider for instance the formula ¢ = G(F,p) V FG-p. For a trace
t € T3, either [p](t) = 1 if p is seen only finitely often in ¢ (with weight 1), or [o](t) =
lim infy, 7;, ,, —4, —1 Where (ir)ken is the sequence of positions where p holds in ¢. In particular,
[¢] (t) is always different from 0 when ¢ is a lasso trace; however [¢](¢) could be equal to 0
for some non-lasso trace t, for instance when i, = k2. This shows that the language of the
traces t such that [¢](t) = 0 is not w-regular as it is non empty, yet does not contain any
lasso trace (although, there exist lassos with a semantics arbitrarily close to 0). |

Nonetheless, the notion of lassos remains useful regarding model checking purposes and
we introduce the notion of lasso assignments:

» Definition 18. A trace assignment Il is a lasso assignment if for all trace variables ™
where it is defined, TI(w) € L. Equivalently, the associated trace tr is also a lasso.

Over lasso assignments, we show that Biichi automata can be used to describe the set
of traces satisfying some HyperLTL formula wrt some threshold. This will also imply
that, on a semantical point of view, formulas coincide when interpreted over traces and over
lassos, and thus, will provide some automata-based tools to decide model checking for some
fragments of HyperLTL,,,.,.

temp

Automata models for HyperLTL,,,, The following result from [2] (Theorem 4.6, and
section 5.1 for the extension to weighted Kripke structures) relates models of LTLiemp
formulas in a Krikpe structure, and traces accepted by some NBA.

11
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» Proposition 19 ([2]). Given an LTLiemp formula o, a Kripke structure IC, and a threshold
€ [0,1], for an ordering relation > in {<,>}, there exists an NBA AZ", such that for

every trace t € T:

1. If [¢](t) v, then ALY, accepts t.

2. If A, accepts t and t is a lasso, then [¢](t) > v.

We build upon this result by extending it to formulas with quantifiers, and going from
the classical semantics (in the first item) to the lasso semantics (in the second item). We use

the same encodings of trace assignments as described in Section 3.3 for HyperLTL,, ..

» Lemma 20. For an ordering relation < in {<,>} and X its reflexive closure, for all
formulas ¢ of HyperLTLy,,,, for all Kripke structures K, for all v € [0,1], we can build an
NBA .A'féf;/} such that for every trace assignment I1 over the free variables of 1, it holds that:
1. if [¢]re)(IT) > v and all traces in 11 belong to T(K), then AR, accepts t;

2. if A", accepts a lasso tr1, then all traces in 11 belong to L(K) and []yx)(I1) b2 v.

If we only count the dependency in the quantifier part of HyperLTLy,,,, the NBA A,Daﬁp
has a size that is bounded by a tower of exponentials of height depending linearly on the
quantifier alternation of ¢. Thanks to this technical result, we obtain as expected:

» Corollary 21. For all formulas ¢ of HyperLTLy.,,, Kripke structures K, and lasso
assignments I such that TI(7) € IL(K) for all free variables 7 in 1, [1]rqc) (1) = [¥]Lac) (IT).

Proof. The proof is by induction on the quantifier depth of the formula .

If ¢ is non quantified, the result is trivial since no quantifications remains to be evaluated.

If ¢ = 37 ¢/, by definition of the semantics of the existential quantifier, and then by
induction hypothesis, we have [¢]rc)(IT) > [¢]rk)(IT). Suppose that the inequality is
strict, and let v € ([¢]rc) (L), [¥]rc)(I)). Since []ryc)(II) > v, by Lemma 20.1, ty is
then accepted by Azf’w. Now, by Lemma 20.2, since II is a lasso assignment, [¢]rxc)(II) > v,
which contradicts the hypothesis that v > [¢]c)(IT).

If ¢ = V7 4, by definition and by induction hypothesis, we have [¢]rc)(II) < [¢]Lc)(IT).
Suppose that the inequality is strict, and let v € ([¢]r¢c) (1), [¢]Lacy (IT)). By Lemma 20.1
tr1 is then accepted by Ag",. Now, by Lemma 20.2, as Il is a lasso assignment, [¢/]rc)(IT) <
v < [¢]ix)(IT). Contradiction. <

In Example 17, notice that although all lassos are associated by ¢ with a positive
semantics, we indeed get [Vm o]rx) = 0 by a convergence phenomenon. In contrast, we have
also [Vm @]y = 0 as there exists (non-lasso) traces associated by ¢ with a zero semantics.

Issues relative to automata-based model checking In [2], the model checking problem
amounts to deciding whether all traces of a Kripke structure K have a semantics wrt to an
LTLtemp formula ¢ greater than or equal to a threshold v. This translates to our setting in
deciding whether [V7 ¢]r(x) > v. They check this by testing emptiness of the NBA .A,EZP:
this is correct because of item 2 of Proposition 19, since if AEL would accept a lasso t, it
would be such that [¢](t) < v.

In the setting of HyperLTLyq,,,
our Lemma 20 is weaker than the one of Proposition 19 as the comparison with the value v is

this leads to two difficulties. First, the second item of

no longer strict, preventing the same argument as before in LTL;¢mp. Second, our formulas
contain V and 3 quantifiers (whose semantics are sup and inf operators) and thus, we should
be able to solve the model checking problems [¢]rx)y > v and [¢]rpcy < v, for a closed
formula 1. Once again, the reasoning above fails in this case since it is not true a priori that
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[vr o]y < v if and only if the NBA A has an empty language. We demonstrate this
more carefully in the example below.

» Example 22. We continue Example 17. Consider ¢, = G(F;,pr) VF G —p,, and ¢ =
V7 .. As we discussed, for a trivial Kripke structure K allowing every trace, we have
[¥]rc) = [¥]Lic) = 0: there exist witnesses t € T(K) where ¢, evaluates to 0, but no such
witness is a lasso of K. For this formula, we would like to solve the model checking problem
[¥]r(xy < 0 (which indeed implies that [¢)]rc) = 0). If we would use Lemma 20, this would
requlre to build the NBA .A>0 to check its emptmess This automaton could be obtained
by computing first the NBA A>0 that accepts all lassos, complementing it (obtaining then
an NBA with empty language) before taking the intersection with the traces generated by /C,
then projecting away the trace 7, and finally, complementing it again. The so-obtained NBA
accepts the trace ¢}, and the model checking algorithm would thus wrongly declare that

[¥]rcy > 0. <

We therefore cannot directly rely on the construction of an NBA to fully and exactly
model check HyperLTLyg,,-
section based on automata. First, we relax the problem, solving approximate model checking;

However, we propose two kinds of solutions in the rest of this

second, we study several fragments for which the (exact) model checking task can be solved.

Approximate model checking We weaken the model checking problem to only give an
approximate solution instead:

» Definition 23. The approximate model checking of HyperLTLy,,,, (associated with the ez-
act problem [¢]rxcy > v) is the following: given a Kripke structure IC, a closed HyperLTL,,,,
formula v, a rational threshold v € [0,1], and a rational approximation factor e > 0, it
answers positively when [Y]rc)y > v + €, negatively when [Y]rc) < v — e, and arbitrarily
otherwise. We can consider alternatively the symmetric question associated with the exact
question [1]rgc) < v.

» Theorem 24. The approximate model checking of HyperLTL is decidable with a

non-elementary complexity.

temp

Proof. Let K be a Kripke structure, ¢ be a closed HyperLTL,,,, formula, v € [0,1] a
rational threshold, and € > 0 a rational approximation factor. Thanks to Corollary 21,
[¥1rc) = [¥]Lik). Consider then the NBA Ag", of Lemma 20. Note that, since 1 is closed,
it runs on trace assignments over no traces: it either accepts the single infinite trace ¢ that
is a lasso (and thus, it is not empty), or it rejects it (and then, it is empty). The approximate
model checking algorithm amounts to test emptiness for .A . Indeed, if [¢]rx) > v+,
ie. [¢Y]Li) > v+e, we have [¢]y k) < v for no lassos, and thus (by property 2 of Lemma 20)
the NBA A,Ef’w cannot accept any lasso: the emptiness check of this NBA declares that its
language is empty and the algorithm answers positively. Symmetrically, if [¢/]rc) < v — e,
ie. []Lic) < v —e, we have [¢]r(x) < v, and thus the single infinite lasso fulfills that; then,
by property 2 of Lemma 20, it is accepted by the NBA Asz: the emptiness check of this
NBA declares that its language is non empty. Hence, the algorithm answers negatively. <«

We now show in the next two subsections the fragments of HyperLTL for which one

can answer the (exact) model checking problem.

temp

13
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Model checking of the positive and negative fragments We propose two first fragments
for which we show the decidability of model checking. One is the fragment where negation is
no longer allowed in HyperLTLy,,
this restriction the positive fragment.

formulas above U, operator. For this reason, we call

» Definition 25. The fragment HyperLTL;"  of HyperLTL

temp temp

described by the grammar (where p € AP, w €V, and n € D):

is the subset of formulas 1

Yu=3rg | Vrg | pu=plevelehe | XeleUepleUygp
Bu=p | 2B|BVE|XB|BUS (Boolean LTL formulas)

The two model checking problems we solve for HyperLTL;"emp are the following ones:

given a closed formula v of HyperLTL:remp, a Kripke structure K and a threshold v € [0, 1],
decide if [['(/)]]T(IC) > v,

given a closed formula 1) of HyperLTL;’;mp, a Kripke structure IC and a threshold v € (0, 1],
decide if [ ]y < v. °

temp
By pushing negations, this corresponds to the syntax

In a symmetric fashion, we can define the fragment HyperLTL obtained by considering

negations of formulas of HyperLTL;"

temp-
Yu=3InY |V | e pu=BloVelene | XeleRo|pRyp
Bu=p | B|BVE|XB|BUS (Boolean LTL formulas)

where the semantics of the release operators R and R, is obtained by a negation of the until
operators, as usual. The model checking problems that we solve for this dual fragment are
the following ones: given a closed formula ¢ of HyperLTLy,,,, a Kripke structure K and a
threshold v € [0,1] (resp. v € [0,1)), decide if [¢]rc) < v (resp. [¢]rc) > v).

The formula g™ of Example 15 is in the fragment HyperLTLy,,,,,- Indeed, the negation
of the formula can be rewritten as ¢ := 37 In’ sameioy (7, 7’) A F,) msamejoy (7, 7'), where
samejqy (7, ') is a Boolean LTL formula, and the operator F,, does not involve any negation.
This formula belongs to HyperLTL;, . To model check the formula PP against a
threshold > v (resp. < v), it suffices to model check the formula ¢ of HyperLTL;;mp against
the threshold < 1 — v (resp. > 1 — ). Similarly, the formula oy ™ of Example 16 is in the
fragment HyperLTLy,, .

The first ingredient for decidability of the model checking comes from Corollary 21. This
allows us to only model check the lasso semantics, which can faithfully be done by using
an automata-based construction. Another ingredient is the characterisation of the set of
possible satisfaction values that can generate a positive formula, helping us controlling the
convergence phenomena in infimums/supremums of the semantics. To make this ingredient
more precise, we introduce, for all k¥ € N, finite sets H C D, and finite sets W C [0, 1], the

infinite set of values

Vierw = {0, 1} UW U {w x [I5_, 0 | w € W,k <k, (ie)1<e<i € NF, (O)120cp € HY'}

This set has the following properties, using as natural hypotheses that we only consider
computable discounted sequences n:

» Lemma 26. For all k € N, finite sets H C D, and finite sets W C [0,1],

5 Notice that the threshold 0 is not allowed here, to avoid convergence issues.
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for all a € (0,1), the set Vi, mw N la,1] is finite and computable;
every non-decreasing sequence of Vi g w is stationary;
every non-increasing sequence of Vi, gw either converges to 0 or is stationary.

Proof. Let a € (0,1). Since the functions n € H are decreasing and H is finite, there
is ip € N such that for all ¢ > iy and n € H, (i) < a. Thus, Vy pwN[a,1] C {1} UW
U{w x [Ty mi, | we WK <k, V0 <k i <ig,n€ H} is finite and enumerable.

Let (up) be a non-decreasing sequence of Vi g w. Thus, it has values in Vi, g w N [ug, 1]
that is finite, and thus is stationary.

Let (uy,) be a non-increasing sequence of Vi, g w. If the sequence does not converge to 0,
it has a positive lower bound a, and thus has values in [a, 1]. Since this set is finite, the
sequence is stationary. |

Moreover, this set can indeed be used to obtain an over-approximation of the set of
+

satisfaction values of a formula in HyperLTLi,,,-

» Lemma 27. Let ¢ be a formula of HyperLTLjemp. Let ky be the depth of U, operators,

and Hy, be the finite set of functions n appearing in these operators. Let W C [0, 1] be a finite
set. Then, for all T C T, and I assignments to traces of Ty, [¢]r(II) € Vi, 1, w-

+

temp

This is enough to obtain an automata-based algorithm to model check HyperLTL
and HyperLTL,,

temp:

» Theorem 28. The model checking problems for HyperLTL:“emp and HyperLTLq,,, are
decidable with a non-elementary complexity.

Proof. Let ¥ be a closed formula of HyperLTL:;mp, K be a Kripke structure. Let W be the
set of weights appearing in K.
Let v € [0,1]. To decide whether [¢]r(x) > v (with v # 0 otherwise the answer is trivially
true), we consider, by Lemma 27, the greatest value v" of Vj, »,Hy,w smaller than v. This
value can be computed as a search in the finite and enumerable set of possibles values
S = Vi1, w0 a, 1] with a = sup;,,, ., n; for any n € Hy (since the set S contains 7
and thus values smaller than v). We then let v/ = (v 4+ v)/2, and build the NBA Aéf’;

to check the emptiness of its language. If the language of .A,EZZ is empty, by Lemma 20.1,
we cannot have [¢]rx) < v”, and thus [¢/]rc) > v and then, [¢]r(x) > v as there are

)

no values in Vj,, g, in-between v” and v. Reciprocally, if the language of AEZZ is non
empty, it accepts the unique word over the alphabet with a single () letter, which is thus
a lasso. By Lemma 20.2, we have [¢/]px) < v”. By Corollary 21, [¢]rx) < v <w.
Let v € (0,1]. To decide whether [¢]p(x) < v (with v # 1 otherwise the answer is trivially
true), we consider, by Lemma 27, the lowest value v" of Vj,, u,, w greater than v: it exists
(and can be computed) since v is taken different from 0. We then let v" = (v + v')/2,
and conclude the proof in this case symmetrically as in the previous case, showing that
[¥lric) = [¥]Lic) = 0" > v.

We obtain the decidability for HyperLTLy,, by a dual argument. <

The complexity of this model checking algorithm is at least as high as computing the
automata given in Lemma 20, and thus at least non-elementary (with respect to the quantifier
depth of the formulas): this is non-surprising since the model checking of HyperLTL has
already a non-elementary lower bound in complexity. Formally, it also depends on the search
for the value v’ that is the greatest (resp. lowest) value smaller (resp. greater) than a value v
in a set of the form Vj, g w. This heavily depends on the sequences n in H. If we suppose

15
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that these sequences are indeed geometrical, as it is the case for usual discounted automata
where the current weight is always multiplied by a power A\’ of a discounted parameter, this
is easy, and thus does not change the complexity of the model checking algorithm.

Model checking of the alternation-free fragments The other two fragments that we
3

consider, orthogonal to the previous ones, are the alternation-free fragments: HyperLTLg,,,

is the fragment containing formulas of the form 3w --- 3w, ¢ with ¢ quantifier-free, and
HyperLTLY _  is the fragment containing formulas of the form VY - - - V7, .

temp

v

temp

The formula wgegl P describing observational determinism is in HyperLTL (as it

contains simply two universal quantifications), but not the formula cptNe,mp describing non-
inference (as it alternates between a universal quantification and an existential one).

The model checking problems we consider for these two logics are asymmetric: given
a closed formula ¢ of HyperLTLf'Cmp (resp. HyperLTLfcmp), a Kripke structure K and a
threshold v € [0, 1], decide if [¢ ]y < v (vesp. [¢]rc) > v). These are tailored to mimick
the model checking problem of LTLemp, in [2], in order to correspond to the Boolean variants
of classical model checking questions: for the existential fragment, the semantics of the
existential quantification being a supremum over traces, asking whether the semantics of the
formula is at most a certain threshold requires to decide if all traces have an associated value
at most the threshold; for the universal fragment, the semantics of the universal quantification
being a infimum over traces, asking whether the semantics of the formula is at least a certain
threshold requires to decide if all traces have an associated value at least the threshold. By
a proof building upon Proposition 19, and the techniques of Theorem 10, we obtain:

» Theorem 29. The model checking of HyperLTLtE'emp and HyperLTLtVemp is decidable with
a non-elementary complexity..

5 Conclusion

We have proposed a framework for qualitative reasoning about hyperproperties, by considering
formulas whose semantics range in [0,1]. We introduce two logics extending HyperLTL,
namely HyperLTL, ., and HyperLTL,,,,, and study their model checking problem. For
the former, we propose an algorithm with a complexity similar to the one of HyperLTL.
For the latter, we propose some model checking algorithms for fragments of this logic as
well an approximate algorithm for the full logic. Notice that our approximation scheme is
different from the one mentioned in [2] for LTL¢emp. There, approximation is performed on
the “discounted” sequences whose values are set to 0 when they become smaller than a given
threshold 4. Such approach could also be followed for HyperLTLy,,,. We leave as open
the decidability of the exact model checking problem for the whole logic HyperLTLy,,,. As
future works, we would like to study qualitative extensions of HyperPCTL [1], a temporal
logic for reasoning about probabilistic hyperproperties of discrete-time Markov chains.
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A Proofs for HyperLTL

prop
» Lemma 6. For all formulas ¢ of HyperLTL,, ., Viw([¢]) € Viw(¢) and [Viy(¥)] < [W[#Y.
Proof. The proof goes by induction on the formula .

For an atomic proposition, Viy([p=]) = W = Vag(pr) and #p, = 1 and |Viw(pr)| = |[W]| <
(W1

If ¢ = f(e1,..., k) with f € F, by definition, Vig([¢]) = f(Viw([er]), - -, Viw([r]))-

As by induction hypothesis, for all 1 <4 < k, we have Viy([p:]) € Viw(p:), Viw([¥]) C
Vi (f(¢1,--.,9%)). To bound |Viy(e))|, notice that the number of possible inputs for f in
the definition of Viy(¢)) is at most Hle |Vaw ()], thus this is also an upper bound for the
outputs. By induction hypothesis |Viy(p;)| < |[W|#%i for all i € {1,...,k}, so we obtain
k
V()] < TTE [Vin(e)] < TIE, W = [W|2ims #90 = [W[#.
If ©p = X ¢ then by definition, Vig([¢]) € Viw([¢]) and Viy(v)) = Viw(p). So, using the
induction hypothesis, Vig([¢]) € Viw(¢)). Morevover, #¢ = #1, and we conclude by
induction hypothesis: |Viy ()| < [W|#%.
Let ¥ = ¢1 U ¢o. By the semantics of U, every satisfaction value of ¢ is a sup of a
inf on the satisfaction values of ¢ and ¢y over all suffixes of a trace. But by induction
hypothesis, the set of possible values in these sup and inf is finite, and thus these
are max and min. Therefore Vig([¢]) C Viy([¢1]) U Viw([¢2]). By induction hypothesis,
Vv ([er]) UVaw ([2]) € Vaw (1) UVig(92) = Viy(10). Moreover, by the induction hypothesis
Vi (¥)] < [Vin(or)| + [Vaw(p2)| < [WFE + [W]Fe2 < [WFaHFE2 = [W[#e.
Let ¢p = Vr¢)'. As every satisfaction value of ¢ is an infimum on the satisfaction values of
¥’, we have Viy([¢]) C Vaw([¢']) and thus a minimum by induction hypothesis, it holds
that Vig([¢0]) € Vaw(v) and further, by the induction hypothesis |Viy ()| = |Viw(¢')] <
|W|#Y" = |W|#Y,
Let ¢ = Ar+’. In a similar fashion to the case above, every satisfaction value of 1 is
a maximum on the satisfaction values of ¢'. Thus Vig([¢']) C Viw([¢']) and then by
induction hypothesis, Vi ([¢]) C Viv(¢)) and Viy(4p) = Vig(¢) < |[W|#¥" = [W|#¥. <

» Example 30. Let ¢’ = V' (pr®©1 /205 ) and ¢ = Im1p’. We claim that 0 € Vig13([¢/']) (and

thus 0 € Vio,13(¥") = Vjo,13(¥)) but 0 & Vio 13 ([¢]), so in particular Vo 1) ([¥]) S Vio,13(%)-

First we show that 0 € Vio11([¢']). Let T" = {t} with t[0](p) = 0 and II such that
II(7)[0](p) = 1. Then

[[w/]]T(H) = ftfg;lﬂpw EB1/2 pﬂ’]]T(H[WI — t]) = [[pﬂ— @1/2 pﬂ/]]T(H[WI —> t])
= 20~ Ipale (T’ o ) + L [pe L (T’ o £]) = 0

Next we show that for every trace assignment II and every set of traces T' C Tyg 1y,
[+]7(IT) > L. Suppose there is a trace t* € T such that ¢*[0](p) = 0. We observe then for
any II that [pr ®1/2 prJr(II[7 — t*]) > 1 since the first addend of the evaluation is equal
to 3 and further [¢/]7(II[r — t*]) = minyer[pr 12 PL]r ([ — t*, 7" — t]) > 5. Thus
[¥]7 (1) = max;er [¢'] 7 (H[r > t]) > [¢']7(I[x — t*]) > 3. In the same way, we obtain the
result when there is a trace t* € T such that t*[0](p) = 1 since [pr ®1 /2 pr ] (H[r = t*]) > 1
because of the second addend. <

For a weighted Kripke structure K = (S,W,I,—, L), we define K the synchronous
product of ¢ copies of K. Formally,
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» Definition 31. For all i € N, K is a Kripke structure over the set AP<; of atomic
propositions, defined inductively as follows:
K = ({s},{0},{s},{(s,8)}, L) for some arbitrary state s, with the labeling L(s) being
. ; .y . <0
empty (since there are no atomic propositions in AP=");
assuming K' = (S;, W, I;, —;, L;), K*1 is the Kripke structure

(S; x SSW. I x I,{((si,8),(85,8)) | si =i si, s— 8"}, Litq)

where Liy1((sis))(pry) = Li(53)(pry) if 5 < i and Ligs(5i,8) (priya) = L(3)(p)-

» Proposition 10. Let ¢ be a HyperLTL,,, formula, P C [0,1], and K be a Kripke structure.
We can build an NBA Aﬁ,w such that E(Agw) is the set of traces ty, with I an assignment of
free variables to traces of IC, such that [{]rc)(Il) € P. The size of Agw is non-elementary,
with the tower of exponentials of linear height in the number of quantifier alternations of 1.

Proof. Let ¢ = Q171 ... Qnmnep be a closed HyperLTL,,, ., formula, ¢ being its quantifier-free
part with n free variables and Q; € {3,V} for all ¢ € {1,...,n}.

By induction on the quantifier suffixes Q of 9 such that Qg has k free variables (Q is of
length n — k), we show how to build, for all predicates P C [0,1], an NBA Ag’@; over the
alphabet |[W|AP<k for the formula Q¢ such that for all trace assignments II, tr € E(.Ag Q@)
iff [Q]r(x)(IT) € P and II(m;) € T(K) for all 1 < i < k.

For the base case, one can first notice that each quantifier-free HyperLTL formula ¢
with 71,..., 7, as free variables can be viewed as an LTL formula over the set of atomic
propositions AP<,,. Hence, relying on Proposition 8, we can take the NBA AE’M@ of size
exponential in the size of . It fulfils, as expected, that for all trace assignments II over T,
to € E(A£n7tp) iff [[QO]]']I‘(IC) (H) € P and H(ﬂ'l) S T(IC) foralll <7< n.5

For the induction step, let us assume that the property holds for a formula 1’ = Q¢ and
consider the next block of identical quantifiers in .

If the next block of quantifiers is existential, let " := Jmgyq...Imp)’ the subfor-

mula of ¢ with k free variables 7y,...,m,. Notice that 1’ has ¢ > k free variables

Mlyeeny My Th+1s - - -, Tg, and we can thus apply the induction hypothesis on it. Then, for
each ¢ € PN Vyy(¢"), we define the NBA A,{CCL/, as

{c} (e 1]NVay ()
A’Cﬂl)/ 1.k ﬂ A](:k ﬂ AIC/L[)/ v

TRARL

where B denotes the complementation of the NBA B, while the projection | x corresponds

to the application on the transitions of the alphabet morphism mapping an element

S € WAP<¢ t0 an element of WAP<k (by only keeping the relevant atomic propositions).
P _ {c}

Then, we let A/C,’LZJ” = UCEPﬂVvy(llJ”) A/C,'gl)”'

Let us consider a trace assignment II. Then, we have t; € E(Agw,,) iff (by definition)

there exists ¢ € P N Viy(¢") such that ¢ € E(A,{CC?;, L n)s tn € L(Ax k) and tnp ¢

E(Agccj’;],m/wwl) ’11@ N Ag.r). By definition of projection, this is equivalent to

Vi<i<k I(m)eT(K), (%)

the existence of ¢ € PN Viy(¢)") and traces tg11,...,t such that trypr, ey, mesty] €
E(A,{CC,L,) and the absence of traces t,...t, € T(K) such that Mifmi gyt emosty] €

5 Note that the set T(K) used in [elr(x)(IT) is chosen arbitrarily as the formula ¢ contains no quantifiers
to evaluate.
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E(A,(chi],mVV’(w,)). By induction hypothesis, this is equivalent to (x), the existence of
c € PNViy(¥") and traces tg 11, ..., t, € T(K) such that [¢'[rge) (H[mer1 = try1,. .. 70 —
t¢]) = c and the absence of traces t;,,...,t; € T(K) such that [¢'Jrc)(H[mpy1 —
thy1,---me = ty]) € (¢, 1]. This is equivalent to say that (x) and

— tha1,...Te — ty]) € P
. MeT(K)[[l/J Iroe) M[mhq1 = trgr, ... o = L))

and thus, that [¢)"]rc)(IT) € P.
If the next block of quantifiers is universal, let ¢" := Vw11 ... Vap)' the subformula of 1
with k free variables m1,..., 7, we define the NBA A,%L,, as

{c} [0,¢)NVay ()
AICﬂ/J’ 1 Ak 0 AIC,W " |1...k NAk.k

and we let Aiﬂw = Ucervw(w”) A,{Cc’];/},,. The rest of the proof is as in the previous case.
<

Before giving a proof for Theorem 13, a technical lemma has to be proved: we show
that allowing the quantifiers and the Boolean operators (but not the temporal operators) in
HyperLTL to alternate does not change the expressiveness of the logic.

» Definition 32. We define the positive Boolean closure BT (HyperLTL) of HyperLTL by
the following grammar:

Yu=dny [V [P VY [P A
pu=pr |0 |eVe|XeleUep
for all atomic propositions p € AP and variables m € V.

The semantics is extended in the natural way:

[1 Vol (1) = max ([ ]2 (D), [¢2] 2 (TD))  [1 A¢p2]r (TT) = min([¢ [ (ID), [¢2] #(11))

HyperLTL is exactly the fragment of BT (HyperLTL) formula in prenex form (i.e. that begins
by a sequence of quantifiers, followed by a quantifier-free part).

The alternation depth a(v) of a BT (HyperLTL) formula v is defined as the maximal
number of quantifier alternations from existential to universal, or vice versa, in a branch of
the structure tree of ¢». We obtain the following folklore result:

» Proposition 33. Let ¢ be a BY(HyperLTL) formula. Then there exists an equivalent
formula v* in HyperLTL with alternation depth a(¢*) < a(y) + 1 and the same number of
existential and universal quantifiers.

Proof. Since the definition of alternation depth « is linked to the structure tree of a formula
and not directly to the recursive definition of the grammar which generates the formulas,
we will introduce two new measures ag and ay. Those can be defined recursively over

the structure of ¥ and are in a close relation to our actual alternation depth measure a.

Intuitively, the relation is ag(¢) = a(Qn ), for Q a quantifier.
For each @ € {V,3} we define the function «g, which takes a formula and outputs a
natural number, by
ag (o) =0 if 9o is quantifier-free
aqQ(Qm o) = aq(vo)
ag(Qmy) = ag(to) +1 where Q is the quantifier dual of Q
) =

ag (o o max{ag(¥o), ag(¥1)} where o € {A,V}
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In the following we will simplify notation and just write 3* for a series of existential
quantified variables, 37 for a non empty series of existential quantified variables and V*, or
V7T respectively, for series of universal quantified variables. Since we are allowed to rename
bound variables, we can assume that each variable occurs only once.

We begin with a basic observation. If 9 is a formula in prenex form with az(¢) = k — 1,
for a k > 0, it has to be of shape ¢ = 35V 35 ... szleW for a quantifier-free ¢, where
Q1 depends on the parity of k, i.e. @ = 3 iff k is even. Note that this implies in particular
a(y) < az(®) < a(yp)+1 for a formula in prenex form. We will use this fact in our conclusion.

The next step is to show by induction over 1 that for each @ € {V,3} there is a formula
1% = 1) in prenex form which is stable regarding ag in the sense that ag(¥?) = ag(v),
and in addition it contains the same number of each quantifier as 1.

Let 1) = 3m.4bg. By hypothesis there is a formula in prenex form 15 = 1)y, containing the

same number of each quantifier and satisfying as(1§) = a3(). Thus ¥ = Ir.¢p5 and

the latter is in prenex form conserving the number of each quantifier. Then we obtain by
definition a3(v)) = a3(Ir.by) = a3(x’) and by hypothesis also az(3Ir.1b5) = az(¥3) =
az(1hg) for the existential measure. And moreover for our universal measure, by definition

av(3mabg) = as(wp) + 1 and by hypothesis ay(Im.95) = as(v5) + 1 = as(o) + 1.

The case ¢ = V7.1 is analogous.

Let 1 = g o 91, where o € {V,A}. We will begin by constructing the prenex formula

which preserves az.

By hypothesis there exist w? = ¢); for ¢« € {0,1} in prenex form, containing the same

number of each quantifier and satisfying as(;) = as(¢)7) = k; — 1 for some k; > 0 and

w.l.o.g. kg > k1. By our remark above we can assume w.l.o.g. that the formulas are of
the shapes

3 _ + o+ + /
Yy = EI3,0%,130,2 S Q(),ko Yy and

3 _ % o+ o+ + /
Yy = oVi1T2--- 1k, V1,

where each 9} is quantifier-free and each Q; , € {V,3} depends on the parity of k. Since
we are allowed to rename bound variables, we can assume that we are not quantifying
over variables which appear in the other formula. This allows us to put the quantifiers at
the beginning and we obtain:

Y =1 o
=g o Ui
= (HS,OV(J)F,I e Q&ko ¢6) 0 (HT,val e ikl 2//1)
= 35030 (V{aT0a - Qiky Yoo VTN o Qf, ¥1)

— + vt + + + + / U
= EIS,OEP{,OVO,lvl,l s QO,lel,kl QO,k:1+1 s Q(),ko (% o ¢1)

Let us call the formula we obtained in the last line 7. By the definition of ag it holds
that a(1)7) = ko and on the other hand by definition and our hypothesis:

a3(¢h) = max{az(t), a3(vo)} = max{es(¥g), ea(vg)} = aa(yg) = ko

In particular the construction preserves the number of existential and universal quantifiers.
The symmetrical procedure allows us to construct %" satisfying ay (1¥) = ay(1p) from 1§
and 1} which exist by induction hypothesis.
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We can now conclude the assertion by choosing ¢* = 97 (we could also take /") and the
fact that for every ¢’ in prenex form it holds that a(¢’) < a3(¢’) < a(¢’) + 1, mentioned
above. Note that the proof also provides an algorithm to construct the prenex form,
controlling the number of quantifier alternations.

<

» Theorem 13. For every P C [0,1] and HyperLTL,,, formula ¢, there exists a HyperLTL
formula Bool(y, P) such that for all subset T C Tyo 1y and trace assignments I1, [¢]r(IT) € P
iff [Bool(x, P)]7(IT) = 1. Moreover, Bool(y, P) has size at most O(2F+2Ie) if k is the
quantifier depth of p, and ¢ is the quantifier-free part of 1.

Proof. We construct the formula Bool(t), P) inductively on t. The correctness follows by
induction, which we only prove in detail for the quantified case, which is new compared to [2].
If ¢» = pr. Then Bool(¢, P) is equal to the formula true if 0 € P and 1 € P, p, if
0O¢Pandle P, p,if0€ Pand1¢ P andfalseif 0 ¢ Pand 1¢ P.
If = f(e1,...,0k) with f € F, then we let

Bool(, P) := V Bool(gy, {d1}) A~ A Bool(py, {dr})
d1€Vi0,13 (1), Ak €V(0,1} (Pk),
f(dy,....dr)EP

If b = X ¢, then we let Bool(1, P) := X Bool(p, P).
If » = 1 U ¢9, then we let Bool(p; U p2) 1= \/Cepﬁv{o,l}(w Bool(¢1 U 2, {c}) where

Bool(¢1 Ups, {c}) := Bool(¢1, [¢, 1]) UBool(ps, [¢, 1]) A=(Bool(¢1, (¢, 1)) UBool(y2, (¢, 1]))

This is motivated by the semantics of the U operator as a sup/max operator. Intuitively,
the first term ensures that the semantics is greater or equal to ¢. The second term ensures
that the semantics is not strictly greater.

Let v = Vr4'. We start by considering the case P = {c}. By the semantics of the
V operator it holds that [Vr¢']r(II) = ¢ is equivalent to minser[¢']r([r — t]) = ¢,
and thus, obviously to 3t € T [¢'|lr(Il[1r — t]) = cand V¢’ € T [¢'|r(II[7r — t']) > c.
By induction hypothesis, this is equivalent to 3t € T [Bool(¢’, {c})]r(II[r — t]) =
1 and V¢’ € T [Bool(¢’, [¢, 1])]r (I1[w — t']) = 1. This is equivalent by the semantics of
HyperLTL to [37 Bool(¢', {c}) A ¥ Bool(¢/, [¢, 1])] (1) = 1.

For a general P C [0, 1] we add a disjunction over all possible values in P that can be a
possible satisfaction value for v

\/ 3 Bool (¢, {c}) A Vr Bool(¥/, [¢, 1]) (5)

CEPOV{O,I} ()

This is a priori not a HyperLTL formula, but it is in the positive Boolean closure of
HyperLTL. Thus, we can appeal to Proposition 33 to obtain an equivalent formula
Bool(Vr ¢’, P).

Let ¢ = 3w ¢’. Then we define, with an analogous reasoning, Bool(, P) as the HyperLTL
equivalent of the formula VcePnV{O,l}(w) I Bool(y', {¢}) A Vm Bool(¢/, [0, c]).

We respect to the size of the formula Bool(y, P), the size of the large disjunction in
equation (5) can grow exponentially, as shown in Lemma 6, which directly implies that
|Bool (1), P)| € O(2%++21¢l) if k is the quantifier depth of ¢, and ¢ is the quantifier-free part
of . |
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B Proofs for HyperLTL

temp

» Lemma 20. For an ordering relation < in {<,>} and X its reflexive closure, for all
formulas ¢ of HyperLTLy,,,,, for all Kripke structures K, for all v € [0,1], we can build an
NBA .A'X“’ such that for every trace assignment I1 over the free variables of 1, it holds that:
. if [[w]]qr(;c)( ) > v and all traces in 11 belong to T(K), then AZ", accepts tn;
- if A, accepts a lasso tn, then all traces in 11 belong to L(K ) and [¥]Lic)(IT) > v.

Proof. The proof is by induction on the quantifier alternation of the formula .

If 4 is non quantified, the result is obtained as in the proof of Theorem 29: for item 2,
we would even obtain a strict (and thus stronger) inequality. Notice that switching between
the lasso semantics and the classical one does not make any difference for a non quantified
formula.

If ¢ =3my ... .m0 Y, we let ALY ,» be obtained from AZY % by projecting away its 7 . -
components in the alphabet. Then we prove the two items, for every trace as&gnment H
(over the free variables of ).

1. If [¢]r(x) (IT) > v and all traces in II belong to T(KC), by definition of the semantics of the
existential quantifier as a supremum (and because the operator > is strict), there exist
traces t1,...t, € T(K) such that [¢']rgc)(I[my = t1,..., 7, = t,]) > v. By induction
hypothesis, this implies that trpr ... .7, ¢, 1S accepted by A,C - This implies that
tn is accepted by ALY,

2. Suppose that Azzﬂ accepts tr7 and IT is a lasso. Consider the NBA B obtained from A,%’”W
by fixing the components in the free variables of ¢ to the lasso ¢ty and letting the free

.....

variables 7y, ... m, take any traces from T(K) (B is still a finite NBA since II is a lasso

assignement). Then ¢y is trivially accepted by the NBA obtained by projecting away the

71 ... Tp-components in B. Therefore, this projection is non-empty. This can be written

as ./.’,(A,C U) N ({tn} x L(Akn)) # 0, and the NBA AZ",, accepts a lasso of the form

Ul[risty,...,marst,]- D particular, 21, ..., 1, are lassos. By induction hypothesis, all traces

in [my = t1,...,m, = t,] belong to L(K), and [¢']ygc)(IT[my = t1,...,7Tp = t,]) > 0.

In particuler, all traces of II belong to L(K). Moreover, by definition of the semantics of

the existential quantifier as a supremum (and since the inequality is large), we obtain

[ (1) = v.

If ¢p =Vrmy ... 7, ¢ with ¢ having k + n free variables, using the equivalence with the
“formula” —3Ir -, we let AL" ,» be equal to (A>”w, N Agcrtn) ‘1..1@
two items, for every trace asmgnment IT (over the free variables of ).

1. If [¢]r(x) (IT) > v and all traces in II belong to T(KC), by definition of the semantics of the
universal quantifier as an infimum (and because the operator > is strict), for all traces
t1, ... tp € T(K), [¥' vy = t1,... 7, = t,]) > v. By induction hypothesis, this
implies that tri(r, »¢,,....m.ot,] 1 accepted by A>”w,, for all t1,...,t, € T(K). If t;; was
not accepted by Asz, since it only contains traces of T(K), it would not be accepted by

(A)c S NV Ak |y 4 . Thus there

would exist t1,...,t, € T(K) such that trjr, e, ... x.t,] 15 accepted by A)c ‘p» and thus
would not be accepted by Ag", e T his contradicts the previous assertion.

N Air. Then, we prove the

and thus would be accepted by (A,C o NV Aken) |y

2. Suppose that .A,éj’w accepts trp and II is a lasso assignement. Since tr is accepted by
Agr, all traces of II belong to T(K), and thus to L(K). Moreover, 1 is not accepted by
(A" S NAgrin)|, - Thus, no traces ty,...,t, € T(K) are such that ¢z, e, .muest,] 18
accepted by AK,w" As a consequence, for all traces t1,...,t, € T(K), tipr, —t,,...,;pestn]
is accepted by Azf’w,. This is in particularly true for all lassos t1,...,t, € L(K). By
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induction hypothesis, [¢/'[gc)(II[m1 = t1,..., 7 = t,]) > v for all t € L(K). By
definition of the universal quantifier as an infimum (and since the inequality is large), we
obtain [¢/]rc) (IT) > v.

If v = 3Imq,...m, ¢, the NBA A,f:j’d) is obtained by noticing that for all T C T(K),
[Bry.. .m0 ]r() =1 — [Vry ... 7 '] (IT). In particular, [Fm ... 7, ' ]r (1) < v if and
only if [Vry ..., =7 (1) > 1 —v. We thus let AZ"; be equal to A’?,lv_ﬂvﬁw/.

Similarly, if ¢ = V... 7, %', we let .A,éf’w be equal to A,?’la;vﬁw,. <
» Lemma 27. Let ¢ be a formula of HyperLTL;mp. Let ky be the depth of U,, operators,
and Hy, be the finite set of functions n appearing in these operators. Let W C [0, 1] be a finite
set. Then, for all T'C Tw, and I assignments to traces of Tw, [¢]r(I1) € Vi, u, w-

Proof. Notice that if k < k¥’ and H C H’, then Vi, g.w C Vir g/ w. In particular, if ¢ is a
subformula of 1)’, we have Viy,H,w C kaun/,W- Let T C T. We show by induction that
for all ¢ € HyperLTLj;,mp and for all assignments II, [o/]7(IT) € Vi, m, w-
For Boolean formulas 3, kg = 0 and Hg = (), and their semantics is in {0,1} = Vi, m,.w-
For unquantified formulas ¢ and ¢’, by induction, for all assignments II', we have

[[(p]]T(H/) S kaHwW and [[(pl]]T(H/) S Vk‘.cpl7Hgo/7W' Then,

le V¢ Tr(1) = max([]r (1), [¢']r () € Vi, z,,wU Vieg Hor W S Vi o Hoy o W
[ A @'lr (1) = min([e]r (1), [ 17(10)) € Vi, i, w U Vi, i, w S Vi, om0 W
[X o]z () = [elr([1,00]) € Vi, 1, w € Vix , Hx ,.W

For until formulas, using again that kaHwW U Vk‘p/,kuw C Vi g Hogsor W)

eUp eUep

[ U lr() = sup (min( [¢']7(I[i, oc]) s qmin - [l (1115, %)) )

eV ;W Vi ;W
7 7 ©

vy Hou vy Houe

From item 3 of Lemma 26, the minimum over j is either 0 or is equal to one of the
values, and thus belongs to kaU«:”wa
VkWle’HWle’W- From item 2 of Lemma 26, the supremum is equal to one of the values,
and thus belongs to Vj,

, w. Then, the (binary) minimum also belongs to

U’ ’H‘PUV’/ ,W-
For discounted until formulas, by definition,

[ Uy @lr (1) = sup (min(n; [¢'Tr (T[4, oc]), min n; [@]r (11, ])))

0<5<1
Ekap,,Hw,W EViy Hy W

By definition, we have kv, = max(ky, ko) + 1 and Hyu, o = Hy, U Hy U {n}. In
particular, n;[¢']r(II[i, 0o]) and n; [¢]r (II[j, oo]) belongs to Vi i, o Hoyus, oo - As before,
from item 3 of Lemma 26, the minimum over j is either 0 or is equal to one of the
values, and thus belongs to kaw,, H,y, o W- Then, the (binary) minimum also belongs
to VksOUnsD,’HkPUn&P/"W. From item 2 of Lemma 26, the supremum is equal to one of the
values, and thus belongs to Vkanw”HsoUnv”W'
For quantifications, the proof goes by induction, by using items 2 and 3 of Lemma 26 to
conclude the property for infimums and supremums. |

» Theorem 29. The model checking of HyperLTL?emp and HyperLTLYemp is decidable with
a non-elementary complezity..
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Proof. For the case of HyperLTL?emP? consider a closed formula ¢ = 3wy - - - 31, ¢ with ¢ a
quantifier-free formula, a Kripke structure K and a threshold v € [0, 1]. By Proposition 19,
we build the NBA A, ,. Using the same notations and techniques as in the proof of
Theorem 10, we make the intersection of this NBA with Ax , to restrict ourselves to traces
of T(K), getting an NBA AR’ . Since ¢ is quantifier-free, we have [¢]r(x)(IT) = [¢](tm).
This allows one to obtain that for every trace assignment II,

L. if [@]rxc)(IT) > v and every trace in II belongs to T(K), then Ag", accepts tr.

2. If A,?Za accepts ty1 and IT is a lasso assignment, then [p]r(x)(IT) > v and every trace in

II belongs to T(K).

We then project away all the components of A,%Zp to mimick the existential quantifications,
and let A be the so-obtained NBA over the alphabet containing only the letter ). We show
that L(A) # 0 if and only if [¢/]rgc) > v.

Indeed, suppose that L(A) # (. Due to projection, this implies that L(A,%f’w) # 0, and
thus (by the properties of NBAs) the existence of a lasso assignment IT where every trace
belongs to T(K) and ¢y € L(.A,%f;). By property 2 above, we deduce that [¢]rx)(IT) > v.
The semantics of existential quantifiers being supremums, we obtain [¢/]rx) > v.

Reciprocally, if [{]r(kc) > v, there exist an assignment IT (not a priori lassos) of traces
in T(K) such that [¢]r(x)(IT) > v. By property 1 above, we obtain that t1 € L(Ag",). By
projections, since every trace in II is in T(K), this implies that L(A) # 0.

For the case of HyperLTLym1p7 notice that Vmy - - -Vm, ¢ is equivalent to = with ¢ =

Iy -+ - Am, —p. We thus apply the previous case to this formula with the threshold 1 —v. <



	1 Introduction
	2 Preliminaries
	3 Propositional quality for HyperLTL
	3.1 Definitions and examples
	3.2 A finite-valued property
	3.3 The model checking problem for HyperLTLprop
	3.4 Expressiveness of HyperLTLprop in the Boolean case

	4 Temporal quality for HyperLTL
	4.1 Definitions and examples
	4.2 Model checking for HyperLTLtemp

	5 Conclusion
	A Proofs for HyperLTLprop
	B Proofs for HyperLTLtemp

