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Abstract

Constant-size cryptographic evidence records are increasingly used to build audit trails for
regulated AI workloads in clinical, pharmaceutical, and financial settings, where each execution
is summarized by a compact, verifiable record of code identity, model version, data digests, and
platform measurements. Existing instantiations, however, typically rely on classical signature
schemes whose long-term security is threatened by quantum-capable adversaries. In this paper
we formalize security notions for evidence structures in the presence of quantum adversaries and
study post-quantum (PQ) instantiations and migration strategies for deployed audit logs. We
recall an abstraction of constant-size evidence structures and introduce game-based definitions
of Q-Audit Integrity, Q-Non-Equivocation, and Q-Binding, capturing the inability of a quan-
tum adversary to forge, equivocate, or rebind evidence items. We then analyze a hash-and-sign
instantiation in the quantum random-oracle model (QROM), assuming an existentially unforge-
able PQ signature scheme against quantum adversaries, and show that the resulting evidence
structure satisfies these notions under standard assumptions. Building on this, we present three
migration patterns for existing evidence logs—hybrid signatures, re-signing of legacy evidence,
and Merkle-root anchoring—and analyze their security, storage, and computational trade-offs. A
case study based on an industrial constant-size evidence platform for regulated AI at Codebat
Technologies Inc. suggests that quantum-safe audit trails are achievable with moderate over-
head and that systematic migration can significantly extend the evidentiary lifetime of existing
deployments.

1 Introduction

Audit trails play a central role in regulated environments where automated computation affects
safety- or compliance-critical decisions. In domains such as clinical AI, pharmaceutical development,
and high-stakes financial analytics, regulators require that organizations be able to explain and
justify how a particular result was produced: which code and model were used, which data were
processed, under which policies, on which platform, and at what time. Recent system designs
address these needs by representing each execution as a constant-size cryptographic evidence item
that compactly captures the essential provenance and integrity information and can be stored and
verified at scale (e.g., [8, 15, 10]), and recent work has begun to study quantum-resilient designs
for distributed log storage itself [17].

Today, many such systems instantiate their evidence structures with classical primitives such
as ECDSA or RSA signatures and SHA-2 family hash functions. These choices are well understood
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and adequate against classical adversaries, but the long-term evidentiary value of audit logs is
threatened by the emergence of quantum computers. A quantum-capable adversary may be able
to harvest classical evidence now and forge or equivocate about past executions later, once large-
scale quantum computation becomes available. Even for organizations that are not yet deploying
quantum hardware, regulators increasingly expect plans for quantum-safe logging and evidence
retention.

Despite a growing body of work on post-quantum cryptography (PQC) and secure logging,
there is relatively little treatment of evidence structures as a first-class cryptographic object in a
quantum-adversary setting. In particular, existing designs do not usually:

• formalize audit-trail security notions for evidence structures against quantum adversaries;

• analyze concrete post-quantum instantiations in a standard model such as the quantum random-
oracle model (QROM);

• provide systematic migration strategies for already-deployed evidence logs that must remain
verifiable for a decade or longer.

In this work we address these gaps. We build on an abstraction of constant-size evidence
structures introduced in prior work [8], which models a system where each event in a workflow is
associated with a fixed-length evidence record produced by a Generate algorithm and consumed
by a Verify algorithm. Our focus here is on extending this abstraction to a quantum-adversary
setting, providing both formal definitions and practically oriented migration strategies.

Contributions. Our main contributions are:

1. Quantum-adversary security notions. We define a system model where adversaries may
obtain quantum access to hash oracles and may attempt harvest-now/forge-later attacks against
evidence logs. In this model we introduce game-based security notions for evidence structures,
including Q-Audit Integrity, Q-Non-Equivocation, and Q-Binding.

2. Post-quantum instantiations in the QROM. We analyze a hash-and-sign instantiation of
constant-size evidence structures in the quantum random-oracle model, assuming an underlying
post-quantum signature scheme that is existentially unforgeable under chosen-message attacks
(EUF-CMA) against quantum adversaries. We prove that under standard assumptions the
instantiated scheme satisfies our quantum-adversary security notions.

3. Migration patterns for deployed logs. We study three migration patterns for deployed
evidence systems: (i) hybrid classical+PQ signatures for new evidence, (ii) re-signing legacy
evidence with PQ signatures in a trusted environment, and (iii) Merkle-root anchoring of legacy
batches. For each pattern we discuss trust assumptions, security guarantees, and storage and
computational overhead.

4. Industrial case study. We outline a case study using a constant-size evidence system im-
plemented in an industrial platform for regulated AI workloads at Codebat Technologies Inc.
We discuss how the proposed migration patterns map to realistic deployment constraints and
estimate the cost of securing large evidence corpora.

The rest of the paper is organized as follows. Section 2 recalls the abstraction of constant-size
evidence structures and reviews quantum-adversary and PQ primitive models. Section 3 intro-
duces our quantum-adversary security notions. Section 4 presents and analyzes a post-quantum
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instantiation. Section 5 develops migration patterns for deployed evidence logs. Section 6 discusses
an industrial case study. Section 7 reviews related work, and Sections 8–9 conclude with open
problems and future directions.

Relation to prior work. Compared to classical secure logging and transparency systems (e.g., [15,
3, 7, 12, 11, 10]), our work treats constant-size evidence structures as the primary cryptographic
object and explicitly analyzes their security against quantum adversaries in the QROM. Existing
PQC work on logging and auditing (e.g., [17, 9, 20]) typically either focuses on blockchain-based
storage or on specific application domains. In contrast, we provide (i) generic quantum-adversary
security notions for evidence structures, and (ii) migration patterns that are designed to retrofit
already-deployed constant-size evidence logs in regulated AI systems.

2 Preliminaries

2.1 Constant-Size Evidence Structures

We briefly recall the abstraction of constant-size evidence structures introduced in [8], which we
treat here as a black-box building block.

Consider a workflow that generates a sequence of events e1, e2, . . . , eT , where each event ei
corresponds to a concrete execution step such as a model inference, a batch data transformation,
or an approval action. For each event ei the system produces an evidence record Evi ∈ {0, 1}ℓ of
fixed length ℓ bits. Informally, Evi encodes:

• identifiers and digests of the code, model, and configuration used;

• digests of the input and output artifacts;

• platform measurements (e.g., TEE measurement), timestamps, and policy identifiers;

• a cryptographic authenticator binding these fields together.

Formally, a constant-size evidence structure is defined by algorithms

E = (Setup,KeyGen,Generate,Verify, Link)

with the following interfaces:

• (pp)← Setup(1λ): generates public parameters.

• (sk, pk)← KeyGen(pp): generates a signing key pair (notation here covers the integrity mecha-
nism; more general forms are possible).

• Ev ← Generate(pp, sk, e): given an event description e, outputs a constant-size evidence record
Ev.

• b← Verify(pp, pk, e,Ev): returns 1 if Ev is a valid evidence record for event e, and 0 otherwise.

• π ← Link(pp,Ev1, . . . ,EvT ): optionally produces a compact linkage proof (e.g., via hash chains
or Merkle trees) for a batch of evidence records.

The original work [8] focuses on classical adversaries, defining integrity and linkage properties
and providing a concrete instantiation where each Ev is a 288- or 320-byte record. In this paper we
treat Generate and Verify as abstract interfaces that we instantiate with post-quantum primitives
and analyze against quantum adversaries.
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2.2 Quantum Adversaries and Post-Quantum Primitives

We model adversaries as quantum polynomial-time (QPT) algorithms with access to certain oracles
and system APIs. We write A for such adversaries and assume that they may maintain quantum
side information throughout the experiment.

Quantum random-oracle model. We adopt the quantum random-oracle model (QROM) for
hash functions H : {0, 1}∗ → {0, 1}λ, following the treatment of Zhandry and subsequent work [21,
5]. In the QROM, H is modeled as a uniformly random function, and the adversary may query it
in quantum superposition. We assume that H is collision-resistant against quantum adversaries,
i.e., no QPT adversary can find distinct x, x′ with H(x) = H(x′) with non-negligible probability.

Post-quantum signature schemes. We consider a signature scheme Σ = (KeyGenΣ, SignΣ,VerifyΣ)
with standard syntax:

• (skΣ, pkΣ)← KeyGenΣ(1λ);

• σ ← SignΣ(skΣ,m);

• b← VerifyΣ(pkΣ,m, σ).

We assume that Σ is existentially unforgeable under chosen-message attacks (EUF-CMA) against
quantum adversaries: no QPT adversary with quantum access to H and classical access to the
signing oracle can produce a valid signature on a new message with non-negligible probability. We
write Adveuf-cma

Σ (λ) for the corresponding advantage.
Concretely, Σ may correspond to a lattice-based or hash-based scheme such as those standard-

ized or under consideration in post-quantum cryptography efforts (e.g., [13, 19]), but in this paper
we treat it as an abstract primitive satisfying the above property. Real-world deployments face
non-trivial challenges around key sizes, performance, and migration, as surveyed in [18].

Notation. We write λ for the security parameter, negl(λ) for a negligible function, and use ≈ to
denote computational indistinguishability. All probabilities are taken over the randomness of the
algorithms and the random oracle H unless otherwise specified.

3 Security Notions Against Quantum Adversaries

We now formalize security notions for evidence structures in the presence of quantum adversaries.
Intuitively, we wish to prevent an adversary from forging evidence items for events that never
happened, from equivocating about the content of the log, and from reusing the same evidence
item for multiple conflicting events.

3.1 System Model with Quantum Adversaries

We consider an environment where an evidence generator uses Generate to produce evidence items
for events and stores them in an append-only audit log. An auditor uses Verify and (optionally)
Link to check evidence for consistency with a claimed workflow.

A quantum adversary A observes the log and may compromise the underlying storage or net-
work. Specifically, we allow A to:

• monitor and copy all evidence items produced during the lifetime of the system;
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• reorder, delete, or inject evidence items in the stored log;

• interact with the evidence generator through a public API that exposes Generate for chosen
events;

• obtain quantum access to the random oracle H;

• in a harvest-now, forge-later scenario, delay its forgery attempt until a future time when quan-
tum resources become available.

We do not model side-channel attacks on key storage or the internals of the evidence generator;
instead, we assume that the signing key is maintained inside a trusted environment (e.g., a hardware
security module or a trusted execution environment). Extending our model to include side channels
is an interesting direction for future work (Section 8).

3.2 Game-Based Definitions

We now define security games capturing the three main properties we seek: Q-Audit Integrity,
Q-Non-Equivocation, and Q-Binding.

Q-Audit Integrity. Intuitively, Q-Audit Integrity requires that an adversary cannot produce a
valid evidence item for an event that was not output by an honest execution of Generate.

Definition 1 (Q-Audit Integrity). Let E = (Setup,KeyGen,Generate,Verify, Link) be an evidence

structure. Define the experiment ExpqauditA (1λ) as follows:

1. The challenger runs Setup(1λ) to obtain pp and KeyGen(pp) to obtain (sk, pk).

2. The adversary A is given (pp, pk) and quantum access to the random oracle H. It also has
classical access to a Generate oracle that, on input e, returns Ev← Generate(pp, sk, e) and adds
(e,Ev) to a set Q of generated pairs.

3. Eventually A outputs a pair (e⋆,Ev⋆).

4. The experiment outputs 1 (meaning A wins) if and only if Verify(pp, pk, e⋆,Ev⋆) = 1 and
(e⋆,Ev⋆) /∈ Q.

We define the Q-Audit Integrity advantage of A as AdvqauditE (A, λ) = Pr[ExpqauditA (1λ) = 1]. We say

that E satisfies Q-Audit Integrity if for all QPT adversaries A, AdvqauditE (A, λ) is negligible in λ.

Q-Non-Equivocation. Non-equivocation informally means that the adversary cannot present
two mutually inconsistent views of the evidence log that both appear valid to honest auditors.
There are several ways to formalize this; we adopt a simplified batch-based game.

Definition 2 (Q-Non-Equivocation). Fix an ordering of events and let L denote a log, i.e., a
sequence of pairs (ei,Evi). We assume that the auditor interprets the i-th position of a log as the
i-th logical step in the workflow, so conflicting entries at the same index correspond to equivocation
about that step. Consider the experiment ExpqneA (1λ):

1. The challenger runs Setup,KeyGen as before and exposes pp, pk to A.

2. A has oracle access to Generate and H, and may maintain an internal view of a log L obtained
by querying Generate on events of its choice.
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3. Eventually A outputs two logs L(0) = {(e(0)i ,Ev
(0)
i )}i and L(1) = {(e(1)i ,Ev

(1)
i )}i.

4. The experiment checks:

• for both b ∈ {0, 1}, all pairs in L(b) verify under Verify(pp, pk, ·, ·); and

• there exists at least one index i such that (e
(0)
i ,Ev

(0)
i ) ̸= (e

(1)
i ,Ev

(1)
i ) but both are presented

at the same log position i in their respective views.

5. The experiment outputs 1 if both bullets hold.

We define the Q-Non-Equivocation advantage AdvqneE (A, λ) accordingly, and say that E satisfies
Q-Non-Equivocation if this advantage is negligible for all QPT adversaries.

The second bullet captures the notion that the two logs represent conflicting stories about the
same workflow (e.g., a particular event is associated with different evidence items), while both
appear individually valid.

Q-Binding. Finally, we capture the requirement that an individual evidence item cannot be
reused to attest to two distinct events.

Definition 3 (Q-Binding). Define the experiment ExpqbindA (1λ):

1. The challenger runs Setup,KeyGen and gives (pp, pk) and oracle access to H to A.

2. A may query a Generate oracle as before and obtains pairs (e,Ev).

3. Eventually A outputs a triple (e0, e1,Ev
⋆) with e0 ̸= e1.

4. The experiment outputs 1 if Verify(pp, pk, e0,Ev
⋆) = Verify(pp, pk, e1,Ev

⋆) = 1.

We define AdvqbindE (A, λ) as the success probability and say that E satisfies Q-Binding if this advan-
tage is negligible for all QPT adversaries.

In the next section we show that a natural hash-and-sign instantiation using a PQ signature
scheme achieves these properties under standard assumptions.

3.3 Relation to Classical Notions

In the special case where adversaries are classical and have only classical access to the hash oracle,
our definitions reduce to classical notions of integrity and non-equivocation for secure logging and
transparency systems [15, 11]. Our experiments focus on the inability to create new valid evidence,
to maintain two conflicting yet valid views of the log, and to rebind an evidence item. These
correspond to the informal goals discussed in earlier work on constant-size evidence structures in a
classical setting (e.g., [8]) but here explicitly account for quantum-accessible oracles and quantum
EUF-CMA adversaries.

4 Post-Quantum Instantiations of Evidence Structures

We now describe a concrete instantiation of Generate and Verify using a hash-and-sign paradigm in
the quantum random-oracle model, and analyze its security with respect to the notions introduced
above.
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4.1 Hash-and-Sign Construction in the QROM

Let Σ = (KeyGenΣ, SignΣ,VerifyΣ) be a PQ signature scheme as in Section 2.2, and letH : {0, 1}∗ →
{0, 1}λ be a hash function modeled as a random oracle in the QROM.

We assume that for each event e we can deterministically compute a canonical encoding Fields(e) ∈
{0, 1}∗ that concatenates all fields to be included in the evidence record (e.g., code hash, input
digest, platform measurement, timestamps). The precise layout of these fields follows the constant-
size design from [8]; we abstract it here as a bitstring.

Given this setup, we define:

• Setup runs the underlying setup for Σ and fixes H;

• KeyGen runs KeyGenΣ to produce (skΣ, pkΣ) and sets (sk, pk) = (skΣ, pkΣ);

• Generate(pp, sk, e):

1. Compute x← Fields(e).

2. Compute m← H(x).

3. Compute σ ← SignΣ(skΣ,m).

4. Output evidence Ev = (x, σ), padded or encoded as a constant-size record.

• Verify(pp, pk, e,Ev):

1. Parse Ev as (x, σ) and check that x is a well-formed encoding of Fields(e). If not, return 0.

2. Compute m← H(x).

3. Return VerifyΣ(pkΣ,m, σ).

In practice, x may be compressed to a fixed-length representation by carefully designing the field
layout; for our security analysis we only require that the mapping e 7→ x = Fields(e) is deterministic
and collision-resistant, in the sense that it is infeasible for a QPT adversary to find e ̸= e′ such
that Fields(e) = Fields(e′), where e is understood as the full structured event description (including
identifiers, digests, and metadata).

4.2 Post-Quantum Signature Choices

Our analysis is agnostic to the concrete choice of Σ as long as it satisfies quantum EUF-CMA
security. In practice, the choice of signature scheme significantly affects the size of σ and the
performance of Sign and Verify. For example, lattice-based signatures typically offer relatively
short signatures and fast verification at the cost of larger public keys, while hash-based schemes
offer conservative security at the cost of larger signatures or statefulness.

From the perspective of constant-size evidence records, the signature size directly contributes to
the overall record size. If the base layout for x is, say, 160 bytes (including digests and metadata)
and the signature is 128 bytes, the resulting record size is 288 bytes (plus any padding or alignment
required), which is in the same range as prior designs [8]. The throughput impact can be estimated
by benchmarking the chosen Σ on representative hardware; our case study in Section 6 sketches
such an analysis.
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4.3 Security Theorems

We now state our main security theorem for the hash-and-sign instantiation. Proofs follow standard
reduction techniques from signature and QROM analyses; we provide sketches here and defer full
details to an extended version.

Theorem 1 (Q-Audit Integrity and Q-Binding). Assume that H is collision-resistant against
quantum adversaries in the QROM and that Σ is EUF-CMA secure against quantum adversaries.
Then the hash-and-sign evidence structure described above satisfies Q-Audit Integrity and Q-Binding
in the sense of the experiments Expqaudit and Expqbind.

Proof sketch. We outline the argument for Q-Audit Integrity; the Q-Binding property is similar.
Suppose there exists a QPT adversary A that wins ExpqauditA (1λ) with non-negligible probability

ϵ(λ). We construct a QPT adversary B that breaks either the EUF-CMA security of Σ or the
collision resistance of H.

Adversary B is given a public key pkΣ and oracle access to SignΣ and H in the QROM. It
sets pk = pkΣ and simulates the Generate oracle for A by: on input e, computing x = Fields(e),
m = H(x), and obtaining σ ← SignΣ(m) from its signing oracle, then returning Ev = (x, σ). It
maintains the set Q of generated pairs as in the experiment. Note that B can answer all of A’s
hash queries by forwarding them to the QROM oracle.

Eventually, A outputs (e⋆,Ev⋆) with Ev⋆ = (x⋆, σ⋆) such that Verify(pp, pk, e⋆,Ev⋆) = 1 and
(e⋆,Ev⋆) /∈ Q. There are two cases:

1. If x⋆ equals Fields(e) for some event e for which B already obtained a signature via the signing
oracle, then (e⋆,Ev⋆) ∈ Q, contradicting the success condition of A. Thus, this case can only
occur with negligible probability due to simulation inconsistencies, which can be bounded using
standard QROM techniques.

2. Otherwise, either x⋆ is a new input to the signing oracle or σ⋆ is a new signature on a previously
queried m⋆ = H(x⋆). In the former case, (x⋆, σ⋆) constitutes a valid forgery against the EUF-
CMA security of Σ; B outputs (m⋆, σ⋆) as its forgery. In the latter case, if B did not query
H on x⋆, we can use standard techniques to extract a collision in H from A’s behavior in the
QROM, contradicting collision resistance.

More formally, we construct B as a sequence of hybrids, gradually replacing oracle responses with
simulated ones and bounding the statistical distance between experiments. The final hybrid yields
either a signature forgery or a hash collision with probability non-negligibly related to ϵ(λ). Hence,

if AdvqauditE (A, λ) were non-negligible, one of Adveuf-cma
Σ (λ) or the collision-resistance advantage for

H would be non-negligible, contradicting our assumptions.
A fully rigorous proof in the QROM requires a careful treatment of quantum oracle simulation

and programming; we omit these standard technical details here and refer to, e.g., [21, 5, 19] for
the underlying techniques.

A similar reduction shows Q-Binding: if an adversary can produce a single evidence item
Ev⋆ = (x⋆, σ⋆) that verifies as valid for two distinct events e0, e1, then either Fields(e0) = Fields(e1)
(which we assume cannot happen for distinct events) or Fields(e0) ̸= Fields(e1), in which case the
adversary has produced two different events with the same x⋆, contradicting the collision-resistance
of the mapping e 7→ Fields(e) (or of H if x is compressed further). This corresponds to the usual
binding intuition: a single authenticator cannot be successfully opened as two different well-formed
event descriptions except with negligible probability.
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Non-equivocation can be shown under additional assumptions about the linkage mechanism
(e.g., hash chains or Merkle trees) that prevent reordering and omission of evidence items, follow-
ing techniques from transparency logs [11]. We conjecture that Q-Non-Equivocation holds under
standard assumptions when the linkage mechanism is instantiated with a collision-resistant hash
function in the QROM; a full formalization and proof is left as future work.

5 Quantum-Safe Migration of Deployed Evidence Logs

We now turn from the design of new evidence structures to the question of how to migrate already-
deployed evidence logs towards quantum safety. We assume the existence of a system that has been
using a classical signature scheme to protect constant-size evidence records and that must remain
auditable for a long period (e.g., 10–30 years) in the face of emerging quantum capabilities.

5.1 Threat Scenarios: Harvest-Now, Forge-Later

A particularly relevant threat scenario for audit logs is the harvest-now, forge-later model: an
adversary records all publicly visible evidence items today and stores them. Once a sufficiently
powerful quantum computer becomes available, the adversary attempts to:

• break the classical signature scheme (e.g., via Shor’s algorithm) to produce valid signatures on
arbitrary messages;

• or use the ability to forge signatures to create false evidence records or to alter existing ones in
the stored log;

• or present two conflicting views of the evidence log to different auditors.

In this scenario, the adversary does not need to compromise the system in real time: passive
eavesdropping and later cryptanalysis suffice. This distinguishes audit migration from other settings
(e.g., TLS) where the focus is on protecting present and future sessions rather than long-lived, highly
replicable logs. In contrast to PQ-TLS migration, which focuses on protecting future sessions [2],
audit trails must preserve the evidentiary value of past executions.

If no migration is performed, any evidence record that relies solely on classical signatures may
lose its probative value once the relevant scheme is broken: a skeptical auditor could no longer
trust that a signature was produced at the claimed time or by the claimed key holder. Our goal is
therefore to design migration strategies that augment or wrap existing evidence with post-quantum
protections in a way that preserves their evidentiary meaning.

5.2 Migration Patterns

We discuss three migration patterns, each suitable for different operational and regulatory con-
straints.

Pattern 1: Hybrid signatures for new evidence. The simplest migration pattern is to
augment all new evidence records with a post-quantum signature in addition to the existing classical
one. Concretely, for each new event e we generate:

Evhyb = (x, σclass, σpq),

where x = Fields(e), σclass is a signature under the existing classical scheme (e.g., ECDSA), and
σpq is a signature under a PQ scheme Σ. Verification checks both signatures.

9



Security-wise, as long as either signature scheme remains secure, an adversary cannot forge a
full hybrid evidence item. In particular, once the classical scheme is broken by quantum computers,
the PQ signature continues to provide integrity and binding. The main cost is increased record size
and verification time due to the additional signature; in systems where records are already small
(e.g., a few hundred bytes), the overhead may be acceptable.

Pattern 2: Re-signing legacy evidence. Hybrid signatures do not protect evidence generated
before a PQ scheme is deployed. For legacy records, one option is to re-sign them with a PQ
key inside a trusted environment. Let {Evi} denote legacy evidence records containing classical
signatures. The system operator can:

1. deploy a trusted re-signing service (e.g., in a hardware security module or TEE) with a PQ
signing key skpq;

2. for each legacy record Evi, compute a digest di = H ′(Evi) under a quantum-resistant hash H ′;

3. compute a PQ signature τi = SignΣ(skpq, di);

4. store the pair (Evi, τi) as the migrated version of the record.

Auditors can then verify both the original classical evidence and its PQ wrapper: VerifyΣ(pkpq, H ′(Evi), τi).
The trust assumption is that the re-signing process is performed honestly and that the original log
was unmodified at the time of re-signing. This process effectively extends the lifetime of legacy
evidence by anchoring it to a PQ signature scheme in a single step.

Pattern 3: Merkle-root anchoring for legacy batches. When the number of legacy evi-
dence items is very large, re-signing each item individually may be computationally expensive. An
alternative is to anchor batches of legacy records via Merkle trees. For a batch B = {Ev1, . . . ,Evn},
the system:

1. builds a Merkle tree TB where the leaves are hi = H ′(Evi);

2. computes the root rB of TB;

3. generates a PQ signature τB = SignΣ(skpq, rB);

4. stores τB as the PQ anchor for batch B.

To verify a legacy record Evi in B, an auditor obtains a Merkle proof πi that Evi is included in
TB, verifies the proof against rB, and verifies the PQ signature on rB. This pattern amortizes the
cost of PQ signatures over many records; the trade-off is the need to manage Merkle proofs and
batch boundaries.

5.3 Complexity and Storage Analysis

We now sketch the rough complexity of these patterns in terms of the number of legacy records N ,
the size of a PQ signature |σpq|, and the batch size b for Merkle anchoring.

Hybrid signatures. For new evidence only, the cost is one additional PQ signature per record.
If we generate Nnew evidence items over the remaining lifetime of the system, the total additional
signing cost is Nnew PQ signatures; storage overhead is Nnew · |σpq| bytes.

10



Pattern PQ signatures Per-record overhead Trust assumptions

Hybrid (new only) Nnew |σpq| Same as existing system
Re-sign legacy N |τi| Trusted re-signing process
Merkle-root anchoring ⌈N/b⌉ O(log b) hashes Trusted tree construction

Table 1: Qualitative comparison of migration patterns for N legacy evidence records.

Re-signing legacy evidence. Re-signing all N legacy records individually requires N PQ sig-
natures and adds N · |τi| bytes of storage, where |τi| is the size of the PQ signature (and possibly
some metadata). The process is embarrassingly parallel and can be spread over time, but for very
large N this may still be expensive.

Merkle-root anchoring. If we partition N records into batches of size b, we obtain ⌈N/b⌉
roots and therefore need only ⌈N/b⌉ PQ signatures. The storage overhead for signatures is thus
⌈N/b⌉ · |τB|. Each record also requires storing or reconstructing a Merkle proof of size O(log b),
e.g., a few dozen hashes for typical batch sizes. The one-time computation cost is dominated by
hashing all records (N hashes) and signing ⌈N/b⌉ roots.

Table 1 summarizes the trade-offs qualitatively.
In practice, combinations of these patterns may be used: for example, Merkle-root anchoring

for very old archival logs and full re-signing for recent, higher-value records. Recent system designs
that combine PQC and blockchain for audit-grade file transfer [16] follow a complementary pattern,
anchoring events in an immutable ledger rather than constant-size evidence records.

6 Case Study: A Constant-Size Evidence System in Regulated AI

To illustrate how the above concepts translate into practice, we sketch a case study based on a
constant-size evidence system implemented in an industrial platform for regulated AI workloads at
Codebat Technologies Inc. The platform targets clinical and pharmaceutical workflows where each
AI job (e.g., a risk prediction or trial cohort selection) is executed inside a hardened containerized
environment and produces a compact evidence record.

6.1 Deployment Overview

In a typical deployment, the platform orchestrates AI jobs across a cluster of container-based trusted
execution environments (TEEs). For each job, the runtime collects:

• a hash of the container image (code and model);

• digests of input datasets and configuration;

• a platform measurement from the TEE (e.g., a measurement of the guest VM);

• wall-clock timestamps and policy identifiers.

These fields are combined into a constant-size record x = Fields(e) and signed to produce an
evidence item Ev = (x, σ), following the abstraction in Section 2.1. Evidence items are stored in an
append-only log backed by a database; auditors can later retrieve evidence for any job and verify
it against the public key of the platform.

11



In current deployments, the signature scheme is classical (e.g., ECDSA) while the rest of the
design (constant-size layout, hash-based linkage) is agnostic to the choice of signature. The audit
log may grow to 106–108 evidence records over several years, depending on workload volume.

6.2 Applying Migration Patterns

We now consider how the migration patterns from Section 5.2 apply in this setting.

Hybrid signatures for new evidence. Once a PQ signature scheme is available in the plat-
form’s cryptographic module, new jobs can produce hybrid evidence items (x, σclass, σpq) without
changing the upstream workflow. The primary engineering task is to extend the evidence generator
and verifier to handle an additional signature field. Because evidence records are already compact
(e.g., ≈ 288 bytes), adding a PQ signature of similar size roughly doubles the record size but keeps
it under 1 KB, which is acceptable for many log storage systems.

Re-signing recent legacy evidence. For recent evidence, especially those corresponding to
higher-risk workflows (e.g., clinical trial analyses), the platform can re-sign individual records using
a PQ signature key inside a TEE. For concreteness, we assume a PQ signature throughput of
roughly 5,000 signatures per second on commodity CPUs, in line with reported benchmarks for
lattice-based signatures in TLS and PKI settings [14]. Given Nrecent such records, re-signing 107

records would take on the order of 2,000 seconds (≈ 34 minutes) on a single core, or significantly
less when parallelized. These back-of-the-envelope estimates suggest that re-signing at this scale is
operationally feasible.

Merkle-root anchoring for archival logs. For older archival logs, where individual records are
rarely accessed but must remain provably intact, Merkle-root anchoring can reduce migration cost.
For example, with batch size b = 212 = 4,096, a corpus of N = 108 records yields ⌈N/b⌉ ≈ 24,415
roots. At a PQ signing throughput of 5,000 signatures per second, computing all anchors would
take under 5 seconds of CPU time; the dominant cost lies in computing the N hash values for the
leaves, which is linear in the number of records and can be parallelized. Merkle proofs of depth
log2 b = 12 hashes add modest per-record overhead.

6.3 Lessons for Regulated AI Systems

This case study highlights several lessons:

• Designing evidence records to be cryptographically modular—i.e., not hard-wiring a specific
signature scheme into their layout—greatly simplifies PQ migration.

• For realistic log volumes in regulated AI workloads, the computational cost of PQ migration is
moderate compared to typical batch processing tasks.

• Hybrid and batch anchoring strategies enable operators to prioritize which portions of the log
receive the strongest PQ protection, aligning cryptographic investment with regulatory and
business risk.

While the concrete numbers above are illustrative rather than definitive, they suggest that the
migration patterns we propose can be implemented without fundamental scalability obstacles.
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7 Related Work

Secure logging and transparency. Classical secure logging and forward-secure audit log de-
signs (e.g., [15, 3, 7, 12]) focus on protecting logs against classical adversaries, often using hash
chains and forward-secure keys. Transparency logs such as Certificate Transparency and Revo-
cation Transparency [11, 10] add public append-only structures and gossip protocols to detect
misbehavior. Our work builds on these foundations but explicitly targets quantum adversaries and
constant-size evidence structures for regulated AI settings.

Post-quantum cryptography and logging. Post-quantum cryptography has been extensively
studied and standardized, e.g., [4, 13, 6]. More recently, several works have explored quantum-
resilient logging and auditing in domain-specific settings, such as distributed logs [17], cloud multi-
media auditing [9], and telecom logs for 5G/6G [20]. Survey data on PQC support in mainstream
cryptographic libraries [1] indicates that hybrid and wrapper-based migration, as in our patterns,
aligns well with how PQ algorithms are currently being integrated into software stacks. Our work
is complementary: we focus on constant-size evidence structures and provide a unified treatment
of quantum-adversary notions and migration patterns for regulated AI audit trails.

8 Discussion and Open Problems

Our work raises several broader questions about designing quantum-safe audit trails.

Choice of PQ primitives. Different PQ signature schemes offer different trade-offs among key
size, signature size, signing and verification speed, and implementation maturity. Our analysis
treats Σ as an abstract EUF-CMA-secure primitive, but deploying such schemes in evidence systems
requires careful engineering and benchmarking. In particular, regulators may favor conservative,
hash-based schemes despite larger signatures, while performance-sensitive environments may prefer
lattice-based schemes.

Policy and retention considerations. Cryptographic migration is only one part of a broader
policy question: for how long must evidence be retained, at what integrity level, and under which
key rotation schedule? For example, a regulator may consider it acceptable to rely on classical
signatures for low-risk workflows with short retention periods, while demanding PQ protection for
long-lived, high-impact logs. Formalizing such policies and aligning them with technical migration
patterns is an interesting interdisciplinary challenge.

Beyond integrity: confidentiality and privacy. In this paper we focus on integrity, non-
repudiation, and binding. Many regulated AI settings also require protecting the confidentiality of
certain log fields and respecting privacy constraints. Extending evidence structures to include post-
quantum encryption (e.g., via KEM+AEAD constructions) and differential privacy mechanisms,
while maintaining verifiability, is a promising direction.

Stronger quantum security models. Our security model accounts for quantum access to hash
oracles and EUF-CMA adversaries against signatures. In more advanced settings, adversaries
may have coherent access to additional system APIs, or evidence structures may be embedded
in protocols that themselves involve quantum communication. Developing stronger compositional
security frameworks for such scenarios remains an open problem.
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Side channels and implementation security. We do not consider side-channel attacks or
implementation bugs that leak signing keys or allow evidence tampering. While these issues are
orthogonal to PQ migration, they are critical in practice. Combining post-quantum cryptography
with formally verified implementations and side-channel-resistant TEEs would further strengthen
audit trails.

9 Conclusion

We have studied evidence structures for regulated AI audit trails in the presence of quantum
adversaries. Building on an abstraction of constant-size evidence records, we introduced game-
based notions of Q-Audit Integrity, Q-Non-Equivocation, and Q-Binding, and analyzed a hash-
and-sign instantiation in the quantum random-oracle model using post-quantum signature schemes.
We then proposed migration patterns for deployed evidence logs—hybrid signatures, re-signing of
legacy records, and Merkle-root anchoring—and examined their trade-offs.

Our case study, based on an industrial constant-size evidence platform for regulated AI at
Codebat Technologies Inc., suggests that quantum-safe audit trails are practically achievable with
moderate computational and storage overhead. We hope that our definitions and patterns provide
a useful foundation for both researchers and practitioners designing quantum-resilient compliance
systems.

Future work includes extending our analysis to richer linkage mechanisms, integrating confi-
dentiality and privacy requirements, and collaborating with regulators to align quantum-safe audit
designs with evolving standards.
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[2] N. Alnahawi, J. Müller, J. Oupický, and A. Wiesmaier. A comprehensive survey on post-
quantum TLS. IACR Communications in Cryptology, 1(2), 2024.

[3] M. Bellare and B. S. Yee. Forward integrity for secure audit logs. In Proceedings of the 6th
Conference on USENIX Security Symposium (SSYM ’97). USENIX Association, 1997.

[4] D. J. Bernstein, J. Buchmann, and E. Dahmen, editors. Post-Quantum Cryptography. Springer,
2009.
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