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Abstract

With the rapid progress in diffusion models, image syn-
thesis has advanced to the stage of zero-shot image-to-
image generation, where high-fidelity replication of facial
identities or artistic styles can be achieved using just one
portrait or artwork, without modifying any model weights.
Although these techniques significantly enhance creative
possibilities, they also pose substantial risks related to in-
tellectual property violations, including unauthorized iden-
tity cloning and stylistic imitation. To counter such threats,
this work presents Adapter Shield, the first universal and
authentication-integrated solution aimed at defending per-
sonal images from misuse in zero-shot generation scenar-
ios. We first investigate how current zero-shot methods em-
ploy image encoders to extract embeddings from input im-
ages, which are subsequently fed into the UNet of diffu-
sion models through cross-attention layers. Inspired by this
mechanism, we construct a reversible encryption system
that maps original embeddings into distinct encrypted rep-
resentations according to different secret keys. The autho-
rized users can restore the authentic embeddings via a de-
cryption module and the correct key, enabling normal usage
for authorized generation tasks. For protection purposes,
we design a multi-target adversarial perturbation method
that actively shifts the original embeddings toward desig-
nated encrypted patterns. Consequently, protected images
are embedded with a defensive layer that ensures unautho-
rized users can only produce distorted or encrypted outputs.
Extensive evaluations demonstrate that our method sur-
passes existing state-of-the-art defenses in blocking unau-
thorized zero-shot image synthesis, while supporting flexi-
ble and secure access control for verified users.
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Figure 1. When publishing the original image without protection,
diffusion models can easily imitate the content via just one im-
age (the second column). After applying Adapter Shield (the
third column), unauthorized users cannot generate the target con-
tent (the fourth column) while authorized users can generate in-
tended images through a password-based authentication (the fifth
column).

1. Introduction

With the development of diffusion models, image genera-
tion has evolved from early text-to-image methods [14] to
the current framework that supports multimodal conditional
inputs, in which text and visual inputs jointly guide the gen-
eration process. Recently, many zero-shot image-to-image
generation approaches are proposed, which can synthesize
highly similar facial identities or artistic styles with only a
single portrait or artwork as input. Unlike fine-tuning dif-
fusion models, these approaches do not alter the pre-trained
parameters of diffusion models. Instead, they inject the key
information of reference images into diffusion models in a
plug-and-play manner, thereby offering substantial conve-
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Figure 2. (a) the threat scenario of this paper: personal images can be imitated by zero-shot image-to-image generation based on diffusion
models. (b) the proposed solution (the red box): adding a protective coating to the original images, ensuring universal and authentication-

integrated.

nience to Al-generated content (AIGC) creators. However,
despite their widespread adoption, these technologies have
also introduced security risks associated with image con-
tents. The primary concern lies in copyright infringement:
unauthorized synthesis of facial identity and artistic style
may violate individuals’ rights to their portrait and artists’
intellectual property rights. Moreover, the generation of
sensitive or harmful content using personal portraits could
lead to adverse societal consequences. For this concern, al-
though deepfake detection technology has made significant
progress, it remains reactive, addressing problems only af-
ter they occur. Therefore, to protect personal images from
unauthorized zero-shot image-to-image generation, there is
an urgent need to develop a proactive protection mechanism
that establishes AIGC usage permissions at the source of
image generation.

Compared to fine-tuning diffusion models, the zero-shot
image-to-image generation approaches treat images in a
similar way as text prompts. These approaches use an im-
age encoder to extract image embeddings and incorporate
an additional cross-attention module that decouples the em-
beddings of text and image prompts. In practical scenarios,
such methods can replicate the target facial identity or artis-
tic style using only a single image as reference. Compared

to fine-tuning-based approaches, these zero-shot methods
present a more significant risk, as unauthorized users can
achieve their goals with just one image, which is consider-
ably easier to obtain than the larger dataset required for fine-
tuning. Therefore, preventing unauthorized generation with
zero-shot image-to-image methods requires increased atten-
tion, as no universal and flexible solution has yet been de-
veloped to address this challenge. Recently, Song ez al. [19]
propose IDProtector, a data poisoning-based method tai-
lored to facial identity protection. However, IDProtector has
two significant limitations: (1) this method is irreversible,
and even trusted parties cannot recover the true identity,
thereby limiting its flexibility; (2) it focuses exclusively on
unauthorized identity forgery while overlooking the other
critical issue in real scenarios: style plagiarism of artworks.

To safeguard personal images from being forged or pla-
giarized by unauthorized zero-shot image-to-image genera-
tion methods, this paper begins by systematically analyzing
the major challenges in this scenario. There are two pri-
mary challenges which remain insufficiently addressed: (1)
Universality: The protection solution should be effective
across various zero-shot image-to-image methods and di-
verse threat scenarios such as identity forgery and artistic
style plagiarism. (2) Authentication: The image owner



holds the authority to define permitted usage scenarios.
While image post-processing operations can remove added
protection information from protected images, unauthorized
users may also exploit this technique. Therefore, the protec-
tion solution must exhibit robustness against common post-
processing techniques while permitting authorized users to
produce intended outputs securely.

To address these challenges, this paper proposes
Adapter Shield, the first universal and authentication-
integrated framework against unauthorized zero-shot
image-to-image generation. As shown in Fig. 2, the frame-
work first encrypts the original image embeddings required
by zero-shot image-to-image generation methods. Then, a
protective coating related to the encrypted embeddings are
added to the original image through the proposed multi-
targeted adversarial attack. Consequently, unauthorized
users cannot replicate the original content based on the pro-
tected image, while authorized users can recover the orig-
inal embeddings for intended generation using the correct
decryption password. The protection results are shown in
Figure 1. The main contributions of this work include:

e We propose the first universal and authentication-
integrated framework for preventing unauthorized zero-
shot image-to-image generation.

* The proposed framework provides flexible access control
through password-based authentication, allowing differ-
ent passwords to generate diverse protected images.

e The proposed framework shows superior universality
across various tasks and diverse fine-tuning methods.

2. Related Work

2.1. Zero-shot 121 Generation based on Diffusion

Fine-tuning technologies for diffusion models, which in-
volve optimizing all or part of the model parameters us-
ing a small-scale dataset, enable the generation of content
that closely resembles the images used during fine-tuning.
However, these methods still require multiple images rep-
resenting a specific character or style, such as LoRA [6],
DreamBooth [15], Textual Inversion [3], and Custom Dif-
fusion [8]. Nevertheless, acquiring such multiple images
is often challenging in practice. To address this, zero-shot
image-to-image generation methods have been developed,
requiring only a single image to produce similar content.
These methods use an image encoder to extract embeddings
from the single reference image and a cross-attention mod-
ule to integrate them into specific UNet layers. For gen-
eral generation, IP-Adapter [24] employs CLIP [13] as the
image encoder. For facial identity generation, IP-Adapter
Faceid [24] and Instant-ID [22] encode embeddings through
pretrained ArcFace [2] models. Recent methods such as
Photomakerr [10], PULID [5], and StoryMaker [27] further
integrate both CLIP and ArcFace encoders to enhance iden-

tity preservation. Compared to fine-tuning, these zero-shot
methods alleviate the necessity of acquiring multiple fine-
tuning images, thereby enhancing their practical applicabil-
ity.

2.1.1. Image Protection for Diffusion Models

The growing use of fine-tuning technologies in diffusion
models has raised increasing concerns about the unautho-
rized use of personal images. To address this risk, numerous
methods have been proposed to protect copyrighted con-
tent, such as artistic styles [17] and facial identities [21],
from being reproduced by fine-tuning. Adv-DM (mist) [11]
targets the fine-tuning of diffusion models to output a pre-
defined noisy image by adding pixel-level adversarial per-
turbations to original images. CAAT [23] demonstrates
that subtle perturbations in the attention mechanism can in-
duce strong fine-tuning misdirection. Pretender [20] pro-
poses an adversarial training framework to effectively mis-
lead downstream fine-tuning processes, demonstrating uni-
versality across various fine-tuning methods. ACE [26]
introduce a unified target to guide perturbation optimiza-
tion consistently across both the forward encoding and re-
verse generation processes, effectively addressing the off-
set problem in this field and enhancing protection stability
and transferability. Nightshade [18] implements a prompt-
specific poisoning approach to mislead text-to-image mod-
els to generate incorrect results. For anti-plagiarism of artis-
tic style, Glaze [17] proposes an optimization-based cloak-
ing algorithm to obstruct the learning and replication of
artistic style by diffusion models. For defending specific
fine-tuning methods, Anti-DreamBooth [2 1] embeds imper-
ceptible noise into training images to prevent fine-tuning
by DreamBooth. In preventing zero-shot image-to-image
generation, IDProtector [19] introduces a unified model that
adds adversarial perturbations to disrupt the image encoders
used by such methods.

3. Methodology

3.1. Threat Scenario

This section presents the real-world threat scenario faced

by sharing personal images. We define three key parties

involved: (1) Bob, (2) Alice, and (3) Eva. The specific
objectives of each party are outlined as follows:

* Bob: as shown in Figure 2, Bob is the images’ owner who
hopes to publicly share his personal portraits or paint-
ings. For the authorized party Alice, Bob permits the use
of zero-shot image-to-image generative models to create
derivative works from his images. In contrast, the unau-
thorized party Eva is prohibited from using such models
to replicate his images.

* Alice: the authorized party with rights to use Bob’s im-
ages. Given the correct password, Alice can recover the
original image embeddings, enabling normal usage.
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Figure 3. The details of the encryptor and decryptor. We omit
layer normalization operation here.

* Eva: the unauthorized adversary attempting illicit usage.
As shown in Figure 2 (b), Eva may try to remove the pro-
tection solution by applying post-processing operations
to Bob’s images. Furthermore, in a more dangerous sce-
nario, Eva obtains the decryption tool and attempts to
guess the password to recover the original embeddings.

3.2. Pipeline of Adapter Shield

Based on the above analysis, existing zero-shot image-
to-image generation methods generally employ an image
encoder to extract image embeddings, and incorporate
an additional cross-attention module to decouple the pro-
jected image embeddings from the text prompt embeddings.
Therefore, the core idea of our solution is to disrupt the orig-
inal embeddings of images, making them deviate from the
initial form. To achieve this objective, Adapter Shield con-
sists of two sequential stages: (1) embeddings encryption
and (2) protective coating generation. We define the im-
age encoder as IE, the diffusion model as DM, the pro-
posed encryptor as Enc, the password as P, the original
image as Z,;, and the image embeddings as £. The pass-
word and the embeddings to be encrypted have the same
dimension.

3.2.1. Stage-1: Embeddings Encryption

Overall Pipeline: The image encoder IE is first used to
extract original image embeddings &,,;. Subsequently, &,,.;
are encrypted into &, by encryptor Enc, with the require-
ment that the similarity between &, and &,,; be as low as
possible. This process can be formulated as:

genc = Enc(gom'a Pcrt), (1)

where &,,.; = IE(Z,;). For the authorized user Alice,
the encrypted embeddings &.,,. can be decrypted into g
using the decryptor Dec and the correct password Pe;.;.

This process achieves authentication for authorized users,
which can be formulated as:

gdec = Dec(genca Pcrt)~ (2)

Architecture of Encryptor and Decryptor: As illustrated
in Figure 3, both the encryptor Enc and decryptor Dec
are trainable models sharing the same architecture but differ
in their parameters. The proposed encryptor and decryptor
are composed of a self-attention module, a cross-attention
module, and a fully connected layer. The cross-attention
module enables the encrypted results to be dependent on
the corresponding passwords.

Optimization Objectives: The primary optimization ob-
jectives involve minimizing the similarity between en-
crypted embeddings &.,. and original embeddings &,
while simultaneously maximizing the similarity between
decrypted embeddings £4.. and the original embeddings
Eori- To achieve these objectives, we propose an encryption
loss Ly, and a decryption loss L 4. based on cosine simi-
larity CosSim inspired by facial de-identification [1, 4, 9],
which guide the joint training of the encryptor and decryp-
tor. When training, we randomly generate n+1 passwords
that includes one correct password P.,; and n wrong pass-
word Pyrg4, 1={0,1,...,n-1}. The loss functions are for-
mulated as follows:

Eenc :COSSim(EnC(goriv Pcrt)7 gori)+

Z CosSim(Enc(Eori; Purg.i), Eori),
i=0

['dec =1- COSSim(DeC(genc,crtv Pcrt)a gori)a (4)

where Eene_crt=Enc(Eypi, Pert). The range of cosine sim-
ilarity is restricted between 0 and 1 to ensure the non-
negativity. Furthermore, to prevent unauthorized users from
recovering the original embeddings using random pass-
words, we propose Ly, as follows:

n—1
E'wrg = Z COSSim(DeC(genc,(:rta ’P'wrg,i)a 5ori)~ (5)
i=0
To enhance the diversity of encryption and decryption re-
sults, we propose L4;,,. For each iterative optimization, the
batch size is b. Thus, there are a total of n+1 encrypted
embeddings and n wrong decrypted embeddings in each it-
eration. We re-number the above b x (2n+1) embeddings
as from 0 to N, where N=b x (2n+1)-1. L4;, is formulated
as follows:

N N
L . ,
Liiw =5 D CosSim(&x, &), stk #j. (6)

k=0 j=0

This loss function enforces diverse encryption and decryp-
tion results when different passwords are applied, while



ensuring that distinct original embeddings do not generate
similar encrypted or decrypted results with different pass-
words.

Finally, to prevent similarity in encryption and decryp-
tion results when the same password is applied to differ-
ent original embeddings, we introduce Lg;,_s. Specifically,
in each iteration, for each original embedding in the same
batch, two fixed passwords, Pe,,. and Py, are respectively
used for encryption and decryption. Lg4;,_s is formulated as
follows:

b—1b—1
1

Ediv,s :5 kzo ZO COSSim(gencka gencj)+
= j:

b—1b—-1

Z Z CosSim(Egeck; Edecj) 8.tk # 7,

k=0 35=0

(7
1

2

where &, and ;.. represent the encrypted embeddings
with Pp,,. and the decrypted embeddings with Py ..., respec-
tively. In conclusion, the total loss function is the sum of the
above-mentioned loss functions weighted by \;:

L= /\1 Eenc + >\2£dec + >\3£wrg +/\4Ed1lv +)\5£div,s- (8)

3.2.2. Stage-2: Protective Coating Generation

Overall Objectives: In the second stage, we generate a
protective coating on the original image Z,,; by optimizing
imperceptible perturbations J. The adversarial perturbation
budget is denoted by €. The generation process of protected
image Z,,, can be formulated as:

Ipra = Iori +90
s.t. max(CosSIm(IE;(Zpr0), Erari)) 9)
and |8] <e€,i=1{0,1,....,m — 1},

where &;,,; denotes the encrypted embedding associated
with the image encoder employed by the i*" zero-shot
image-to-image method. There are a total of m encoders.
Robust Multi-targeted Adversarial Attack: As shown in
Eq. 9, the objective of protective coating generation is to
modify the original image embeddings &,,; to the encrypted
embeddings &,,-; without significantly altering the original
image quality. This process faces two primary challenges:
(1) unauthorized adversaries may employ more than one
zero-shot image-to-image generation methods, necessitat-
ing that the protective coating exhibits universality across
various image encoders utilized in these methods; (2) unau-
thorized adversaries may attempt to erase the protective
coating through image processing operations, such as blur-
ring and noise addition. To effectively tackle these chal-
lenges, this paper proposes a robust multi-targeted adver-
sarial attack method based on Fast Gradient Sign Method
(FGSM).

To achieve universality, we design a multi-targeted ad-
versarial loss function £,,,; as follows:

m—1

Emt = Z ]_ — COSSim(gpro,iv gtar,i)v (10)

1=0

where &4 =Enc;(IE;(Z,.;),P) and Eproi=1E;(Lpro).
Then, the perturbations § are updated by the gradients V
of Zyri:

0=0—0%Vz

adv

Lot an

The range of ¢ is restricted between —e and +-¢. To enhance
robustness, we add differentiable image processing opera-
tions diff _distortion in each iteration. The above proce-
dure is repeated until the similarity surpasses the predefined
threshold ths. This algorithm is detailed in Algorithm 1.

Algorithm 1 Robust Multi-targeted Adversarial Attack

Input: Loris Stm«j, 1= {O, 1, ey m-l}
Output: 7,,,
1: 6 =0, iter =0, Ipro = Lors
2: while CosSim(&,,0., Eari) > ths do
3 Ipro =Zori +96

4 I, = diff _distortion(Z,,,)

5. for: €[0,m-1] do

6: gpro,i = IE; (Ipro)

7. end for

8 Lo =10 1 — CosSim(Epros, Erar.i)
99 d=0—0xVg,, Lmnt

10: ¢ = clip(d, min=—e, max=--e)
11: end while
12: return Outputs

4. Experiments

4.1. Experimental Settings

Dataset: We evaluate the proposed approach on two typical
tasks: facial identity protection and artwork anti-plagiarism.
For facial identity protection, we use CelebA [12] for train-
ing and 200 facial images from FFHQ [7] for testing. All
images are normalized to 112 x 112 by face alignment. For
artwork anti-plagiarism, we select 25,769 painting images
from Wikiart [16] as the training dataset and 50 painting
images unseen in the training phase for test.

Implementation Details: In experiments, we select two
distinct zero-shot image-to-image generation methods for
each task (m=2 in Eq. 9). In the case of facial iden-
tity protection, IP-Adapter FaceID [24] based on SD-1.5
and Instant-ID [22] based on SDXL are selected. These
methods use the same image encoder (ArcFace [2]) but
differ in terms of their pre-trained models. For artwork



Table 1. Comparison results of facial identity protection and artwork anti-plagiarism tasks against SOTA methods. ISM: identity similarity
between generated and original faces, AFR: abnormal face rate, ESM: embedding similarity between protected and original artworks.
“specific” refers to the consideration of only a single type of image encoder, whereas “general” considers all types of image encoders. The
best and second-best results are marked by red and blue.

Face Identity Protection

Artwork Anti-Plagiarism

Method IP-Adapter Faceid Instant-ID IP-Adapter [P-Adapter Plus
ISM] AFRT PSNR{ ISM| AFRf PSNRT ESM] PSNRT LPIPS| ESM| PSNR{ LPIPS]
No Protect 1.0 0.00 NA 1.0 0.00 NA 1.0 NA NA 1.0 NA NA
Pretender 0.8691  0.01 30.08 0.8721 0.02 30.08 0.8164 30.09 0.1307 0.7393  30.09  0.1307
Adv-DM 0.8975  0.01 29.43 09092 0.01 29.43  0.8438  28.05 0.1488  0.7538  28.05 0.1488
ACE 0.9302 0.04 27.00 09346 0.02 27.00 07920 2671 02042 0.7244 2671  0.2042
CAAT 0.9561  0.05 32.08 0.9600 0.02 32.08 0.8467  32.55 0.1260 0.7326  32.55 0.1260
ours(specific) 0.0514  0.15 30.01 -0.011 0.16 30.26  0.0161 30.62 0.1109  0.2390  29.01 0.1505
ours(general) 0.1422  0.07 32.10  0.0685  0.19 32.10 0.1175  30.81 0.0980 0.2713  30.81 0.0980
anti-plagiarism, we choose IP-Adapter [24] and IP-Adapter- . Reference  Faceid J?Sta"t'lD Reference  JP-Adapter JF-Adaptert
Plus [24], which utilize different layers of the embeddings g ‘ <l AL ¥ o
encoded by CLIP [13]. & J:
For facial identity protection, Faceid uses the buffalol- “ — - :
pretrained model of ArcFace [2] and Instant-ID uses the %'é ' &
antelopev2-pretrained model of ArcFace. The embedding 2
dimensionality of ArcFace is 1 x 512. For artwork anti- =
plagiarism, IP-Adapter uses the embedding encoded by C
CLIP, which is a 1 x 1024 tensors. IP-Adapter Plus uses §
the hidden state of CLIP [13], which is a 1280 x 768. To
save computing resources, we randomly sample b row vec-
tors from the 1280 row vectors corresponding to one image é
for one iteration. In the experiments, b is set to 32 and 8 for
the two tasks, respectively.
We train a pair of encryptor and decrypt()r for each jmage Figure 4. Visualization results of comparative experiments.

encoder. For the hyperparameter settings, we set the loss
weights A\; to 1, Ay to 5, A3 to 1, Ay to 1, and A5 to 1.
In Algorithm 1, the similarity threshold ths is set to 0.75
and 0.65 for two tasks, respectively. The budget € is set
to 11/255 and 21/255, respectively. All experiments are
conducted on two NVIDIA 4090 GPUs.

4.2. Comparative Results

We compare Adapter Shield with four state-of-the-art open
source methods: Pretender [20], Adv-DM [11], ACE [26],
and CAAT [23]. These methods are tailored to protect
images from being utilized to fine-tune diffusion models.
For facial identity protection, we employ the identity co-
sine similarity (ISM) and abnormal face rate (such as oc-
clusion and abnormal patterns in Figure 6) of generated im-
ages (AFR) as metrics. A lower ISM value combined with
a higher AFR value indicates a more effective protection
performance. For artwork anti-plagiarism, the embeddings
cosine similarity (ESM) is utilized to assess the protection
effectiveness. In addition, we exploit LPIPS [25] to evalu-
ate the visual quality of protected images. For fair compari-
son, the PSNR of protected images across these methods are
kept around 30. As shown in Table 1, our approach demon-

“Reference” denotes the image prompt provided as input to
FacelD/Instant-ID/IP-Adapter/IP-Adapter Plus. “No Protect”
represents the original images without any protection.

strates universality across various zero-shot image-to-image
generation methods and tasks, thereby safeguarding images
against unauthorized generation. In contrast, existing meth-
ods are tailored to defend fine-tuning diffusion models, ex-
hibiting limited generalization capacity to zero-shot meth-
ods. We present visualization results in Figure 4.

Table 2. Robustness evaluation under different distortions. The
results denote the cosine similarity of embeddings between orig-
inal images and distorted protected images. “Clean” represents
protected images without distortions.

Type | Faceid Ins-ID IP-Ada IP-Ada+
Clean | 0.0514 -0.0110 0.0107 0.2523
Noise | 0.1678 0.1742 0.1852 0.3864
Blur | 0.1407 0.1285 0.0553 0.2890
JPEG | 0.3682 0.3882 0.6870 0.6675
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Figure 5. Robustness results of face identity protection and art-
work anti-plagiarism.

4.3. Robustness Evaluation

This section evaluates the robustness against potential
posting-processing operations applied by unauthorized
users. We consider three categories of common image dis-
tortions that cannot impair generation quality: Gaussian
noise, Gaussian blur, and JPEG compression. The mean and
standard deviation of Gaussian noise are 0 and 0.01, respec-
tively. The kernel size and standard deviation of Gaussian
blur are 3 x 3 and 0.4. The quality factor of JPEG com-
pression is 0.9. The above settings are justified by two key
factors: (1) these operations are common image process-
ing techniques that do not require the execution of complex
programs and can be easily performed using smartphone or
user-friendly software. (2) serious distortion may compro-
mise the inherent content of images, resulting in outputs
that are blurred or contain artifacts, which is undesirable
for unauthorized users.

Table 3. Effects of encryption and decryption. Diversity is evalu-
ated by computing the cosine similarity of embeddings encrypted
or decrypted by different passwords. Lower similarity represents
better diversity.

Model Encrypt Decrypt Encrypt  Decrypt
Effect]  Effect  Diversity] Diversityl
Faceid -0.0320  0.9927  0.0203 0.0434
Ins-ID -0.0544 09725  0.0591 0.0966
IP-Ada. | -0.0244 0.9312  0.0509 0.1230
IP-Ada+ | -0.0067 09217  0.1120 0.0612

The robustness results presented in Table 2 indicate that
our protection solution is resilient enough to Gaussian noise
and Gaussian blur because we augment the pipeline of Al-

gorithm | by adding differentiable image processing oper-
ations in iterations. For JPEG compression, the robustness
of our approach is lower compared to the other two types
of distortions, which suggests that the introduced adversar-
ial perturbations are fragile to discrete cosine transform and
quantization operations. We present some visualization re-
sults in Figure 5.

4.4. Performance of Encryption and Decryption

As the first authentication-integrated framework in this
field, our approach can decrypt the encrypted embeddings
to their original form with a correct password. As de-
scribed in optimization objectives, the primary objective of
the encryptor is to maximize the similarity between the en-
crypted embeddings and the original embeddings, whereas
the decryptor aims to recover the encrypted embeddings that
are as close as possible to the original ones. We evalu-
ate the effectiveness of encryptor and decryptor through the
cosine similarity between the encrypted/decrypted embed-
dings and the original embeddings. For diversity, we de-
fine encryption and decryption diversity as the cosine sim-
ilarity between embeddings generated from the same input
following encryption and decryption processes using differ-
ent random passwords. Table 3 indicates that our approach
achieves good performance on encryption effect, decryption
effect, encryption diversity, and decryption diversity. We
present visualization results in Figure 6.

4.5. Ablation Study

As shown in Table 4, the ablation experiments are divided
into two parts. The diversity is defined as the cosine simi-
larity of two embeddings.

Part 1: Encryption and Decryption. In this part, we eval-
uate the effect of Lg4;, and L4, s. The first sub-table in
Table 4 demonstrates that £, can substantially enhance
the diversity of the encrypted and decrypted results across
various passwords. Furthermore, with the help of L4, s,
the results conditioned on the same password can also ex-
hibit substantial diversity as measured by “Diversity Same
pwd”. We also evaluate the security of our approach by
wrong decryption rate which represents the successful rate
of decrypting with random passwords. Due to the balance
requirement between diversity and encryption/decryption
performance, the introduction of L4, and Lg;, s slightly
increases the security risk of random password attack. The
maximum wrong decryption rate remains as low as 5%,
which has slight impact on the overall security of the pro-
posed method. Visualization results are shown in Figure 7.
Part 2: the Impact of £,,;. Finally, we conduct ablation
experiments for £,,,; in Algorithm 1. In the third sub-Table
of Table 4, “w/o L,,;” represents m = 1 in Eq. 9 and “with
L7 represents m = 2 in Eq. 9. The metric “Specific Sim-
ilarity” is the cosine similarity of embeddings extracted by
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Figure 6. The visualization results of encryption and decryption performance. More visualization results are presented in supplementary
materials. Text prompts: “a young woman in white T-shirt in a garden” and “best quality, high quality, a wooden house in forest”.

Table 4. Ablation study of different components. “Diversity Same pwd” represents the cosine similarity of embeddings encrypted by
the same password for different images. “Wrong Dec Rate” represents the success rate of recovering original embeddings by random
passwords. The cosine similarity threshold for successtul recovery is set to 0.8.

Facial Identity Protection Artwork Anti-Plagiarism
Sub-Table Model Encrypt Decrypt Diversity Wrong Encrypt Decrypt Diversity Wrong
Diversity]  Diversity] Same pwd] Dec Rate] Diversity] Diversity] Same pwd] Dec Rate]
w/lo Lgiv,Laiv_s 0.9849 0.9995 0.9993 0.0 0.4563 0.9927 0.9160 0.0
Part 1 w/o Laiy.s -0.0137 0.0100 0.9958 0.0 0.0253 0.0159 0.9788 0.0
with L gy, Laiv_s 0.0232 0.0468 0.0361 0.015 0.082 0.086 0.5891 0.05
Specific Unseen . Specific Unseen .
Method Sinrl)ila.rityi Similarity, ~ LoNRT - Time(s) Sinlljilarityi Similarity, ~ ToNR1 Time(s) 4
Part 2 w/o Lt 0.02 0.2946 30.14 25.13 0.1276 0.5128 29.82 220.90
with L, 0.1054 0.1054 32.10 40.03 0.1944 0.1944 30.81 480.55

the utilized image encoder which is different in the case of
“w/o L,,;”. The metric “Unseen Similarity” corresponds
to the cosine similarity of embeddings extracted by other
image encoders which is not considered in the case of “w/o
L¢”. The lower the values of these two metrics, the greater
the distinction between the protected images and their orig-
inal forms. These results demonstrate that £,,,; can enhance
the generalization capacity of protected images against var-
ious zero-shot image-to-image generation methods.

5. Conclusion

This paper introduces Adapter Shield, the first universal and
authentication-integrated framework designed to prevent
unauthorized zero-shot image-to-image generation. Exper-
iments show our method effectively defends against vari-
ous zero-shot generation techniques across tasks, proving
its broad applicability. It also allows authorized users to

recover original embeddings using password-based authen-
tication. Future work will focus on improving robustness
and visual quality.

6. Appendix
6.1. Supplementary Results

More Visualization Results of Robustness Evaluation:
We present more visualization results of robustness eval-
uation in Figure 8.

More Visualization Results of Ablation Study: We
present more visualization results of ablation study in Fig-
ure 9 and Figure 10. Due to space constraints in the main
text, Figure 9 presents a high-resolution version of Fig-
ure 7 in the main text, along with a detailed caption for
enhanced clarity and reference. In Figure 9, the results
of the same item across different images are obtained by
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Figure 7. Visualization results of ablation results. The results of
the same item across different images are obtained by the same
passwords. More detailed captions are provided in our supple-
mentary materials.

|mg2

the same passwords. For instance, “encl” across “imgl”
and “img2” are encrypted by the same passwords. “encl”
and “enc2” denote the encrypted results using two distinct
passwords. “decl” and “dec2” denote the decrypted re-
sults using two distinct and random passwords. As shown
in Figure 9 (b), the loss function L;;, enhances the di-
versity of encrypted and decrypted results using different
passwords (“encl” vs “enc2”, “decl” vs “dec2”). The
loss function Lg4;,_s improves the diversity of encrypted
and decrypted results using the same password for different
images (“encl”/“enc2”/“dec1”/*dec2” across “imgl” and
“img2”). As shown in Figure 10, the loss function £,
enhances the universality across various zero-shot image-
to-image generation methods.

More Visualization Results of Encryption and Decryp-
tion: We present more visualization results of encryption
and decryption in Figure 11 and Figure 12.

NP P (clean) P (noise) P (blur) P (JPEG)

generated reference generated reference

Figure 8. More visualization results of robustness evaluation.
“NP” represents the original images without protection.
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