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Abstract—This paper addresses the distributed Nash
Equilibrium seeking problem for aggregative games, where
legitimate players’ decisions are affected by potential ma-
licious players. To describe players’ behavior, we intro-
duce a novel heterogeneous trustworthiness probabilistic
framework by employing stochastic trust observations. To
mitigate the waste of communication and gradient com-
putation, we utilize a compressible unbalanced network
information matrix and a multi-round communication mech-
anism to develop a fast Nash equilibrium seeking algorithm
for aggregative games with unbalanced directed networks.
By integrating the multi-round communication mechanism
and a trustworthiness broadcast mechanism, we embed
our fast convergence algorithm into the heterogeneous
trustworthiness probabilistic framework, yielding a resilient
fast Nash equilibrium seeking algorithm. Theoretical anal-
ysis confirms the convergence of the algorithm. Compara-
tive simulations verify the accuracy of our fast convergence
algorithm, and validation simulations verify the resilience
of the algorithm.

Index Terms— Aggregative games, Nash equilibrium, lin-
ear convergence, resilience, stochastic trust observation.

I. INTRODUCTION

Aggregative games have recently received increasing atten-
tion due to their extensive applications, such as smart grid [1],
market economy [2], and cyber-physical systems [3]. In these
applications, players participate in a competition to reduce
their costs influenced by their own strategies as well as the
sum of all players’ strategies (aggregate strategy). However,
an individual player may only communicate with neighbors
through a communication network and be oblivious to the
aggregate strategy. This necessitates the determination of the
Nash equilibrium (NE) using the information gathered from
neighbors to describe a stable state where no legitimate player
can reduce its cost by unilaterally deviating from its strategy.

Many studies are dedicated to solving the NE seeking
problem in aggregative games with balanced and unbalanced
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networks. To address balanced networks, [4] employs a multi-
round communication mechanism to design a distributed al-
gorithm for balanced undirected networks, ensuring linear
convergence to the NE. [5] proposes a proximal-based al-
gorithm that achieves linear convergence without requiring
multiple rounds of communication. [6] applies the multi-round
communication mechanism to achieve a linear convergence
rate in time-varying and balanced directed networks. [7]
proposes a tracking-based algorithm for constrained aggrega-
tive games with balanced directed networks, also achieving
a linear convergence rate. However, many communication
networks in practice are unbalanced due to the heterogeneous
of communication capabilities of agents [8]. To address un-
balanced networks, [9] proposes NE seeking algorithms for
aggregative games by utilizing row- and column-stochastic
weight matrices. [10] presents a fully distributed algorithm
for asynchronous aggregative games with unbalanced networks
based on column-stochastic weight matrices. However, neither
of [9] and [10] can achieve linear convergence.

Apart from the network topology, malicious behaviors in-
cluding attacks and deceptions may also complicate the NE
seeking. In case of attacks, [11] designs a distributed algorithm
for NE seeking in directed networks under Denial-of-Service
attacks in continuous time, while [12] introduces an observer-
based strategy using extended state observers to filter out false-
data-injection attacks on sensor and actuator signals. In case of
deceptions, [13] shows that an informed player can leverage its
“nested information” advantage to influence the behavior of an
uninformed player. [14] considers a “deceiver” with privileged
information by injecting other players’ exploration signals into
its own action policy, lead to a “deceptive Nash equilibrium”
that favors the deceiver. [15] proposes a resilient NE-seeking
algorithm that mitigates deceptions by estimating all players’
strategies and using an observation graph alongside a commu-
nication graph. However, [13] and [15] rely on assumptions
about the game structure, which limits their applicability to
aggregative games. How to identify malicious players becomes
a key for the NE seeking problem [16].

Recently, a novel framework using physical information to
characterize trust and classify malicious players has been intro-
duced to consensus [17] and optimization [18][19] to enhance
resilience. In this framework, inter-agent trust observations
is derived from the system’s physical information to extract
neighbors’ trustworthiness. The observation is expressed as
a trust value indicating the likelihood with which an agent
can trust data received from neighbors. This framework does
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not rely on repetitive game structures or prior knowledge of
malicious environments, and is therefore suitable for seeking
the NE of aggregative games in malicious environment. How-
ever, this framework cannot be directly integrated with existing
algorithms for aggregative games. Firstly, [18] presents results
based on the homogeneity assumption, with the findings being
contingent upon the number of players. Secondly, classifying
malicious players requires a certain number of communication
rounds, but existing NE seeking algorithms with unbalanced
network [9][10] include only one communication round and
one gradient computation per iteration, which may result
in inefficient use of gradient computations. Thirdly, unlike
existing optimization [18][19] and consensus [17] protocols,
aggregative games have requirements for the initial values
of players [20][21]. However, excluding malicious players
may result in initial values of legitimate players that do
not meet the convergence conditions. In summary, directly
combining the trustworthiness probabilistic framework with
existing algorithms would result in large algorithmic errors,
computation waste and even the inability to achieve NE.

Inspired by these groundbreaking studies and the gap be-
tween the trustworthiness probabilistic framework and ag-
gregative games, this paper aims to develop a resilient fast
NE seeking algorithm for aggregative games with unbal-
anced network. The trustworthiness probabilistic framework
is extended to heterogeneity and the maximum classifica-
tion time is obtained, which is only related to the pair of
neighbors with the weakest classification ability. Then, by
using a constant/diminishing step-size and a compressible
unbalanced network information matrix, a fast NE seeking
algorithm with linear/sub-linear convergence rate is proposed,
and the convergence error at each iteration is obtained. Finally,
through the trustworthiness broadcast mechanism that solves
the problem of initial value mismatch, together with the multi-
round communication mechanism that reduces the number of
gradient computations, a resilient fast NE seeking algorithm
is proposed by combining the heterogeneous trustworthiness
probabilistic framework and the fast NE seeking algorithm.
Theoretical convergence result of the resilient fast NE seeking
algorithm is also obtained. Comparative simulations show
the accuracy and the convergence rate of the proposed fast
convergence algorithm, and confirm the convergence of the
resilient fast algorithm. The main contributions of this paper
are summarized as follows.

(1) The probability of the maximum classification time within
the trustworthiness probabilistic framework is established
under heterogeneous scenarios. Different from [17][18],
which indicate that the maximum classification time de-
pends on both the number of players and the uniform clas-
sification ability, it is revealed for heterogeneous players
that the maximum correct classification time is primarily
influenced by the pair of neighbors with the weakest
classification ability and is independent of the number of
players.

(2) A new fast NE seeking algorithm is proposed for ag-
gregative games with unbalanced network. Different from
[4]-[7] that focus on balanced networks, and [9][10] that
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do not specify a convergence rate, the proposed fast
convergence algorithm converges to the neighborhood of
NE at a rate of O(a*) with a constant step-size, and
converges to the NE rigorously at a rate of O(W)
with a diminishing step-size by employing a multi-round
communication mechanism.

(3) A resilient fast NE seeking algorithm is proposed by
integrating the fast NE seeking algorithm into the het-
erogeneous trustworthiness probabilistic framework. To
address the initial value mismatch problem, a trustworthi-
ness broadcast mechanism is designed. Additionally, the
algorithm’s convergence is theoretically analyzed using a
compressible unbalanced network information matrix.

Notation. Denote the set of real numbers as R and positive
integers as N . Denote 1y € RN as a column vector with all
elements being 1, and e; € RN as a column vector with i-th
element being 1 while the others being 0. Iy is the identity
matrix of dimension N. [x]; is the i-th element of vector x €
RN, and [A);; is the entry on i-th row and j-th column of
matrix A. The superscript T denotes the transpose of vectors
and matrices. A~! is the inverse of matrix A. diag(A) is a
diagonal matrix whose diagonal entries are the same as those
of A. || - || is the Euclidean norm while the 1-norm is | - ||1.
Pqo,[] is the Euclidean projection. The partial derivative of
f(z,y) with respect to x is denoted as ¥V, f(x,y). o(a) is a
series of monomial terms at least quadratic in . P{A} is the
possibility of the event A occurring.

[I. PRELIMINARIES AND PROBLEM
FORMULATION

A. Aggregative Games with malicious players

An aggregative game contains legitimate players £ =
{1,2,..., N}. The strategy sets of legitimate players are §2; C
RP, where p is the dimension of each player’s strategy set. De-
note ; as the strategy of player i, and = = [z 22 ... 2% ]T
as a stacked vector of legitimate players’ strategies, x €

Q=2 Hf\;l ;. The cost function of player ¢ is written as
N

fi(x;,o(x)), where o(z) = > ¢;(x;) is the aggregate of
i=1

legitimate players’ strategies and ¢; : {2; — R is only known

to player i.

Legitimate player ¢ € L attempts to identify malicious
players and to minimize its cost function

i i

Since each player independently minimizes its own cost,
the interaction among players gives rise to a non-cooperative
game. Its solution can be described as a NE defined as follows.

Definition 1 ([22]). A strategy profile x* =
Q is a Nash equilibrium for a game if for i €
Eafi(xrvx*

*) < filzi,x*;), where x; € Q; and z_; =
[m{,ng,...,x?_l,mﬂl,...,x{,]ip.

A Nash equilibrium of an aggregative game can then
be defined as z* = (zf,..,z%) where for all i €

[Z,f,;(xz‘,a(x*)) < fz(xuzjl\;l qu(x;) + ¢Z(I7)) Players



seek the NE as it naturally captures the self-interested nature
of players in the game. The following assumption is introduced
to ensure the existence of NE.

Assumption 1 ([23]). For every player i € L, its strategy
set $); is nonempty, convex, and compact. The functions
filxi,o(x)) and ¢;(x;) are continuously differentiable about
(z4,0(x)) and x;, respectively. Besides, f;(x;,o(x)) is convex
in x; on ;.

Define G;(x;,0(z)) & Vo, fi(zi,o(x)), this notation al-
lows us to conduct the pseudo-gradient mapping G(z) =

[G1(x1,0(x)T,...,Gn (2N, 0(x))T]T.

Assumption 2 ([23]). The pseudo-gradient mapping G :
Q — RNP s p-strongly monotone on ), i.e., there exists
a constant p > 0 such that (G(z) — G(z')T(z — 2') >
pllx — 2’2, V2’ € Q.

Assumption 3 ([9][23]). There exist positive constants Lo,
and Lz, such that

|G(z,0) — G(z,0")|| < Lol — o'||, Vo,0’ €R,
163 (2i) — di (@)l < Lallws — aill, Vi, 2} € Qi Vi€ N.

Assumptions 1-3 are widely used in studies of aggregative
games [4][7]. Assumption 2 claims the uniqueness of the NE
x*, which satisfies z* = Pola* — aG(z*)],Ya > 0 [24].
In aggregative games, non-cooperation arises from individ-
ual rationality. Hence, once others adopt Nash equilibrium
strategies, player ¢ must do the same to avoid a higher cost,
which encourages communication among players. Suppose the
legitimate players can communicate iteratively through a fixed
unbalanced directed communication network that has presence
of malicious players denoted as M = {N+1,N+2,..., N'}.
The network is modeled by a digraph G = {N, £}, comprising
a non-empty player set Y = £ U M and an edge set
E C {(i,9),i,5 € N} (4,i) € &€ if player i can receive
information directly from player j. The in-neighbor set of
player i is defined as NV; = {j|(j,i) € £} U{i}. The weight
matrix A’ = [a;;] € RV *N' is defined such that a;; > 0 if
(4,2) € &, a;; = 0 otherwise. A directed graph is strongly
connected if there is a path from every node to every other
node. To ensure every legitimate player participates in the
game, the following assumption is introduced.

Assumption 4 ([9]). The communication sub-digraph G
induced by legitimate players is fixed and strongly connected.

The purpose of malicious players is similar to that in [18],
which is to prevent legitimate players from seeking the NE.
Malicious players are assumed to transmit arbitrary values of
appropriate dimensions to their neighbors, without adhering
to any optimization objective. Consequently, this paper avoids
modeling malicious players’ strategies via any assumed prin-
ciple or game-theoretic rationale, even though such behaviors
could, in theory, be structured in some scenarios. Besides, £
and M are defined for analysis, and the legitimate agents
do not know which agents in the system are legitimate or
malicious at beginning.

IEEE TRANSACTIONS ON AUTOMATIC CONTROL 3

B. Trustworthiness values

Since players cannot discern whether their neighbors are
legitimate or malicious, aggregate decisions may be influenced
by malicious players. This subsection adopts the trustworthi-
ness probabilistic framework, as introduced in [17], to charac-
terize the behaviors of both legitimate and malicious players.
Within this framework, the extraction of trust observation is
defined as follows.

Definition 2. For a legitimate player i € L and its neighbors
j € N, a random variable 1;; € [0,1], is defined as the
probability that player j is a legitimate neighbor. A random
sample of the variable at time k is available to player i, and
is denoted as T;j .

Assumption 5. The following statements are valid.

1) Fori e L,j € N, there exist constant E;; £ El7i; k] — %7
such that E;; > 0,7 € £, and E;; < 0,5 € M.

2) The observed information {7;; 1}y is independent for all
k> 1andforalli e L,j € N;. Besides, for any i € L and
j € M, the observed information {7;; 1} is identically
distributed.

Assumption 5 is made based on [18, discussion], which
shows that 7;; can be obtained in practice by extracting
physical information such as wireless signal characteristics
[25]. Denote E,;, = min{E;;,i € L£,j € N;}. Assume
that 75 5, > % indicates a legitimate transmission and 755 <
% indicates a malicious transmission in a stochastic sense.
Although incorrect classification at iteration k is possible,
correct classification is certain in terms of expectation. The
objective of this paper is presented in the following problem.

Problem 1. Propose a resilient fast NE seeking algorithm for
aggregative games with unbalanced directed networks, where
each legitimate player is able to classify its neighbors as
legitimate or malicious during the NE seeking process.

[1l. FAST NE SEEKING ALGORITHM

This section propose a fast NE seeking algorithm for the
game without malicious players, inspired by [4], where the
multi-round communication mechanism is proposed to accel-
erate the NE seeking process with balanced networks. The pro-
posed algorithm adopts this communication mechanism with
a constant or diminishing step-size, as detailed in Algorithm
1.

In the multi-round communication mechanism, players
engage in communication with their neighbors Sy times,
where S} is pre-set based on the step-size. During each
communication, player ¢ sends information to its neighbors
(including its estimate of the aggregate decisions denoted by
0 k1, and its estimate of the left eigenvalue of the unbal-
anced network denoted by v; 1 1), receives o 1, vjk,; from
neighbors, and calculates their weighted average to obtain
intermediate o; 1. g, , Vi k,s,. Afterward, ¢ will obtain v; 41,
04 k+1 and x; 1 through the gradient-based update process.
In Algorithm 1, (3) and (4) are used to estimate the weight of
each player, a method widely applied in handling unbalanced
directed network [26], and (6) is to estimate the aggregate



Algorithm 1 The fast NE seeking algorithm with unbalanced
network

1: Input: ;1 € Q,v;1 = e5,051 = ¢i(4,1).

2: Output: Players’ strategies x;, Vi € L.

3: for k=1,2,..., K do

4:  for each player i € £ do

5 Communicate with all neighbors A; as Multi-round

Communication Mechanism

Ti kS Vik,Sp < MRC (041, Vi)

6: Updates variables as the Gradient-based Update Pro-
cess
Vi, k+1:Ti,k4+1504,k+1
-/
<_Update(0i,k7 Ji,k,Sk ) vi,k‘,Sk ) xi,k) 1 )
7. end for
8: end for

10: function Multi-round Communication Mechanism
MRC(O’i7k,’L}i’k)Z

11: Set i k,0 = 04 ks Vi k0 = Vi k-

12: for | =0,1,...,5, — 1 do

13:  Send o k1, vk, to out-neighbors.

14:  Receive 01, vk, from j € N;.

Ti kil = Z Qij k05 k1 2
JEN;
Vi k41 = Z @if V5, k,15 €)]
JEN;
15: end for
16: return 0i,k,Sk> Vi,k,Sk
17:
18: function Gradient-based Update Process
Update(oik, i k.5, Vik, Sy Tiks 1)
19: Player ¢ updates its variables
Vi,k+1 = Vi k,Sy» “4)
Tik+1 = Po,[zik — axGi(zik, 00 k)]s )
Gi(Tiny1)  Gilxik)
Oikt1 = O k.S, + - , (6
[vi,k41]i [vi,k]s

20: return v; k41, i k41,04 k+1

decision formed by legitimate players. The weights a;; 5, are
constructed as follows.

, eN
Ile J 7

0,j ¢ Ni

a weight matrix A € can then be obtained for the sub-
digraph G, induced by legitimate players, with the properties
presented in Lemma 1 where 6 is related to the number of
players and network topology [8].

Aij k =

RNXN

Lemma 1 ([27]). Suppose that Assumption 4 holds and the
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weight matrix A is row- stochastic. Denote Vi1 = AF Vo =
lim A¥, Vi, = diag(Vi) and Va = diag(Vs). There exist

k—oc0

constants v > 0 and 0 satisfying 0 < 0 < 1, such that

Vit = VI < p*y0",
where p = sup,, ||XA/,;1||,.
Denote V,, = [vl_yk,vlk...,vN’k]T. Define o, =
(01 ks 02k, -, onk|T as the column vector of all players’

estimate of the aggregate strategies at iteration k, o(zy) =

N
> ¢i(x;1) as the true value of aggregate strategy, and o* =
i=1
N

> ¢i(xF) as the aggregate NE strategy. Additionally, denote

K3
1=1
1, = [P1.k, D2,k -r O k| L. With these definitions, Algorithm

1 can be written in the following compact forms

Vigr = A%V (8)
g1 = Polzr — apnG(xg, ok)]; )
Opp1 = A% oy + Vi Brpr — V1 By (10

According to Assumption 5-1) and the definition of weight

matrix A, there is a vector v € RY such that vTA = o7,

150 =1, and [v]; > 0 by the Perron-Frobenius theorem.

and Vo-induced norm of matrix 1Al supwgO %
Voo
By [28], there is p(A — Vo) < [[A = Violly, < 1 and

V [Vminllzll < ”l'HVOO < VI[Vlmazllz]|, where [v];mn and

[V]mae are the minimum and maximum component of v,
respectively. Besides, define p1 = [|[A — Vio|ly_ and p2 =
N — Viol|- Furthermore, under Assumption 1, there exists
constants C' and C such that ||z} < C and ||®] < C.

Theorem 1. Suppose that Assumptions 1, 2, 3, and 4 hold.
Let Sy =S > 1 and o, = o, Yk € Ny, such that p(T,,) =
Amaz(T'a) < 1. Then the sequence {xy}ren, generated by
Algorithm 1 converges to the neighborhood of NE z* at a
linear rate, i.e.,

k1 = 2*[” < p(Ta)* [[lo1 — 2|1 + [lo1 = Vacorl?,_]
92 Fak_92k 0 Fak_ek
o, Pl =~ ) | 0lp(Ta)t 0
p(La) — (62) p(La) —(6)
1- p(Fa)k
Dyg———m—— 11
+Ds3 T (In
where
1—2ap aly
Fa = al [UQ]mén ’
2_ (p7)
V Wlmin

Di = AL3Vec|*C%'9%0% 4 8[o]aar3C2p'y Dy =
4LQCHV HCp yo + pr’”M\/ [V maz2p2C 0%y, and D3 =
2p1 M \/ mawp2pL3Ma + 2[ ]mamp2p2L2M2 %,

To prove Theorem 1, we first present the following three
lemmas.

Lemma 2. The following equation holds true

ViooOk = Voo Vi 10y, Wk € Ny (12)



The proof of Lemma 2 is similar to [9] and thus is omitted.

Lemma 3. Under Assumptions 1, 2, 3, and 4,

1) there exists a constant M such that lok+1—VooTk+1 ”\700 <
M, Vk € N,.

2) there exists a constant M such that ||G(zk,o0r)| <
M,Vk € N+.

3) |lok+1 — Voo Okt ”Voo satisfies following inequality

loks1 = Vooorll,_
<(pD) % llow = Voo O'k||2 + 207" M/ [V]mazp2pLsMay,
+ 2p1’“Mm2ngp YO8 4 2[v]man i’ LA M3
+ 8[v]maxps C?p*y (6%)". (13)
where p is defined in Lemma 1.

Proof. 1): Based on (10) and Lemma 2,

lokt1 — Vooontlly,
=A% oy + Vi Bryr — Vi 'Ok —
<[ A5k oy — Voo Vi 'l

Voo Vi @ + Vi Prgn —

Voo Vk+1¢)k+1HVm
Vol —
For the first term || A%+ oy, — VooVk_lfkaVm, by noticing
that VoV, = V4 and Lemma 2, it satisfies
1A% 0k — Ve Vi @il
=A% = Vi) — Voo,
<A = Vo) % Iy llok = Viook |y
<(p1)** ok — Vaooklly,_ -

For the second term ||V, V, '@y + V,;ll‘l)kH
Voo Vi @pg1 ), it has

(14)

Vo -

||V00Vk_1(1)k + Vk_Jrll(I)kH - Vk_lq)k -
=|(In — Vo )(Vk+1q’k+1 Vﬁli’k)”
§P2(||Vk;+1q’k+1 Vk+1¢k|| + || k+1
SP2(||Vk_+11|\L3||$k+1 — x| + HVkH -
<papLs2C + paC2p*~0".

Voo Vi1 et

= Vi el))
Vk i@l
(15)
Thus, combining (14) and (15) gives

ok = Voook1lly,,
<(p1)**low = Voooklly_ + V/[0]mazp2pLs2C

+ V[V mazp2C2p* 76",
Since S > 1, pf’“ < p1,

lok+1 = VooOktally

k—1
S10]1€H‘71 —Veooi| + v [v]mamp2pL32CZPl1
=0

(16)

k
+ V [U]mawp202p2’7 Z pllcilel'
=1

It is easy to see that |01 — Vaoor41|ly by a constant M.

Ve Vi i @l

IEEE TRANSACTIONS ON AUTOMATIC CONTROL 5

2): Since o(z) = SN, di(ak),aF € Q; and Q; is a
compact set, o(xy) is bounded. Then based on the continuity

of G, G(zk,o(xk)) is bounded and it holds that
1G (@, o)l
<NG(xg, o%) = Gk, Vooor) | + |G 2k, Vaoor)|

<Lsllox — Vaeorl| + [|G(2k, Veoor) | (17)

so, from Lemma 2, ||Vyoyl| HVOO||HV,;1||||<I>;C|| holds,

and ||Vook| is bounded. Then, G(zk,Voook) is bounded.

Combining Lemma 3-1) with (17) gives the conclusion 2).
3): Because ||G(zk, 0%)| < M, from (15),

||V Vﬁlq’k + Vk+1q>k+1 Vkilq’k — Voo Vk+1q)k+1”
<P2(||Vk+1||L3O‘kM+ 1V k+1 _1HH¢’kH)
Thus

k1 = Vooor1lly,
<(p1)* ok = Vool g, + V/[Vlmazp2pLsMay,

+ V[V max202C p*76".

Then,

okt —

(P1)Sk|\0k - VoonH2 + 207" low — Viooklly,_

. \/MPsz:sMak + V[V maz 2020 p*70%)

+2 mpgpLgMOék 242 \/m2p26~'p279}“)2

<(p})**|lok — Vio UkH2 + 207" M/ [0]macp2pLs Moy,

+ 29 k'M\/W?pop V0% + 2] maap3p* L3M 0}

+ 8[vlmazp3C2 0"y (6)". (18)
O

Lemma 4. Under Assumptions 1, 2, 3, and 4, the sequences
{llzr — 2*||*}ven, generated by Algorithm 1 satisfies:

[T
<(1 = 2app) ||y — z*|* + 4ai M?

1
+ QOékL2TH$k — x*||||ak — VOOO./CHVOO
+ 40, Ly O|| Vo || C p* 76" (19)
Proof. From the update rule (9),
a1 — |2
<lwr — 2*|* + aj |G (ak, ok) — G(z*,0)|?

— 2ay () — x*)T(G(xk,ak) — G(zp, Iyo(xg)))
— 20 (xx — )T (Glak, Ino(a)) — G(a™, 0(z%)))
<(1 — 200m) s — 2 + 02| Glae, ) — Gl 0"
—2ap (g — @ )T(G(xk,ak) — G(ag, Ino(zr))). (20)

The second inequality is derived by Assumption 2.
It is easy to see that |G(xk, or) — G(z*,0%)||? < 4M?2. By
noticing Vo V2! = 151% and Lemma 2

— 2ay(xg — -’E*)T(G(mk; or) — G(wg, 0(x1)))



<20|zx — "G (2, ok) — Glak, Lo (k)
<2ai|lxy — 2" || La(llor — Voeorll + [Voook — 1no(zk)l])
Lal|zx — 27| La(llok — Viaook |l + [[Viao [Cp*78")
<oy La||zk — 2¥||||ok — Veook || + 404, C Lo ||Viao | C p 46",
(21)
Taking (21) into (20), gives
g1 — 22
<(1 = 2app)||zy — z*|* + 4ai M?
+ 2aLa||lzg — 2¥||||lok — Voookll
+ 4o, LyC || Vo | C p2 40"
<(1 = 2app)||zy — z*|* + 4ai M?

1
\Y4 [v]mln

+ 40y, Lo C ||V || C p 6"

+ 2a, Lo ka - 1'*””0']@ - VOOUICHVW

(22)

Now it is ready to prove Theorem 1.

Proof. Based on Lemmas 2 and 3, it has

k1 = 22 + lowr1 = Veoomsallf,_
<(1 = 20.p)||7g — 2*||* + 4ai M?

()8l — Voo,

1

+ 20 Ly ———

+ 4LyC||Vao || C 270

+ 2[)1 M \/ maacp2pL3M05k

+ 2p1 M V ma12p2cp ’Yek

+ 2[V]mazp3p” LM i + 8[v Imazp3C2p*y

lze — 2*[l|ox — Vo ok lly,

(6%,
o [
<l st o=l ] |2
+ (02)k(8[ }maxPQCQ )
+9k(4LgCHV ||C'p Yo, +2pr\/[v]maz2ngp2fy)

+ 2p1 M \/ mazp?pL?)Mak
+ (2[v }marP292L§M2 + 4M2) i

where
1-— 2aku apLo———
Loy = ap Lo (P\Q/)[g]m @9
m !
Since Ty, is symmetric matrix, p(Ts,) = [[Ta,ll2 < 1.
Hence,
lzrser — 2% + [|orgs — Voo0k+1||%>oo

<p(Ca) [z — 2| + o, = Vooor[1}_]
+ (92)k(8[ }mar/’202 )
+ 08 (AL C|[Vao | Cp*yaur + 207 M/ [V]maa2p2C p*)
+ 207 M/ [0l mazp2pLs Moy

+ (2[V]mazpap> LAM? + 4M?) o (24)
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[=))

Denote D = 8[v ]maprC'Qp D,

4L20HV |Cp2yay + 2p5  My/[v mazQ,DQOp v, and D3 =

2pr \/ mawp2pL3Mak:+( [ ]mawp2p2L2M2+4M2) 2
Since o, = «,

[

Sk =P + o1 — Voo |3,
<p(Ta )k[HﬂCl —a|* + ot — Vi 01||%> ]
+Dlzp kl92 +D22p klal
=1
N S
=1
<p(Ta)*[la1 = 2*[* + oy = Vioor|[3, ]
02 Fa k _ 02 k k
o o I (0] AT — 0]
p(ra) - (9 ) p(Fa) - (9)
1—p(La)*
0 1—p(Ta)

O

Theorem 1 shows that the outputs of the algorithm are
within the neighborhood of the NE. The time complexity for a
player per iteration is O(SN? + p), derived from S rounds of
communication each requiring O(N?) operations to compute
weighted averages of NN-dimensional vectors from up to N
neighbors, plus O(p) operations for the local gradient update.

From Theorem 1, S will affect both the convergence
error and rate. Denote 1 — e = 1 — 2apu, €6 =
axLsy \/ﬁ, and A = (p?)% in (23), the spectral ra-
dius p(I') can be derived as p(I') = L[(1 — e + A) +
V0—e+A2 —4A(l—e)+4e2] = (1 -—e+ A) +
VI—e= AP+t = H[0-a+4)+0-a-
A1+ %]. Since V1 + 22 < (14 3a2?), there is

Vit (1—32634)2 S 1+ e 2 ayz- Thus, p(T') = 3[(1—e2 +
A)+(1f€2,A)(1+(12¢A)2) 1762+7,wh1ch
means
(Ta) < 1—2au+ L (25)
pPla) > H 1 — oLz _( %)S’

[”]min

1) From (1), lim [lzgn — 2*|° < Dsg—jry =
QPfA]\/MP%)LSMOH‘(Q[“]mang/’2L§M2+4M2)a2

1—p(la)
with sufficiently small «. This
means that with a larger communication round per
iteration .S, the theoretical upper bound becomes smaller.
2) Denote the total number of communication instances as n
(assuming n = kS, where k is the total number of itera-
tions.). From (11), the convergence rate with respect to n
can be expressed as p(T' )"/, which is influenced by the
game’s parameters, the network topology, and the step-
size . From (25) the upper bound of p(T)** can be
approximated as [a + — ]1/5 where a = 1 —2au,b =

<

S M [v]mmﬂzPLsM




272 1 Lo o,
oLy [Wlmin’ € m,d = (p7). Therefore,

the convergence rate can either increase monotonically
with S, or first decreasing and then increasing with S,
indicating a trade-off between convergence rate and S.

=1-«a

Remark 1. 1) [4][6][7] establish results on balanced net-
works, and [4][6] also require global information to
determine the minimum communication rounds of per
iteration. In contrast, Algorithm 1 establishes on unbal-
anced directed network and achieves fully distributed by
allowing for arbitrary communication rounds, i.e., S > 1.

2) [9][10] establish results on unbalanced networks with
a diminishing step-size, but neither provides a clear
convergence rate. In contrast, Algorithm I uses a constant
step-size and incorporates a compressible unbalanced
network information matrix T, thereby achieves linear
convergence.

Algorithm 1 converges only to the neighborhood of the
NE when using constant step-size. However, by choosing
appropriate step-size and communication rounds, it can also
achieve rigorous convergence with sub-linear convergence rate
as shown in the following corollary.

Corollary 1. Suppose that Assumptions 1, 2, 3, and 4 hold.
Let step-size oy, = ﬁﬁk e N, % <r <1 Let S >
211?1 %pl. Then, the sequence {x}}ren, generated by Algorithm
1 converges to the NE z* at a rate of O(W)

Proof. By using (18),

lokr1 = Vooors |3,

SQ(p%)Sk llox — Vooak”%/x + 2[2( \% [U]maxp2pL3Mak)2
+2(v/ [v]max2p2C~’p2'79k)2].
Besides, by using Lemma 4,

k1 = 21 + lowrr —

<(1 = 20pp) |2 — 2*|?

+2(p7)loy, — Voook|[3,_

1
+ 20%[127

[U]min
+ 4Ly C||Vao || C p2 70 o, + 4M 302
+ 40l mawpip? LM, + 16[v Jmazp3C%pty

2k — 2" llox — Vooonlly._

2(0%)"
;33*” ) ]

2(92)k

||$k
ok —

~llow =]l = Vaorly ], |

+ 4Ly C||Vao || Cp2 0 v, + 4M 33

+ 40l mawp3p? LM}, + 16[”]mampgc~ap4’)’
<p(To ) [llex — 2| + o — Vocor 3]

+(92)k(1 6[v ]maxPQCz )

+ 0 (4L2C|[Vao || C p*yrr)

+ 0 (4[] maz P3P’ LEM? + 4M?),
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where
1—2aip apLo L
F/ak — L 2 \2/ [g]kmm
Qg 27%[ T (r1)

Denote di = 16[0],maep3C%p*2, dy = 4L:C||Vao||Cp?van,
and d3 = 4[v]marp3p? L3M? + 4AM?2.

By explicit computation of p(I';,, ) and Taylor expansion at
ar =0, p(I',, ) <1—2uag + o(ax) holds. Based on (24), it
can be derived that

lwga — 2%
k

<[TT( = 2par + o(a)] [llz1 — =" |1 + [lo1 — Vacor [|?]

=1

+dy Z H (1 — 200, + o(aun))] (6%)!
: m kl+1

+ do Z [ H (1 —2ua, + o(am))]ﬁl
l;l m:kl—‘rl

+ds Z [ H (1 —2uae, + o(am))]a?. (26)
=1 m=l+1

Because of % < r < 1, there is a constant K such that
2pai(k + 1) + o(ag)(k + ) > 1 when k > Kj . Thus,
1 —2pag +olag) <1-— k—_H when k& > K. For simplicity
assume Ky = 1. Thus, (26) can be written as

1 — 2|2
k

1 * (12 2
ST = ) (e = oy = Vo)
k k 1
+d12[ H (1_m)](92)l
=1 m= l+1
1
d — Y16
i 2; mllkl m+1)]
k k 1 )
d 1-—
e LI 0 m e
Since Hm a1 (1= ﬁ) = ,%_11 the following equations
hold.
k
1 1
®11;[1( il T Rr T
k k k
1 2\l __ I+1 271
o2 [l -1 _Zk+1(9)
=1 m=Il+1 =1
1 9> 1 02(1— (62)%)  (2)F+!
Ck+11-62 k+1 (1792)2 1_02°
k k
I+1
@y [ II a- 6!
=1 m=i+1 m+1 — k‘—l—l
1 0 1 6(1—0k) gkt!
Tkt11-0  k+1(1-02 1-0



k k k
1 I+1 1
@ =
SO o s ~ X st e e
< 1 s 1 /k ! dx
Tkl z+12r T5551 ) wre T
U S L
TR+l 2-2 /T 22l (kD)1 E+1)
Thus,
241 — 2%
1
<(llz1 = 2*|* + [lor = Voo >k+1
vl 62 1 °(1— (60 (@)
Mhrt1—02 T k+1 (1-062)2 1—6°
1 0 1 0(1—0F) g+t
+d2[ ( )_
E+11—-60 k+1(1-6)2 1-—46
1 1 1
d _ _ 27
* 32—27"[(k:+1)27‘—1 Pl @D
As 1 <r<1,0<2r—1<1. Hence, Hf (1= k+l)_>0’

Zl 1 [Hm (1= m+1)]( 2t =0, Zl 1 [Hm 11 (1 —

k
m+1)]9l — 0, and Zl Tz (1= mlﬂ)] (k;+1)27‘ — 0.
So ||zge1 — x*[|> — 0 at a speed of O(W) O

Remark 2. Different from [9] where convergence to the NE is
analyzed via series convergence, Corollary 1 not only confirms
rigorous convergence but also quantifies the convergence error
at iteration k. This is achieved by constructing a compressible
unbalanced network information matrix I, , and applying the
Taylor expansion to the norm of this compressive matrix.

The two explicit squared errors (11) and (27) in Theorem
1 and Corollary 1 are pivotal for establishing the convergence
of the resilient fast NE seeking algorithm for the game with
malicious players in the following section.

IV. RESILIENT NE SEEKING ALGORITHM

This section extend the fast NE seeking algorithm to
resilient by incorporating the trustworthiness probabilistic
framework. Specifically, this section introduces the classifi-
cation and isolation procedure, the trustworthiness broadcast
mechanism, and the resilient fast NE seeking algorithm, to-
gether with their theoretical analysis and convergence results.

A. The classification and isolation of players

This subsection presents how correct classification is
achieved within the heterogeneous trustworthiness probabilis-
tic framework.

In [17][18], player ¢ performs one extraction of 7;; and one
gradient calculation in each iteration. To reduce the number
of gradient calculations and inspired by the design of delay
updating setting in [18] and the multi-round communication
mechanism in [29], consider that a player performs S, extrac-
tions per iteration as trust values, and denote these extractions
as Tij k1,0 = 0,1,..., Sk — 1. The trustworthiness (3;; . is the
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sum over a history of the trust observations 7;; 1 ;, i.e.

k Sm—1

D > (i =

m=1 [=0

Bijk+1 = (28)
Bijr > 0 implies that ¢ classifies j as a legitimate neighbor,
conversely, ¢ classifies j as a malicious neighbor. Define trust
in-neighbors N, = {j € N; : Bijr > 0}. If ¢ classifies
7 as a malicious player, ¢ will still accept information from
7 (as this classification may be incorrect), but will not use
7’s information by adjusting the weights based on the revised
form of (7) as following,

1
w7 € Nik
aijr =4 NG, :
Oaj ¢ M,k

Similar to [17, Lemma 2], the following lemma can be
obtained.

(29)

Lemma 5. Under Assumption 5, the following statements
hold.

1) The probability that player i € L classifies a legitimate
neighbor j € N; N L as a malicious one at iteration k + 1
satisfies

P{Bijrs1 < 0,0 € L,j €N; N LY < e 2B Zines Sm

2) The probability that player i € L classifies a malicious
neighbor j € N; N M as a legitimate one at iteration
k + 1 satisfies

P{Bijss1 > 0, € L, € Ny N M} < e 255 Zns S

Define T;; as follows: for i € L,j € N; N L, T;; satisfies
ﬂij’Tijfl < 0 and Bij,k > 0,Vk > Tij; and for 7 € E,j S
M nM, Tij satisfies ﬁij’Tijfl > 0 and Bij,k < 0,Vk >
T;;. Denote the order statistic of correct classification time as
(T, 7@, T NDY, denote Ty = T WD, the
following theorem verifies the existence of Ty and investigates
the probability of the correct classification time.

Theorem 2. Under Assumption 5, the random finite time Ty
always exists, regardless of the design of {Sk}le. Further-
more, the probability of Ty satisfies

P{T} = k} < e~ 2Emin Lmzh S

Proof. 1): The first conclusion can be derived by applying
the approaches in [18] from a player-player perspective. For
i€ L,je NnNL, there is Yo 1P{Bwk+1 < 0} <
Sheie 2B} ey S < e “2E5k < o0, Based on
Borel-Cantelli lemma, the event {Bijres1 < 0,i € L,j €
N; N L} occurs only finitely often almost surely. Similarly,
{Bijk+1 > 0,i € L,5 € N; N M} occurs only finitely
often almost surely, too. Thus, a random finite time T}; exists
regardless of the design of Sj. Then, the random finite time
Ty — (T V) always exists.

2) As to the probability of Ty, suppose i € £,j € N; N L.
If T;; = k, then iteration k is the first time at which edge (¢, j)
is permanently classified correctly, whereas at iteration k—1 it
is still incorrect. For one legitimate—legitimate edge, “correct



classification” means (3;;, > 0, while “not yet correct” at
k —1 means B;; x—1 < 0. This yields {T;; = k,i € L,j €
NiNLy C{Bijr—1 <0,i€ L,jeN;NL}, which means
P{T;; = k,ie L,j e NiNL} <P{Bijr-1<0,i€L,je
NiO L} < 2B S50 S

Similarly, if ¢ € £, ] € M NAM, then, {T;; =k,i€ L,j €
N; N M} C{Bijr—1 > 0,i € L,j € N;N M}, which means
P{T;; =k, ZEC]ENQM}<P{{ﬁ”k 1>0,1€eLl,je
NiOM}} < e 2B 20 Sm

By the definition of T7%, the event {1y = k} occurs if and
only if there exists at least one edge (o, jo) such that T} ;, =
k and, for all other edges, T;; < k. Since the classification
processes for different edges are independent, combining the
above inequalities gives

P{T} = k} =P{TO® < k, .., TEL D = k)

H P{TU < k}] IP>{T;0jo = k}
ij7#i0jo
<o~ 287 5 S S

< 72E2 Zk 1 S

min m=1

O

Remark 3. The results in [17] and [18] depend on the number
of players and the uniform classification capability to treat
all legitimate players as a single entity with identical trust
dynamics. This treatment allows the overall classification error
to be bounded by summing over all edges and enables the
decoupling of the maximum classification time analysis into
two independent error events. However, the heterogeneous
identification capabilities prevent us from continuing to handle
the problem in this manner. Inspired by their proof method-
ology, the maximum correct classification time Ty is obtained
by focusing on a pair of players and constructing the order
statistic to analyze the probability of Ty. As a result, the
obtained theorem addresses the issue of heterogeneity. Besides,
it ensures that the probability of T is solely dependent on the
pair of players with the weakest classification ability, denoted
as Eij = Enn, and is independent of the total number of
players.

Remark 4. Different from [17][18] which extract trust ob-
servations only once per iteration, each player allows for
the extraction of trust observations up to Sy times at each
iteration. According to Theorem 2, the expected time to cor-
rectly classify all players is derlved as > ook — 1)P{Ty =
kY < 2,k — 1)e 2Emin ShtiSm. As a special case
that extracts only one trust observation in each iteration,
e, S, = 1L,k =1,2,...,K, its expectation is > opoo(k —
DP{T; = k;} < zk 2(k— e 2Fmin =1 " Clearly, (k —
1)e2Enin Znti S < (k — 1)e=2Emin®=1) holds. This in-
dicates that allowing Sy, extractions per iteration effectively
reduces the upper bound of the expected time for correct
classification, which in turn leads to a decrease in the times
of gradient computations.
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B. The trustworthiness broadcast mechanism

Once the malicious players are classified within a random
finite time T, they can be isolated by setting a;; = 0,7 €
L,j € N; N M, and the aggregative game becomes a game
where only legitimate players participate. Note that the ag-
gregative game after isolating the malicious players is different
from those without the presence of malicious players from the
beginning. This is because the initialization at the beginning
includes the malicious ones and isolating them cannot ensure
a legal initialization of the game from then onwards. More
specifically, since v; 1, = e;, 041, = ¢¢(33¢,Tf) is not satisfied,
T cannot be taken as the initial time of Algorithm 1.

To address this, the trustworthiness broadcast mechanism
is designed as follows to ensure that once malicious players
are isolated, each legitimate player not only knows the other
legitimate players but also resets its variables to the initial
inputs required by Algorithm 1.

If N k-1 # Nig, set v, = N', otherwise, ¢; ;, does not
change.

Ai k(i) = k, (30)
Ai k11 = mazjen;, , Aj ks 3D
Lik = MATFeN; . Lj k- (32)
listi g = {jlAir1(0) — Aigs1(j) < N =1}, (33)
i = find(list; ), == 1). (34)
Lik+1 = tik — 1, and resel Vg, 05k, if ik #O.

(35)

The core of the broadcast mechanism is that any player
in the network can send information to another player with at
most N’ —1 information transmissions. The following provides
an intuitive explanation of how players can become aware of
the presence of malicious players, and how they can obtain a
list of legitimate players.

1) After a change in player i’s classification of neighbors, it
takes at most N’ — 1 iterations for all players to be informed.
Li,} Serves as a counter, indicating the maximum number of
additional iterations needed for player ¢’s information to reach
the entire network. When the counter has not reached 0, player
1 resets v; x, 0; & to initial values and decrements the counter
by 1. Taking Fig. 1 as an example, consider a scenario where
player 1 updates its classification at iteration k to classify
player 4 as malicious. Player 1 sets the counter ¢1 ; = 5, and
sends it to player 2, resulting in ¢, = 5 by (32). Subsequently,
we have t1 p+1 = to k+1 = 4 by (35). Similarly, after three
rounds, all legitimate players have synchronized their counters
L1,k+3 = L2.k+3 = L3,k+3 = L5k+3 = 2, indicating that they
are aware of the presence of malicious players.

2) After Ty, when malicious players are isolated, player
i requires only an N’-dimensional vector A; j, where each
element A; ;,(j) marks the latest iteration count of player j.
According to (31), the message that "player j has not yet been
isolated at iteration k, i.e., A;;(j) = k” will be known to 4
by no later than iteration k + N’ — 1. Since malicious players
are isolated before T, their highest mark is 7. Thus, if
another player’s iteration count differs from player i’s by more
than N’ — 1 after iteration Ty + N’, that player is considered



Fig. 1. The directed communication network with legitimate players
1,2, 3, 5 and a malicious player 4.

malicious. Then, we can obtain a list of legitimate players
list; 1, and determine player i’s number 7" among them. For
example, at Ty + 5, if player 5°s vector As 1,45 still shows
player 4’s iteration count As 7, ,5(4) = Ty , then player 5
can infer that player 4 is malicious. Otherwise, player 5 would
have received an iteration count from its neighbors indicating
that player 4 participated in the game at least by T + 1.
At this point, player 5 can obtain a list of legitimate players
lists r,+5 = {1,2,3,5}, and its number among legitimate
players is 4.

In the following it will prove that after time T, 1) the
counter ¢; ;, of legitimate players will simultaneously become
0 at Ty + N'; 2) each legitimate player will obtain a list of
all legitimate players, i.e. list;, = L,Vi € L,k > Ty + N'.

1) Assuming that at iteration Ty, players 8,43, ..., i(°
change their classification, denote them as a set Cy =
{id, i, ...,i¢° }. Due to the definition of 7', there is no more
change in the classification of legitimate players after T'. The
following analysis is divided into three stages: initiation 7'y +1,
propagation during 75 + 2 to T + N’ — 1, and termination at
Tf + N'.

®Since Niy 1,1 # Nig,1s» tig7; = N',Vig € Co. For
i1 that satisfies Jig € Co,io € Nj, 1, there is v, 1,
ma’XjENil.Tf Ui, Ty = lig, Ty = N’ by (32). Denote Ci =
{i1|Fio € Co,io € Ni1,}. It is obvious that Cy C Cy.
After that, for ¢ € Cy, because Li, Ty 2 0, there is LiTp+1 =
tir, —1=N'"—1by (35).

(@Following similar steps, at T+, t; 1,4 = N'—7,Vi €
Cr, and t;1;4r < N' — 1 Vi ¢ C,. Then, for i, that
satisfies 3i, € Cp,ip € Ni ., 1y4r there is v, 74 =
MAXGEN, | | ry4r L Tytr = N’ —r by (32). Denote C,y1 =
{ip41|3i, € Cryip € Ni ., 1,40} After that, for i € Cppy,
because of ¢; 7, # 0, there is t; 7,441 = N —r —1 by
(35).

@At Ty + N’ — 1, for iys that satisfies Jin'—1 €
Cni—1yini—1 € Niy, 1p4n—1, there is v, rpyni—1 = 1
by (32). Denote Cn: = {iN/|3iN/_1 € Cn/i_1,iN—1 E
M;V,Tf+N’—1}- After that, for i € Cxv, because ¢; 1, N/ —1 7#
0, there is Ui, Ty+N' = 0 by (35).

Due to Assumption 5-1), there is £ C Cp. This indicates
that the counters of all legitimate players have simultaneously
become 0 at T + N'.

Take Fig. 1 as an example, player 1 updates its classification
at iteration k to classify player 4 as malicious, then player 1 is
in Cy. The updates of the counters are listed in Table I (N' =
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5). Record ¢; in a column for iteration £, i.e., L2, Tp4+1 =
N’ —1.

TABLE |
THE COUNTER Lik OF ALL PLAYERS AFTER Tf

Cr | players | k=T¢ | Ty +1 [ Tp+2 [ Tr+3 | Tr+4

Co 1 N’ N -1 N-2[N-3]| N -4

C1 1;2 N -1 N-2[ N-3| N -4

Co 1,2:3 N -2 | N-3| N -4

C3 | 1,2,3;5 N -3| N -4

2) From (30) and (31), there is A, (j) < Tf,Vi € L,j €
Mk > Ty, and A; 1 (j) > k- N'.Vi € L,j € L,k >
Ty + N'. If not, there would exist i € L,j0 € M, kg >
Ty, such that A;, x,(jo) > Ty. By (31), there would exist
i1 € Nigko—1, such that A;, x,—1(jo) > Ty. Through a
similar derivation, it can be deduced that there would exist
ikofo S 'N‘iko*Tf*hTf’ such that Aikofo Ty (]0) > T'y. From
(30), it follows that jo is ix,—7,, then, jo € '/\/—ilco—Tf—lva
and g, %1, ...,ikO_Tf_l are legitimate players. However, this
contradicts the definition of 7. Similarly, A; x(j) > k —
N YieL,je L k>Tr+ N

To explain list; , = L,k > Ty + N', suppose there exists
Jjo € M, ip € L such that jy € list;, 1, there is A; p+1(%0) —
Ao k+1(Jo) < N’ —1. Consequently, A;, x+1(jo) > k—N'+
1>Tf+ N' — N'+1=T; + 1. However, it contradicts the
previously conclusion A; x(j) < Ty, Vi € L,j € M,k > Ty.
Similarly, it is also impossible for there to exist jo € L,i9 € L
such that jo ¢ list;, k.

After Ty + N’, players can seek the NE using Algorithm 1.
Since every legitimate player knows the list of all legitimate
players, it can determine its number among the legitimate
players using (34). Then, the weight matrix of all players A’
after Ty + N’ can be written as

A= [g OﬁglMl] k> T+ N,

where the weights between legitimate players (the weight that
player 7 assigns to player j by (29)) are written in the first [V
rows and the first N columns. A € RIEIXI£l B ¢ RIMIXIL]
and C € RMIXIMI We write v; ;. as [v5,, Usz] where vfk €
R*I£l and vLMk € RYIMI_ Thus, (3) can be written as

c M c M
VT k1410 Y1,k 041 VT k1 V1K,
L M C M

UN k,1+1° VN k,i1+1 — A UN k10 UN k1

)

UN+1,k,1+10 UN+1,k,0+1 UN+1,k, 0 UN+1,k,0

c M c M
UN’ k0415 UN7 k141 UN' 1,10 UN7 kel

k> Tr + N/,
which means
c c
U k41 VT ke
=A ,szf+N’ (36)
c c
UN,k,1+1 UN k.1

and v%,l =0,Vi € {1,2,..., N} (notice that v; 7, v = €;r).



Similarly, (2) can be written as

c
01 k1
=A

c
ON, kI

Ufk,lﬂ
,kZTf+N’. (37)
c

ON,k,i+1

Note that vfk,l, afk.yl correspond to v; 1, 0 k in (3)(2), re-
spectively. Therefore, after Ty + V', the iterations of legitimate
players are precisely described by (8)(9)(10) with initial inputs
Vi Ty+N' = €i5 03 Ty Nt = Gi(Ti Ty 1 N7)-

C. Convergence Analysis

This subsection analysis the convergence of the resilient
fast NE seeking algorithm, which integrates the heteroge-
neous trustworthiness probabilistic framework with the fast
NE seeking algorithm 1 through the trustworthiness broadcast
mechanism, as presented in Algorithm 2.

Algorithm 2 The resilient fast NE seeking algorithm

Input: ;7 € Q;,v;1 = ey,01 = di(wi1), Bijr = 0,V) €

Nis Nio =Ni, 131 =0, A =Onryy-

Output: Players’ strategies z;,Vi € N.

for k=1,2,..., K do

for each player i € N do

Determine the trusted in-neighbors N, = {j € N;
Bij, > 0} and neighbors’ weights as (29).
Perform the trustworthiness broadcast mechanism If
Nij—1 # Nig, set 1, = N, otherwise, ¢; , does not
change. (30)-(34).
Perform the Multi-Round Communication Mechanism
Communicate with all neighbors N; as Multi-round Com-
munication Mechanism

Ji,k,sk ’ Ui,k,Sk < MRC(Ui,ka U’L,k)?

Updates trustworthiness by extracting 7;; x;

1
Bijk+1 = Bijk + E (Tij g — 5)-
=0

if ¢; ;, = O then
Player ¢ updates its variables
Vi k+1 = Vi k,S»
Tj g1 = Po,lri e — anGi(Ti ks 04.1)],
i (@i k1) di(xik)

[U’i,k+1]i/ - [’Ui}k]i/’

Oik+1 = 04 k.S,

return v; g11,%; k41,05, k+1
else
Resets its variables as

Vik+1 = €j/5T4 k+1 = 4,15 04,k+1 = 04,1,
Lik+1 = Lk — 1.
end if

end for
end for

Player 1 first sends and receives information with neighbors,
including the trustworthiness broadcast mechanism (30)-(34)
and multi-round communication mechanism (2)(3). 7, are
extracted at the same time and ;) is then updated; if the
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counter ¢; j is 0, the v; k41,24 k41, 04 k+1 are updated by (4)-
(6), otherwise, the variables are reset to their initial values.
Note that, the index of player ¢ within the set of legitimate
players is denoted as ¢’. Owing to this initialization and
weight estimation (4), the estimated weight correspond to
the legitimate player 7 is i'-th element of v; ;. When only
legitimate players are involved, i = i. However, this equality
does not hold in the earlier stages of the overall algorithm,
where the legitimate set may still include misclassified players
or exclude some legitimate ones. Therefore, we explicitly
distinguish ¢’ from ¢ in our notation.

We will now proceed to study the convergence of Algorithm
2.

Theorem 3. Suppose that Assumptions 1, 2, 3, 4, and 5 hold.
1) Let step-size oy, = a,Vk € Ny such that p(Tn) =
Amaz(Ta) < 1, then the sequence {xp}ren, gener-
ated by Algorithm 2 satisfies len;OIE||xk — ]2 <
D3€2E12n'in,

(1—p(Ta)) (1—e 2Emin)’
2) Let step-size ay, = ﬁ,Vk € N, where % <r<L

Let S}, > QIIHT%JI. Then, the sequence {}}ren, generated
by Algorithm 2 satisfies lim E|xz), — z*[|?> = 0.

k—o00
Proof. Denote ||a:£ —12*||? as the squared error of Algorithm 1
after correctly classifying all neighbors. Assume that malicious
players exists, therefore Ty > 2. It is obvious that

oo

P{T;+N'>k}= Y P{Ty=1-N'}

I=k+1
o
2
< E e 2Enin
I=k+1

2
672E

min
m <

(k=N")
s
2 I
main

1 —e2E

and by using the law of total expectation, it has

Ellzy —2*|?
k
< Y P{Ty =1— NYE{|laf_, — 2" |*|Ty =1 - N}
I=N’+2

+P{T; > k— N'}C. (38)

1): For step-size a, = a,Vk € Ni with p(T,) =
Amaz(Ta) < 1, by using Theorem 1,

Elai — z*||?
k
< Y P{Ty =1 NE{|ef, — " |*|Ty =1 - N'}
I=N'+2

+P{Tf >k‘—N’}C

k
< Y e hal-N,
I=N"+2

[P(Fa)kl(llxl —2"|* + [lo = Voo ||*)
02 p(Ta)* " — (62)* 1]
p(La) — 62
- p(ra)k-l} | ¢ b
1—p(Ta) 1—e 28

min

Olp(Ta)*~" — (0)]

D
T p(To) — 6

+ Do

+ D3




Since, for example,

k
. — 2 /_ —
kli)n;o e 2Emzn(l N'-1) p(Fa)k l
I=N'+2
2 _op2
= hm e2ET;:;771 p(Fa)k ¢ zj;n”lk = 0; (39)
k—o0 p(Fa) p(F ) min
lm Y, e 2Enin(=N'=1) g2k~ = 0, and
k—o0 ) ,
lim Zl nr € 2Fmin(I=N'=1gh=l — (it has
k— o0
D3e2Pmin

lim E|z, — 2*||* < )
o Elne =S G a = e

where  Ds3 = 2,01(;’c M./ [VlmazpepLsMa  +

2[0)imazp3p? LEM?a2.

2): Let step-size ay = (k+1 T,Vk € N, where 1 5 <r<L

In 1
Let S > 21n;1.
El|zy — a*||?

k
< Y P{Ty =1— N'YE{|laf_, —«*|*|Ty =1 - N'}
I=N'+2
+P{Tf=1—N'>k}C
k

< Z e 2B in (1=N'=1),
I=N'+2
(o = "I + oy — Vaoors|2) ——
k—1+1
1 92 1 02(1 — (§2)k—!
i (1 (7))
k—1+11-02 k—1+1 (1—02)?2
(02)k7l+1
C1-602
1 [ 1 6(1 — gkfl) gr—1+1
+ds[ -
E—1l+11-0 k—-1+1 (1-9) 1—-9
1 1 1
d _
a3 2r[(k—l+1)2r71 Pl
+ T O
There is
k
Z e 2Emin (1= Neny_ L
_ 2r—1
I=N'+2 (k—1+1)
2E2 N’ _op2 1
m Z e 2min! e
I=N'"+1
2E?2 N’ _op? 1
semme k2r 1 +Z min! k—p2zr1
+ e_ nnn(k 1)] (40)
define f(x) £ e=2Emin® W, f(z) decreases when z €
(0, k—;bfz ! ) and increases when x € (k— 2, k). Denote
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ko= [k — 22};2 L7 — 1, then,
oz, 1
€ (k — 1)2r—1
l
< —2B] 2 de,l=1{1,2, ...k
7‘/1 . € — $)2T_1 Z, { ) &y ) 0}7
_QEETLZTIZ;
¢ (k —1)2r—1

b 2E2 1 _ _
< - minzid l = k + 1 k 2 .
\/l e (k - x)2r_1 x’ { 0 ’ ’ }

Z e*ZEfnml; < /kl 6*2E72m‘nm;dx
(k _ l)2r—1 =)o (k _ CL’)2T—1 ’

; k=1 __op2. = 1 _
and k]LII;o fO e min mdl‘ = 0. Then,
: ko _op? .
hm Zl e 2B min (1= 1)W = 0, which means
2 ’
hm —2E2,, (I-N'—1) 1 _
o Zz N/42€ T (k—I+1)2r—1 0
. k —2E2 . (I-N'-1)__1 —
Similarly, kll}ngo Yoy € 2Tmin G — 0 and
. OB (I=N'—1) gk— .
Jim SF e 2Enin =N =D gk—l+1 — (. Therefore, it can
—00
be concluded lim E||x, — z*||* = 0. O
— 00

Remark 5. Recent advances have also been made in dis-
tributed optimization under malicious environments. [30] con-
tributes to distributed optimization in the presence of Byzan-
tine agents, but still requires constraints on both the number
and weights of malicious neighbors for each node. [31] adopts
the homogeneous trustworthiness probabilistic framework and
designs a trust mechanism for distributed optimization; how-
ever, the homogeneity limiting its applicability. The proposed
heterogeneous trustworthiness probabilistic framework can
avoid these assumptions and provides a new perspective for
handling malicious environments.

V. SIMULATIONS

This section considers an energy consumption game involv-
ing eight plug-in hybrid electric vehicles to verify the results.
Players’ cost functions follow the design in [9] [32][33]:

N

x4
i(i, = i+ b i(1— d;
fi(zi,o(2)) (a;l“ +b)+po ("0( xmam) + )
where x; is player ¢’s electricity consumption, and

g

, "] represents the capacity of player i’s battery.

a Y x;+bis the electricity price that depends on total electric-
=1 A 9
—xi) +
d; is the demand of fuel where d; is player ¢’s basic dernand
of fuel and k; is ¢’s conversion factor of fuel demand. The

parameters are listed in Table II.

ity consumption. pg is the price of the fuel. x; (1 —



TABLE Il
PARAMETERS OF PHEVS IN THE SIMULATION
Player i | Type |z"" |2 |po| a b | k; | d;
1 PHEVI| 0 27.5 |5.6(0.004(0.1]4.6|0.7
2 PHEV1| O 27.5 15.610.004 0.1|4.6]0.7
3 PHEV2| 0 342 |5.6/0.004(0.1]3.7]0.8
4 PHEV2| O 40.6 |5.6/0.004|0.1(3.7|0.8
5 PHEV3| 0 40.6 {5.6(0.004|0.1(3.4|0.6
6 PHEV3| 0 40.6 {5.6(0.004|0.1(3.4|0.6
7 PHEV4| 0 28.8 [5.6/0.0040.1(4.0|0.7
8 PHEVS5| O 35.7 15.6/0.004]0.1/3.9|0.8

Each player seeks to minimize its own charging cost, and the
desired stable state is the Nash equilibrium, where no player
can benefit from a unilateral deviation. This scenario involves
heterogeneous players, where each vehicle has its own cost
due to differences in design and constraints. The work in [9]
provides an example in which the PHEV system is also a
potential game, with a potential function F' whose Hessian
matrix V2F(z) is positive definite. Hence, from [34], the
example satisfies Assumption 2. The Nash Equilibrium is z* =
[17.6859, 17.6859, 15.5682, 15.5682, 12.5484,12.5484, 16.508
7,16.3481].

A. Comparison for the fast NE seeking algorithm

Given that there is currently no literature exploring the
problem of aggregative game equilibrium seeking within the
trustworthiness probabilistic framework, this comparison fo-
cuses solely on the advantages of Algorithm 1 over existing
literature. Since Algorithm 1, like the one in [9], is designed
for unbalanced directed networks, Algorithm 1 is compared
with the one in [9]. Following the comparative simulations,
Theorem 1 and Corollary 1 will be verified. The directed
communication graph is illustrated in Fig. 2.

Fig. 2. The directed communication network.

Fig. 3 shows the squared errors from Algorithm 1 with con-
stant and diminishing step-size, as well as the errors from the
algorithm in [9] under the same gradient computations. It illus-
trates that, given the same number of gradient computations,
Algorithm 1 with a constant step-size attains higher accuracy
compared to the existing algorithm in [9]. Moreover, with
a diminishing step-size, Algorithm 1 converges to NE more
rapidly while achieving similar accuracy, as indicated by the
red curve stabilizing faster than the blue one. Table III shows
the final error of the algorithms with same communication
numbers. The comparative results indicate that Algorithm 1,
even with the same communication numbers, can achieve a
smaller error. Moreover, gradient computation number is only
half of that of algorithm in [9].
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Fig. 3. The squared errors of different algorithms with same gradient

computation times.

TABLE 1lI

THE SQUARED ERRORS BY DIFFERENT ALGORITHMS

50 times gradient computation

150 times communications

Algorithm 1 with
ap=>5and S, =2

1.686487017104607 x 10~

2.234054136428310 x 1077

Algorithm 1 with

Qap = % and Sk- =2

1.650012506016668

5.83309863858811 x 107!

algorithm in [9]

3.541863670177937

1.55742187346232 x 10!

Figs. 4 and 5 show the squared errors ||z — x*[|? with
constant/diminishing step-sizes and Sy = 2, respectively. The
blue curves are obtained by fitting using the MATLAB fitting
toolbox. As depicted in Fig. 4, the decay of the squared error
with constant step-size closely matches the blue curve, which
decays at a rate of O(a¥). Similarly, Fig. 5 demonstrates
that the decay of the squared error with diminishing step-
size closely matches the blue curve, decaying at a rate of

O(Grrym=):

2000

—Algorithm 1 with constant step-size|
~-2474.3 x 0.6072"

2000

1500\
1000

500

50 100
Iterations

150

Fig. 4. The squared errors by Algorithm 1 with constant step-size.

—Algorithm 1 with diminishing step-size
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Fig. 5. The squared errors by Algorithm 1 with diminishing step-size.

B. Verification for the resilient fast NE seeking algorithm

This subsection verifies the effectiveness of Algo-
rithm 2 by introducing two malicious players into the



game. The resulting communication network is depicted
in Fig. 6. The trust observations 7;;; are generated
from uniform distributions with the following four types:
(D[0.25,0.85], ®[0.4, 1], (3®[0.15, 0.75], @][0.05, 0.65].

Fig. 7 shows the errors by using Algorithm 2. Initially,
all neighbors are considered to be legitimate, and the sub-
sequent changes in classification are presented in Table IV.
For instance, at iteration 2, player 1 classifies 3 as malicious.
After iteration 20, the classification of neighbors by all players
remains unchanged. Fig. 8 shows the mean squared errors
by running Algorithm 2 2000 times. It demonstrates that
Algorithm 2 can converge to the NE with a small error, thereby
validating Theorem 3.

Fig. 6. The communication network with malicious players 8 and 10.

2000

1500 b

1000 B

e — 2|

0 50 100 150
Iterations

Fig. 7. The squared errors by Algorithm 2 with constant step-size.

TABLE IV
CHANGES IN CLASSIFICATION.

. . classifi- . . | classifi-
ki J cation k v cation
211 3 M 5142 L
215110 M 71815 L
2181 5 M 131318 L
311 3 L 1438 M
313 8 M 16 | 3|8 L
3141 2 M 20 | 3 8 M
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Fig. 8. The mean squared errors by Algorithm 2 with constant step-
size.

While the case study is conducted under ideal commu-
nication conditions to clearly illustrate the performance in
terms of mean sqaure errors and convergence speed, real-
world aggregative games may involve communication delays,
packet loss, or asynchronous updates. These factors can affect
neighbor identification, as well as the convergence rate and
accuracy of the NE seeking process.

VI. CONCLUSION

In this paper, we have proposed a resilient fast NE seeking
algorithm for aggregative games with unbalanced directed
network. We have introduced a trustworthiness probabilistic
framework that describes the behavior of players and extended
it to account for heterogeneity among players. By employing
a constant step-size and a compressible unbalanced network
information matrix, we have derived a linearly convergent
NE seeking algorithm for the game without malicious play-
ers. By integrating a multi-round communication mechanism
and diminishing step-size, we have achieved an algorithm
with rigorous convergence. Furthermore, by integrating the
multi-round communication mechanism and a trustworthiness
broadcast mechanism, we have embedded the trustworthiness
probabilistic framework into the fast NE seeking algorithm
for the game with malicious players, resulting in a resilient
fast NE seeking algorithm, and analyzed its convergence. The
proposed algorithm may be further improved by leveraging the
momentum term presented in [26] to improve the accuracy or
by employing the techniques in [35] to adapt to time-varying
networks. Future work will also focus on extending the proba-
bilistic trustworthiness framework to settings with unbounded
trust observations and adaptive malicious players, as well as
incorporating real-world constraints into the proposed method.
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