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Abstract—Understanding how backdoor data influences neural
network training dynamics remains a complex and underexplored
challenge. In this paper, we present a rigorous analysis of
the impact of backdoor data on the learning process, with a
particular focus on the distinct behaviors between the target class
and other clean classes. Leveraging the Information Bottleneck
(IB) principle connected with clustering of internal represen-
tation, We find that backdoor attacks create unique mutual
information (MI) signatures, which evolve across training phases
and differ based on the attack mechanism. Our analysis uncovers
a surprising trade-off: visually conspicuous attacks like BadNets
can achieve high stealthiness from an information-theoretic
perspective, integrating more seamlessly into the model than
many visually imperceptible attacks. Building on these insights,
we propose a novel, dynamics-based stealthiness metric that
quantifies an attack’s integration at the model level. We validate
our findings and the proposed metric across multiple datasets and
diverse attack types, offering a new dimension for understanding
and evaluating backdoor threats. Our code is available in https:
//github.com/XinyuLiu71/Information Bottleneck Backdoor.git.

Index Terms—Backdoor attack, Information bottleneck, Deep
learning security, Representation learning, Stealthiness metric

I. INTRODUCTION

TTH rise of deep neural networks (DNNs) has revolu-
tionized artificial intelligence, driving breakthroughs in

computer vision [1], natural language processing [2], and
autonomous systems [3]. However, the effectiveness and trust-
worthiness of these networks depend heavily on the integrity
of their training data. Compromised data, particularly through
backdoor attacks, can covertly embed malicious behaviors into
models, jeopardizing their reliability and security [4], [5].

Backdoor attacks inject stealthy triggers into the training
data, enabling adversaries to manipulate a model’s predic-
tions at will by presenting the corresponding trigger during
inference. While appearing normal on benign inputs, these
compromised models are poised for exploitation, posing a sig-
nificant threat to their operational integrity [6]–[10]. Defending
against such attacks has spurred extensive research, leading to
strategies such as backdoor trigger recovery, model detection,
and network reconstruction [11]–[14]. However, most of these
defenses focus on post-compromise detection, with limited
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attention to understanding the training dynamics of networks
affected by backdoor data. This gap underscores the need
for deeper insights into the fundamental mechanisms through
which backdoor data alters learning processes.

A few recent efforts delve into training dynamics using
coarse metrics such as loss functions or gradients [15], [16].
However, they can only provide limited insight into the amount
of information the network encodes about certain features or
how features related to backdoor triggers evolve over time. In
contrast, analyzing training from a Mutual Information (MI)
perspective offers a richer, more granular view of how data
representations evolve during training. To this end, we lever-
age the Information Bottleneck (IB) principle, a framework
originally devised to study the trade-off between compression
and task-relevant feature preservation in learning represen-
tations [17], [18]. The IB method has proven invaluable in
understanding neural networks’ learning dynamics, including
representation acquisition [19], [20], architectural effects [21],
[22], and robustness properties [23].

Our work presents a novel IB-based framework to analyze
how different backdoor patterns are learned and retained dur-
ing neural network training. We reveal that backdoor samples
exhibit unique MI trajectories, which existing metrics fail to
capture. By examining six representative backdoor attacks, we
identify critical properties of backdoor training, such as differ-
ent MI dynamics from other clean classes at specific phases
and different MI dynamics between different attacks, providing
new insights into how these attacks disrupt learning processes.
Visualizations and clustering analyses further demonstrate that
backdoor triggers form distinct or augmented sub-clusters
within the learned representation space. Building on these
findings, we propose an IB-based stealth metric that leverages
the distinctive MI dynamics of backdoor data. Notably, we
observe the counterintuitive yet significant result that BadNets,
often considered a simple and conspicuous attack, consistently
achieves high stealthiness among the studied attacks through
IB perspective.

II. RELATED WORK

a) Backdoor Attacks
Backdoor attacks embed hidden malicious behaviors into

models, activated by a specific trigger at inference time [4],
[5]. The design of these attacks has evolved significantly,
from early methods like that of [6], which used conspicuous
patterns, to highly sophisticated, imperceptible triggers [24].
To improve stealth, subsequent strategies diversified: [25]
proposed blending triggers globally with the image, while
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others explored subtle spatial warping [8] or more adaptive
blending techniques [26]. A major leap in stealth was the
development of clean-label attacks, which introduce small,
adversarially crafted perturbations without altering the original
label [7], a concept later extended to more adaptive attack
like [26] which blended triggers into target class inputs and
regularized variants to disrupt latent clustering without label
flipping. Even greater imperceptibility has been achieved by
operating in alternate domains, such as injecting triggers
into the frequency space [27] or drew inspiration from the
physical world like [28] using mathematically modeled natural
reflections as a highly stealthy and robust clean-label backdoor
trigger. This continuous evolution towards more covert and
diverse attack strategies necessitates a deeper analysis of their
impact on training dynamics, which is the focus of our work.

b) Backdoor Defenses.
In defense against these attacks, researchers have pro-

posed numerous strategies. These include backdoor trigger
recovery [29]–[33], which attempts to reverse-engineer the
adversary’s trigger, and backdoor model reconstruction [11]–
[13], aiming to cleanse the backdoor model of its malicious
behaviors. Another line of works is model (data) detection
methods [14], [34]–[38], which seek to determine whether
backdoor triggers have compromised a model (data sample).
While these methods have shown effectiveness, they often
overlook the dynamic characteristics of model training, which
are crucial to understanding backdoor behavior. Some re-
cent works have begun exploring training dynamics: Li et
al. [15] analyze cross-entropy loss trajectories and observe
that backdoor samples are learned faster, though mainly in
early training and without considering different attack types.
Mo et al. [16] examine topological changes in latent space
but do not model temporal evolution. In contrast, our work
provides a phase-aware, class-specific analysis of training
dynamics, uncovering how various attacks differentially affect
information flow across classes over time.

c) Information Bottleneck in Deep Learning.
The IB principle provides a theoretical framework for

understanding the learning process in deep neural networks by
balancing the trade-off between compressing input information
and preserving predictive information about the output [17],
[39]. This principle has been used to study learning dynam-
ics [40], network depth [18], internal representations [39],
and generalization using IB-inspired objectives [41]. While
IB has offered insights into standard training processes [42],
its application to backdoor learning remains limited. Existing
works do not examine how triggers affect information flow or
how backdoor signals persist across layers. Our work bridges
this gap by using IB analysis to reveal how different back-
door attacks alter class-wise information dynamics throughout
training, providing a foundation for phase-aware backdoor
detection and mitigation strategies.

III. PRELIMINARIES

Driven by the need to explore how neural networks train on
both clean and backdoor-affected data, this section introduces
IB formulations, presents the basic backdoor attack frame-
work, and outlines the threat model for our study.

a) Information Bottleneck Principle.
MI between two random discrete variables X and Y quan-

tifies their statistical dependence and is defined as:

I(X;Y ) =
∑
x,y

p(x, y)log
p(x, y)

p(x)p(y)
(1)

where p(x, y) is the joint probability mass function, p(x)
and p(y) are the marginal probability distributions of X and
Y , respectively. In the continuous case, the summation is
replaced by an integral and the probability mass functions by
probability density functions.

In a DNN with N layers, the output of any hidden layer
can be modeled as a random variable T , with the input and
labels denoted as X and Y , respectively. T represents the
intermediate representation that extracts relevant information
from X necessary for predicting Y , while discarding irrelevant
or redundant features. We focus on two MI terms: I(X;T ),
measuring the compression of input into representation, and
I(T ;Y ), capturing the predictive power of T with respect
to the labels. The core idea of IB is to compress the input
X into a representation T that retains only the information
necessary for predicting Y . Mathematically, the IB objective is
expressed as: minT I(X;T )−βI(T ;Y ), where the parameter
β balances the trade-off between compression and prediction.
In deep learning, the IB principle is inherently applied as
each layer progressively compresses X into a more task-
relevant representation. Tracking the dynamics of I(X;T ) and
I(T ;Y ) across training provides insights into how represen-
tations evolve over time. We hypothesize that, from an IB
perspective the MI dynamics of the target class (containing
backdoor samples) differ significantly from those of other
clean classes due to the presence of backdoor triggers. By
analyzing and comparing the training dynamics of these MI
terms across clean and backdoor classes, we aim to uncover
the distinct training patterns introduced by backdoor attacks
and evaluate their impact on information flow throughout the
learning process.

b) Backdoor Attacks.
Given a classification task with training data D =

{(xi, yi)}Ni=1, where xi ∈ X = [0, 1]C×W×H represents input
samples (e.g., images) and yi ∈ Y = {0, 1, . . . ,K − 1}
represents the class labels, an attacker selects a poison ratio
α = |Ds|

|D| , where Ds is the subset of samples to be poisoned,
and typically α ≪ 1. The attacker modifies the training
dataset D to generate a poisoned dataset Dm = Db ∪ Dc,
where Db = {(x′, yt) | x′ = g(x), (x, y) ∈ Ds} contains
poisoned samples with a trigger applied through a backdoor
generation function g(·), and Dc = D \ Ds contains the
remaining clean data. Here, yt represents the target label to
which poisoned samples are classified during inference. The
attacker’s objective is to train a backdoor model Fθ : X → RK

that minimizes the loss L(Fθ,Y), such that samples containing
the trigger are classified as the target class yt, while clean
samples remain correctly classified during inference.

c) Our Threat Model.
➊ Attack Setting. We adopt an all-to-one backdoor attack

setting where all poisoned samples are mapped to a single
target label (yt = 0). Specifically, for dirty-label attacks such
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Fig. 1: Poisoned samples generated by different attacks: (a) BadNets, (b)
LC, (c) Blend, (d) WaNet, (e) Adap-Blend, and (f) Ftrojan.

as BadNets, 10% of samples from each class are selected and
modified by injecting a trigger and relabeling them to the
target class. For clean-label attacks such as Label-Consistent
(LC) attack, however, only 10% of samples from the target
class (yt = 0) are poisoned by adding imperceptible triggers,
maintaining label consistency. ➋ Attacker’s Capability and
Goal. The adversary can poison the training data but has no
knowledge about the training process. The goal is to cause the
model to misbehave during test time when an input contains
the trigger, but performs normally on benign ones.

IV. ANALYTICAL FRAMEWORK

This section presents an analytical framework for examining
how backdoor attacks influence learning dynamics, as captured
by the two MI terms in the IB. We introduce the MI estimation
methods, adopt a class-wise perspective to capture per-class
information flow, and link MI to the clustering of internal
representations, providing a basis for understanding the effects
of different backdoor mechanisms.

A. MI Misestimation in Deterministic DNNs

The estimation of MI in deterministic DNNs presents unique
challenges. Unlike probabilistic models, deterministic DNNs
can encode information about X in arbitrarily fine variations
of T essentially without loss, regardless of the less number of
neurons in deeper layers. Consequently, I(X;T ) = H(X) =
log(n) and I(T ;Y ) = I(X;Y ) remain constant, determined
solely by the number of input images n, rather than by network
parameters or the image content. Previous work in [39] and
[40] employed quantization and noise injection as means for
measurements. But these fluctuations could therefore be a
consequence of estimation errors rather than changes in MI
because they are not the intrinsic part of the network. We
can focus on quantization method, which is widely used in
MI estimation. The value of I(X;Binm[T ]) depends on the
quantization resolution m which determines the distribution
of Binm[T ], while the true I(X;T ) value is still log n. To
address this issue, [43] proposed the use of noisy DNNs. In this
approach, T = ϕ(X) is replaced with T (σ) = T+Z(σ), where
Z(σ) represents Gaussian noise injected into the output of each
hidden unit. This noise is intrinsic to the system, meaning the
network is trained with the noisy activation values. In our
work, we adopt noisy DNNs by incorporating noise into the
model architecture to make MI estimations more meaningful.

B. Method Selection for MI Estimation

Accurate estimation of MI is critical for understanding
how backdoor attacks disrupt the information flow in neural

networks. Given the high-dimensional and continuous nature
of neural representations, traditional MI estimation methods,
which often rely on explicit assumptions about probability
distributions, are computationally prohibitive and impractical.
For our framework, we require an MI estimator that is scalable,
stable, and capable of capturing subtle information dynamics
across classes. To meet these requirements, we evaluated two
advanced MI estimators: Mutual Information Neural Estima-
tion (MINE) [44] and Noise-Contrastive Estimation (InfoNCE)
[45].

MINE formulates MI estimation as maximizing the
Donsker-Varadhan representation:

Îθ(X;Y ) = EPX,Y
[Tθ(x, y)]− log EPX⊗PY

[eTθ(x,y)] (2)

The first term, EPX,Y
[Tθ(x, y)], captures the alignment be-

tween X and Y under their joint distribution, while the second
term, log EPX⊗PY

[eTθ(x,y)], evaluates the network under the
assumption that X and Y are independent.

InfoNCE relies on contrastive predictive coding:

Îθ(X;Y ) = EPX,Y

[
Tθ (x, y)

− EPX⊗PY

[
log

∑
x′

eTθ(x′,y)

] ]
(3)

The first term, EPX,Y
[Tθ(x, y)], evaluates the alignment be-

tween true pairs of (x, y), while the second term penalizes
the network for assigning high similarity to incorrect pairs
through a contrastive noise mechanism,

∑
x′ eTθ(x

′,y). By
comparing true pairs to negative pairs sampled from the
marginal distribution, InfoNCE efficiently estimates MI in a
self-supervised framework.

To validate their suitability, we conducted a comparative
study using correlated multivariate Gaussian distributions,
which permit a closed-form, analytical ground-truth MI value.
Specifically, we synthesized a 5-dimensional Y ∼ N (0, 3I)
and a correlated X = Y1:3 + N (0, 0.5I) derived from Y ’s
first three dimensions. The analytical MI between these distri-
butions is computed as:

I(X;Y ) =
1

2
log

det(ΣX) det(ΣY )

det(ΣXY )
(4)

where ΣX , ΣY , and ΣXY denote the covariance matrices
of X , Y , and their joint distribution, respectively. To ensure
equitable comparison, both estimators used identical fully-
connected (input → 512 → 512 → 1) architectures with
ReLU activations and an Adam optimizer (LR 2e-4, weight
decay 1e-4), trained for 300 epochs. We utilized 256 negative
samples for InfoNCE and an exponential moving average
(rate 0.01) for MINE, following established practices . As
shown in Figure 2, InfoNCE achieves superior convergence
stability, reduced fluctuations, and more accurate estimation
of the ground-truth MI compared to MINE. Based on these
empirical findings, we selected InfoNCE as the primary MI
estimator for our framework.
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Fig. 2: Comparison of MI estimation between InfoNCE [45] and MINE
[44] under a controlled experimental setup. The dashed green line represents
the true MI value. InfoNCE demonstrates smoother convergence, reduced
fluctuation, and faster attainment of the true MI value compared to MINE. The
inset highlights the stability of MI estimates during the final training epochs,
where InfoNCE consistently outperforms MINE in accuracy and variance.

C. Class-Wise Mutual Information Estimation

MI estimation traditionally considers the relationship be-
tween a model’s input and output across the entire dataset.
However, this global perspective may overlook class-specific
behaviors that are critical for understanding and mitigating
backdoors, particularly in all-to-one scenarios where poisoned
data is mapped to a specific target class under supervised
learning. To capture these dynamics, we propose a class-wise
MI estimation framework, which focuses on the information
dynamics within each individual class while training on the
entire dataset.

Following the previous study [40], We mainly care about the
relationship between the model input X and the last hidden
layer output T , which clearly exhibits two distinct phases
in its information dynamics. But if Y is the target output,
directly computing I(T ;Y ) for individual classes results in
I(T ;Y ) = 0, as Y becomes constant within a class, los-
ing variability. To overcome this, we replace I(T ;Y ) with
I(T ;Ypred), where Ypred represents the probability vector of
the model’s predictions. This enables meaningful class-wise
comparisons. A higher I(T ;Ypred) indicates that the represen-
tation T contains more information about the model’s own
output distribution, which serves as a proxy for its predictive
certainty. In other words, the model is more ”confident” about
its predictions for that class.

As discussed in Section IV-B, noise injection plays a
crucial role in MI estimation between X and T , T and Ypred.
Specifically, we inject Gaussian noise with standard deviation
γ after each activation layer and before the final output. This
noise serves as a regularizer, akin to dropout, and is treated as a
tunable hyperparameter optimized for the DNN’s performance.

To validate our hypothesis and enable this fine-grained
analysis, we must first define the specific data subsets required.
The poisoning strategy (detailed in Section V-A) creates a
class-imbalanced target class (e.g., class 0) containing both
poisoned and benign samples. Therefore, we create separate
data loaders for: (1) All backdoor data (the isolated poisoned
samples, later referred to as Class 0 Backdoor); (2) Clean data
in class 0 (the original, benign samples from the target class, or
Class 0 Clean); and (3) Class 0 sample subset data, consisting
of a proportional mix of backdoor and clean samples from

class 0, matched in size to other clean classes (or Class
0 Sample). We also analyze the remaining (4) clean non-
target classes (e.g., classes 1 and 2) for comparison. Our pilot
exploration (Figure 3) utilizes this framework on the CIFAR-
10 dataset with a ResNet-18 model, under a 10% BadNets
attack targeting class 0.

To structure our analysis, we examine the model’s behavior
across four key phases of training: ① Early Learning Phase:
The model initially adapts to the data. Backdoor samples,
being simple for the model to learn, are rapidly incorporated,
causing observable deviations in behavior compared to clean
data. ② Transition Phase: The model shifts from fitting to
compression after learning most class-specific features. This
transition occurs near the peak of I(X;T ). ③ Compression
Phase: The model compresses task-irrelevant features and
refines learned representations. The influence of backdoor data
becomes more pronounced as it integrates the triggers and
I(X;T ) begins to decrease. ④ Final Convergence Phase: The
model consolidates its learning. While the IB principle broadly
separates training into fitting and compression, our finer-
grained division reveals that the MI dynamics of backdoor
data differed significantly from clean data across all training
phases.

a) Pilot Exploration.
As shown in Figure 3, I(X;T ) under the BadNets attack

exhibits a clear two-phase pattern: rapid increase during early
learning as the model captures relevant information, followed
by a compression phase where redundant features are dis-
carded. The target class (Class 0) consistently exhibits a higher
I(X;T ) than clean classes, an effect driven entirely by its
backdoor samples. This phenomenon arises from the dual
information sources within poisoned samples: the semantic
features of the original image and the simple, localized trigger
pattern. The model rapidly learns this salient trigger, yet it
must also encode the original semantics. This dual-encoding
task increases the total information the model processes for
these samples, leading to a higher I(X;T ) value that persists
even after the compression phase. In parallel, the MI between
the representation and the model’s prediction, I(T ;Ypred),
reflects the model’s predictive certainty. For backdoor samples,
the trigger acts as a powerful ”shortcut” to the target label.
However, because the original semantic features are also
retained, the model does not overfit to the trigger alone and
generalizes well to both clean and poisoned data under a
10% poisoning ratio. Consequently, the predictive certainty
for backdoor samples becomes comparable to that of clean
samples, resulting in similar I(T ;Ypred) values at convergence.

b) Mutual Information and Clustering.
Connecting MI with clustering provides complementary

insights into how models organize internal representations.
While MI quantifies the information encoded in T , clustering
reveals how samples are geometrically distributed into classes
or subgroups. Consider a minimal example: assume a single
noisy neuron with scalar input X . Its output at epoch k is
modeled as T (k) = S(k) + Z = σ(wkX + bk) + Z, where σ
is a monotonic activation function and Z ∼ N (0, γ2) repre-
sents Gaussian noise. Because I(X;T (k)) is invariant under
invertible transformations, we simplify it to I(S(k);S(k)+Z),
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Fig. 3: MI dynamics under BadNets attack on the CIFAR-10 dataset using
a ResNet-18 model with a 10% poisoning ratio and γ = 0.4. The subfigures
show I(X;T ) (left) and I(T ;Ypred) (right) across training phases. I(X;T )
exhibits the distinct two-phase behavior of backdoor samples and higher
MI after the compression phased. I(T ;Ypred) of backdoor samples closely
matches that of clean samples. These findings align with the mechanism
of BadNets, where the trigger is learned early, and both semantic features
from other clean classes and trigger-specific features influence the model
representations and predictions.

quantifying the number of distinguishable clusters in S(k)
when corrupted by noise Z. This is analogous to the infor-
mation capacity of an additive white Gaussian noise (AWGN)
channel, where the input constellation is Sk = {σ(wkx+bk) |
x ∈ X}. Prior work [43] has shown that compression in neural
networks arises from clustering of internal representations,
with clusters predominantly containing samples from the same
class. When I(X;T ) is computed within a single class, clus-
tering reflects how the model organizes subgroups within the
class to represent intra-class variations under noise constraints.
This insight is particularly useful in backdoor analysis, as
clustering allows us to observe whether backdoor samples
integrate into the target class, form distinct sub-clusters, or
disrupt class boundaries.

This insight is particularly useful for backdoor analysis,
as it allows us to visually inspect whether backdoor samples
integrate into the target class, form distinct sub-clusters, or
disrupt class boundaries. Our t-SNE visualizations in Figure 4
strongly validate this connection. In the early learning phase,
the sharp rise in I(X;T ) for backdoor data corresponds
directly to the rapid formation of a distinct backdoor cluster,
driven by the salient trigger. As training progresses, this cluster
not only separates from clean data but also subdivides into
multiple sub-clusters. This geometric separation and subse-
quent differentiation perfectly illustrate our ”dual information”
hypothesis: the model first learns the trigger to form a primary
cluster and then learns the diverse semantic features within the
backdoor set to form sub-clusters.

D. Evaluation of Stealthiness
To quantify the stealthiness of a backdoor attack from an

information-theoretic perspective, we propose a stealth score.
This score measures the average deviation in MI dynamics
between the backdoor-injected target class and the clean
classes across key training phases. A lower score signifies a
stealthier attack, as the MI dynamics of the poisoned class
remain closer to those of clean classes, making the attack
harder to detect through monitoring information flow.

We first identify a set of representative epochs E , corre-
sponding to the key training phases discussed in Section IV-C:

early learning, transition, compression, and convergence. At
each selected epoch e ∈ E , we compute the absolute dif-
ference between the MI of the target class (class 0) and
the average MI of all other clean classes. This difference
is calculated separately for I(X;T ) and I(T ;Ypred), and
for three subsets of class 0: clean samples only, backdoor
samples only, and all samples. Let MI

(e)
I(X;T )(c, k) denote

the MI value for epoch e, MI type I(X;T ), class c, and
subset k in K = {clean, backdoor, total}. The average MI
for clean classes c ∈ {1, ..., N − 1} is AvgMI

(e)
I(X;T ) =

1
N−1

∑N−1
i=1 MI

(e)
I(X;T )(i, clean). The difference for subset k

is:
∆

(e,k)
I(X;T ) =

∣∣∣MI
(e)
I(X;T )(0, k)−AvgMI

(e)
I(X;T )

∣∣∣ (5)

We compute ∆
(e,k)
I(T ;Ypred)

analogously after min-max normal-
izing all MI values for fair comparison. The final stealth score
holistically aggregates these deviations into a single metric:

Score =
1

2|E| · |K|
∑
e∈E

∑
k∈K

(
∆

(e,k)
I(X;T ) +∆

(e,k)
I(T ;Ypred)

)
(6)

This metric provides a comprehensive evaluation of how
seamlessly a backdoor is integrated into the model’s learned
representations.

V. EXPERIMENT RESULT

A. Experimental Setup

1) Datasets
For our experiments, we used both CIFAR-10 [46] and

SVHN [47] datasets. Due to the class imbalance in SVHN,
we selected the first 4,000 samples from each class to create
a balanced training dataset (40,000 samples total). This pre-
processing step ensured that our observations of MI dynamics
were not biased by class representation disparities.

2) Model Architectures
We employed two widely-used convolutional neural net-

work architectures ResNet-18 [48] and VGG16 [49], which
were adapted to incorporate noise injection for MI analysis.
We modified the standard ResNet-18 architecture to achieve
better performance when training with injected noise. We
replaced the first convolutional layer with a smaller kernel
variant (kernel size 3×3, stride 1, padding 1 instead of
7×7, stride 2, padding 3) to better accommodate the smaller
input dimensions of datasets. We also removed the initial
max pooling layer to preserve more spatial information for
these smaller-scale image datasets. The final fully connected
layer dimensions were adjusted to output 10 classes (512 →
10). Most importantly, we integrated Gaussian noise injec-
tion after activations in each residual block (with standard
deviation γ = 0.4) to enable meaningful MI estimation.
These modifications were necessary to maintain reasonable
test accuracy (> 90%) despite the presence of injected noise,
which typically degrades model performance. We implemented
the VGG16 architecture with batch normalization, maintaining
the original structure while adapting the input and output
dimensions for our classification tasks. Similar to ResNet-18,
we incorporated noise layers with standard deviation γ = 0.4
to enable MI estimation. The architecture was otherwise kept
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Fig. 4: t-SNE of the last hidden layer representations T under BadNets attack (CIFAR-10, 10% poisoning ratio). (a) backdoor samples rapidly form a distinct
cluster due to the simple trigger. (b)&(c) clean samples form well-separated clusters, while backdoor samples remain a distinct cluster and further subdivide
into sub-clusters reflecting the model’s dual representation of the trigger and semantic features.

consistent with standard implementations, with appropriate
adjustments for the dataset dimensions.

3) Attack Configurations
To ensure a comprehensive evaluation, we test our frame-

work against six representative backdoor attacks. These were
deliberately chosen to span the diverse categories of trigger
mechanisms surveyed in our Related Work, from simple ad-
ditive patterns to imperceptible, domain-specific attacks. The
selected attacks include BadNets [6], a classic visible patch-
based attack; Blend [25] and Adap-Blend [26] to represent
global blending strategies; WaNet [8] for spatial warping; the
highly stealthy clean-label attack, LC [7]; and FTrojan [27],
which operates in the frequency domain. Poisoning ratios
are set to 10% and 1% (see Appendix V-D) for dirty-label
attacks (e.g., BadNets) and 25% and 10% (of the target class)
for clean-label attacks (e.g., LC), ensuring comparable attack
success rates (ASR). For LC attacks, we adopt the adversarial
perturbation framework with ℓ2-norm ϵ = 300 and a four-
corner trigger [7].

4) Training and Estimation Details
Our training process utilized Stochastic Gradient Descent

with momentum 0.9 and weight decay 5e-4, starting with an
initial learning rate of 0.01 managed by a ReduceLROnPlateau
scheduler that reduced the rate by a factor of 0.5 after 5 epochs
without improvement. We trained with a batch size of 256
samples using cross-entropy loss over 120 epochs, without
applying any data augmentation techniques.

For MI estimation, we employed the InfoNCE estimator
implemented as the same network in Section IV-B with
hidden dimension 128. Gaussian noise with standard deviation
γ = 0.4 was injected into both the feature extraction layer
for I(X;T ) estimation and the output layer for I(T ;Ypred)
estimation. The estimation process used an AdamW optimizer
with initial learning rates of 3e-4 for I(X;T ) and 5e-4 for
I(T ;Ypred), with weight decay set to 1e-4. We used batch sizes
of 128 for I(X;T ) and 512 for I(T ;Ypred) estimations, with
512 and 256 negative samples respectively. To ensure efficient
computation, we implemented dynamic early stopping with a
delta threshold of 1e-2, while setting maximum epochs to 350
for I(X;T ) and 250 for I(T ;Ypred).

To capture the dynamic properties of backdoor training,

we computed MI at strategic epochs throughout the training
process. This sampling strategy allowed us to observe the
evolution of information flow during the early learning phase,
transition phase, compression phase, and final convergence
phase.

B. Validation of Estimation Framework

To ensure the fidelity of our analysis, we conducted a rig-
orous validation of our InfoNCE-based MI estimation frame-
work. This section confirms the estimator’s reliability against
known ground truth, its consistency with theoretical bounds,
and its adherence to fundamental information-theoretic prin-
ciples.

1) Estimator Accuracy and Bound-Checking
We first performed three sanity checks using a CIFAR-10

dataset with a 10% Blend attack, with results visualized in
Figure 5. First, we estimated the MI between the input X
and a binary trigger-presence indicator B, denoted I(X;B).
Our estimate of 0.3208 nats closely approaches the theoretical
upper bound, H(B) ≈ 0.3251 nats, resulting in a minimal
estimation error of ≈ 1.3%. Second, we compared our es-
timate for the trigger-label dependency, I(B;Y ), against its
analytically computed ground-truth value of 0.1936 nats. Our
InfoNCE estimate of 0.1929 nats demonstrates a negligible
error of only ≈ 0.36%, confirming the estimator’s high accu-
racy on structured inputs. Finally, our estimate for I(B;Ypred)
(≈ 0.3025 nats) was again shown to be close to the H(B)
bound, validating that the model’s predictions are strongly
influenced by the trigger signal, as expected.

2) Validation via Fano’s Inequality and DPI
We further assessed the framework’s theoretical consistency,

as shown in Figure 6. First, we derived the theoretical lower
bound of MI required for the model to achieve its observed
80% accuracy on the 10-class imbalanced dataset. Based
on the class entropy H(Y ) ≈ 2.266 nats and error Pe =
0.2, Fano’s inequality dictates a minimum required MI of
I(X;Y ) ≥ 1.3262 nats. Our estimated I(X;Ypred) (converg-
ing at ≈ 1.9 nats) is comfortably above this theoretical lower
bound, supporting the fidelity of our estimations. Furthermore,
we verified that our estimates adhere to the Data Processing
Inequality (DPI), which mandates that information can only
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Fig. 5: Validation of the InfoNCE estimator against theoretical bounds and ground truth. (a) The I(X;B) estimate closely matches its upper bound H(B).
(b) The I(B;Y ) estimate is nearly identical to the analytically computed true MI. (c) The I(B;Ypred) estimate approaches its H(B) bound, confirming
reliance on the trigger.
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Fig. 6: Dynamics of I(X;T ), I(T ;Ypred), and I(X;Ypred) for the entire
dataset under the Blend attack. The plot confirms two key theoretical princi-
ples: (1) The Data Processing Inequality holds, as I(X;Ypred) ≤ I(X;T ) at
all epochs. (2) The Fano bound is satisfied, as the final I(X;Ypred) (≈ 1.9
nats) is well above the 1.3262 nats required for 80% accuracy.

decrease through processing, i.e., I(X;Ypred) ≤ I(X;T ).
Figure 6 confirms that this inequality consistently holds at all
stages of training, with the I(X;Ypred) curve remaining strictly
below the I(X;T ) curve.

Together, these results demonstrate that our estimated MI
values are not only accurate (vs. ground truth) but also
theoretically grounded, satisfying both the Fano bound and
the Data Processing Inequality. This establishes a reliable
foundation for the analytical framework used in this paper.

C. Dynamic Properties Under Different Attacks

We extend our analysis to examine MI dynamics under
other representative attacks, complementing our experiments
on BadNets in Section IV-C.

a) MI Dynamics.
As shown in Figure 7, each attack presents distinct MI

patterns that reflect its underlying mechanism. For the Blend
attack, the global additive trigger disrupts the entire image,
degrading semantic features in backdoor samples. As training
progresses, the model quickly discards these weakened seman-
tics and retains only the trigger. This leads to consistently
lower I(X;T ) for backdoor samples, which approaches nearly
zero at convergence. Consequently, class 0’s overall I(X;T )
becomes indistinguishable from other clean classes, as the
trigger fails to provide class-specific contributions. Similarly,
I(T ;Ypred) remains suppressed, indicating that predictions rely
on a compressed, low-information trigger representation. In

contrast, the WaNet attack applies subtle spatial warping,
embedding the trigger in a less disruptive manner. Semantic
information is largely preserved early in training, resulting in
similar MI trends between backdoor and clean samples. As the
model begins compressing redundant features, the localized
trigger in WaNet remains informative, leading to a moderate
drop in I(X;T ) and a final value higher than in Blend.
However, I(T ;Ypred) for backdoor samples still falls below
that of clean samples at convergence, suggesting a shift toward
trigger reliance for prediction. The LC attack combines patch
triggers with adversarial perturbations, creating backdoor sam-
ples that preserve their original semantic features while being
redirected to the target class. As a result, class 0 exhibits higher
I(X;T ) during early training compared to clean classes, due
to the increased variability introduced by these semantically
diverse backdoor samples. However, the I(X;T ) of backdoor
samples is actually lower than that of clean samples. This
occurs because the model learns to rely primarily on the
patch trigger for prediction, gradually discarding the original
semantic features as redundant. The result is a compressed
representation that retains only the shortcut signal, reducing
the information retained from the input. Similarly, I(T ;Ypred)
for class 0 starts higher than clean classes due to increased
prediction confidence, but eventually drops for backdoor sam-
ples due to inconsistencies introduced by the adversarial noise,
increasing the uncertainty H(Ypred|T ).

b) Clustering Dynamics.
We further examine the representation clustering dynamics

under various backdoor attacks using t-SNE visualizations,
as illustrated in Figure 8. These visualizations reveal how
backdoor samples’ representation patterns evolve through
training phases under Blend, WaNet, and LC attacks, with
each attack exhibiting distinct clustering behaviors shaped
by the interaction between semantic features and triggers.
For the Blend attack, global perturbations disrupt pixel-level
semantics, causing backdoor samples to quickly form a distinct
and compact cluster during the early learning phase, clearly
separate from the target class cluster. As training progresses,
the weak and diffuse trigger leads to strong compression,
resulting in a small, detached cluster with limited integra-
tion into the target class throughout training. This minimal
integration is consistent with the consistently low I(X;T )
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Fig. 7: Comparison of MI dynamics under different backdoor attacks with
10% poisoning ratio (25% for LC). The rows represent the attack methods, and
the columns represent the MI terms I(X;T ) and I(T ;Ypred). For the Blend
attack, global perturbations disrupt semantic features, leading to consistently
lower MI for backdoor samples. For the WaNet attack, localized perturbations
allow the model to retain more information from the trigger, resulting in
higher I(X;T ) compared to Blend, though backdoor I(T ;Ypred) still drops
below clean samples. For the LC attack, adversarial perturbations introduce
additional variability, causing higher I(X;T ) for class 0, but lower for
backdoor samples. Backdoor I(T ;Ypred) is slightly lower than that of clean
samples due to inconsistencies from the perturbations.

observed in the MI dynamics analysis, as the model discards
semantic information in favor of the compressed trigger rep-
resentation. For the WaNet attack, subtle spatial warping
preserves semantics, causing backdoor and clean samples
to remain intermixed during early training. In contrast to
Blend, the WaNet backdoor samples initially cluster loosely,
retaining significant semantic features of their original classes.
During compression and convergence phases, the model begins
separating backdoor samples, forming a loosely compacted
cluster that reflects the retention of semantic features. This
less compact clustering compared to Blend explains WaNet’s
relatively higher I(X;T ), as the model maintains more infor-
mative representations throughout training. For the LC attack,
adversarial perturbations initially scatter backdoor samples
among clean clusters. Over time, these samples progressively
merge into the target class cluster, driven by the adversarially
induced semantic alignment. This integration process increases
the MI I(X;T ) within class 0 and backdoor samples, as the
representations incorporate features from multiple classes. The
merging behavior reflects how the model learns to associate
diverse semantic patterns with the target class through the
adversarial perturbation framework.

D. MI Dynamics Under Different Poisoning Ratios
In this section, we analyze the MI dynamics of all four

backdoor attacks under reduced poisoning ratios: 1% for dirty-

label attacks and 10% (relative to the target class) for clean-
label attacks. The results are visualized in Figure 9, revealing
several notable changes in the dynamic properties compared
to higher poisoning ratios.

First, for all attacks, the overall I(X;T ) of class 0 converges
to values nearly indistinguishable from other clean classes.
This is due to the reduced presence of backdoor samples
in the target class under lower poisoning ratios, diminishing
the overall influence of backdoor samples on the class 0
representation. Second, attacks with stealthier triggers, such
as Blend and WaNet, exhibit a rapid compression of I(X;T )
for backdoor samples to near-zero levels. This is because the
distributed and subtle nature of these triggers weakens their
ability to contribute meaningful information to the model’s
representations, particularly under lower poisoning ratios. The
reduced frequency of backdoor samples exacerbates this effect,
as the model is less likely to retain weak trigger signals during
the compression phase. Third, for attacks with more salient
triggers, such as BadNets and LC, I(T ;Ypred) for backdoor
samples shows a marked decline compared to higher poisoning
ratios. This behavior reflects the model’s reduced capacity to
effectively learn the original semantic features of backdoor
samples, which are sourced from multiple classes. With fewer
backdoor samples, the model struggles to establish a strong
association between these features and the target class, leading
to lower prediction confidence and decreased I(T ;Ypred).

E. Evaluation of Stealth Score

We evaluate the proposed stealth score across various at-
tacks and datasets, with results summarized in Table I.

A counterintuitive yet significant finding is that BadNets,
often regarded as a simple and conspicuous backdoor attack,
generally achieves the lowest stealth score (or one close
to the lowest), indicating high model-level stealthiness. This
phenomenon occurs because the fixed, high-salience trig-
ger in BadNets is rapidly and efficiently learned, becoming
seamlessly integrated into the model’s feature representation.
This high-quality integration minimizes the differences in MI
dynamics between clean and poisoned samples. In contrast,
attacks like Blend or WaNet rely on more diffuse triggers that
alter the feature space more substantially, leading to higher MI
discrepancies (e.g., lower I(T ;Ypred) for backdoor samples),
thus resulting in worse (higher) stealth scores.While the LC
attack shows a slightly lower score in some settings, direct
comparisons are complicated by its different poisoning ratio.

The analysis in Table I also reveals the score’s sensitivity
to experimental conditions. With a relatively higher poisoning
ratio (10%), the model more easily learns the trigger and
integrates it, leading to generally lower (better) stealth scores.
Conversely, at lower poisoning ratios (1%), the model strug-
gles to capture the trigger consistently, resulting in increased
MI differences. This trend is particularly evident for attacks
like WaNet and Blend, where a lower poisoning ratio weakens
the trigger’s signal strength, leading to a higher (worse)
stealth score. Furthermore, dataset characteristics influence
stealthiness. On SVHN, the higher background complexity
makes the model less sensitive to subtle perturbations (Blend,
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Fig. 8: t-SNE visualization of the last hidden layer representations T under different attacks (CIFAR-10, 10% poison ratio). Each row represents a backdoor
attack method. For the Blend attack, backdoor samples form a distinct cluster that is minimally integrated into the target class, reflecting low I(X;T ). In
WaNet, backdoor samples retain more semantic features, resulting in a less compact cluster and slightly higher I(X;T ) compared to Blend. For the LC
attack, adversarial perturbations cause backdoor samples to initially disperse, but they merge into the target class cluster (the class targeted by the adversarial
perturbations during trigger generation) as training progresses, increasing I(X;T ) for class 0.

TABLE I: Comparison of Stealth Score on Different datasets and Poisoning
Ratios. ∆I(X;T ) and ∆I(T ;Ypred)

represent stealth score calculated by MI
metric I(X;T ) and I(T ;Ypred) respectively. Score represents the average of
∆I(X;T ) and ∆I(T ;Ypred)

(↓ represents the smaller the better). The best result
in each setting and metric is marked in bold. The simplest attack BadNets
generally achieves the lowest stealth score.

Attack ∆I(X;T ) ∆I(T ;Ypred) Score ↓

CIFAR-10 (10% poison)

BadNets 0.3903 0.1736 0.2820
Blend 0.3920 0.4956 0.4438
WaNet 0.3263 0.4727 0.3995
LC-25% 0.5930 0.4632 0.5281
Adap-Blend 0.5333 0.4150 0.4742
Ftrojan 0.4163 0.6833 0.5498

CIFAR-10 (1% poison)

BadNets 0.4667 0.493 0.4799
Blend 0.7111 0.3695 0.5403
WaNet 0.5179 0.5567 0.5373
LC-10% 0.4178 0.5117 0.4648

SVHN (10% poison)

BadNets 0.5946 0.4690 0.5318
Blend 0.5173 0.7135 0.6154
WaNet 0.4883 0.6767 0.5825
LC-25% 0.4926 0.4927 0.4926

WaNet), resulting in higher MI discrepancies compared to
CIFAR-10. In contrast, BadNets maintains its low stealth score
across datasets, as its robust, localized trigger is consistently
integrated. The impacts and implications of this score are
further discussed in Section VI.

F. Analysis: Model-Level Stealth vs. Perceptual Quality

A key implication of our findings in Section V-E is the dis-
crepancy between traditional, human-centric notions of stealth
and the model-level integration quantified by our MI-based
score. To empirically validate this trade-off, we compare our
Stealth Score against three standard perceptual quality metrics
(LPIPS, PSNR, and SSIM) that measure visual fidelity.

1) Perceptual Metric Definitions
We first briefly define the perceptual metrics used. The

Learned Perceptual Image Patch Similarity (LPIPS) score [50]
measures the distance between two images (y, y0) by com-
puting the weighted L2 distance between their deep feature
activations extracted from a pre-trained network (e.g., VGG)
across L layers:

d(y, y0) =
∑
l

1

HlWl

∑
h,w

wl · ||ŷlhw − ŷl0,hw||22



10

BadNets-1% Blend-1%

0 50 100
Epochs

1

2

3
M

ut
ua

l I
nf

or
m

at
io

n

0 50 100
Epochs

2

4

M
ut

ua
l I

nf
or

m
at

io
n

0 Backdoor
0 Clean
0 Sample

0
1
2

0 50 100
Epochs

0

1

2

3

M
ut

ua
l I

nf
or

m
at

io
n

0 50 100
Epochs

0

2

4

M
ut

ua
l I

nf
or

m
at

io
n

0 Backdoor
0 Clean
0 Sample

0
1
2

WaNet-1% LC-10%

0 50 100
Epochs

1

2

3

M
ut

ua
l I

nf
or

m
at

io
n

0 50 100
Epochs

2

4
M

ut
ua

l I
nf

or
m

at
io

n

0 Backdoor
0 Clean
0 Sample

0
1
2

0 50 100
Epochs

0

1

2

3

M
ut

ua
l I

nf
or

m
at

io
n

0 50 100
Epochs

0

2

4

M
ut

ua
l I

nf
or

m
at

io
n

0 Backdoor
0 Clean
0

1
2

Fig. 9: Comparison of MI dynamics under different poisoning ratios. The rows represent the attack methods, and the columns represent the MI terms
I(X;T ) and I(T ;Ypred).

where ŷl, ŷl0 are the normalized activations in layer l, and wl

is the layer weight.
The Peak Signal-to-Noise Ratio (PSNR) quantifies recon-

struction quality based on Mean Squared Error (MSE), where
a higher value indicates smaller pixel-wise deviation:

PSNR = 10 · log10
(
MAX2

I

MSE

)
The Structural Similarity Index Measure (SSIM) [51] eval-

uates similarity by comparing local patterns of luminance,
contrast, and structure:

SSIM(x, y) = [l(x, y)]α · [c(x, y)]β · [s(x, y)]γ

2) Comparative Analysis
The results, plotted in Figure 10, reveal a clear trade-

off between visual stealth and model-integrated stealth. We
observe no positive correlation; in fact, the attacks cluster into
two distinct categories. On one hand, attacks like BadNets are
visually obvious, exhibiting high LPIPS scores, low PSNR,
and low SSIM. However, they consistently achieve low (good)
MI-based Stealth Scores, confirming they are well-integrated
into the model despite being easy for a human to see. On
the other hand, attacks like Ftrojan are visually stealthy, with
low LPIPS scores, high PSNR (> 40), and near-perfect SSIM
(1.00), making them perceptually invisible. Despite this, they
register the highest (worst) MI-based Stealth Scores, indicating
their dynamics diverge significantly from clean data and are
thus highly conspicuous at the model level. Other attacks
like WaNet, Blend, and LC fall between these extremes but
corroborate the same trend (e.g., WaNet is more visually
stealthy than BadNets but less integrated at the model level).

In summary, the analyses against LPIPS, PSNR, and SSIM
robustly demonstrate the value of our proposed Stealth Score.
While traditional IQA metrics effectively measure visual fi-
delity, they are unable to quantify how backdoor triggers are
processed and integrated within a neural network’s internal

representations. Our information-theoretic metric successfully
addresses this gap, providing a new and essential dimension
for evaluating the true stealthiness of backdoor attacks.

VI. CONCLUSION AND LIMITATION

In this paper, we presented an analytical framework lever-
aging the IB principle to investigate the training dynamics of
backdoor attacks. By tracking MI evolution, we uncovered that
backdoor samples exhibit unique trajectories—characterized
by early-phase acceleration and distinct representation clus-
tering—that fundamentally differ from clean data.

Crucially, our findings highlight the orthogonality be-
tween perceptual (visual) stealth and model-level (information-
theoretic) stealth. Counterintuitively, visually conspicuous at-
tacks like BadNets can achieve superior model stealthiness
by integrating seamlessly into internal representations. This
demonstrates that traditional metrics, such as trigger percepti-
bility or Attack Success Rate, are insufficient for characteriz-
ing the depth of backdoor embedding, validating our IB-based
metric as a vital complementary dimension for evaluation.

Practically, this framework serves as a robust tool for de-
fenders to quantify embedding depth. Real-time monitoring of
MI dynamics further offers a pathway for identifying anoma-
lous patterns during training, potentially guiding interventions
such as neuron pruning or early stopping.

Our study currently focuses on image classification using
standard CNNs (ResNet and VGG). Generalizing these MI dy-
namics to other modalities (e.g., NLP) and complex architec-
tures (e.g., Transformers or LLMs) remains an open question.
Future work will explore the IB framework’s applicability to
these domains and investigate how information flow analysis
can inspire robust defenses against sophisticated attacks.
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Fig. 10: Relationship between Stealth Score and traditional IQA metrics (PSNR and SSIM). Higher PSNR and SSIM (better visual quality) do not correlate
with better model-level stealthiness (lower score).

APPENDIX

A. MI Dynamics Under Other Datasets

In Figure 11, we present the MI dynamics of various back-
door attacks (BadNets, WaNet, Blend, and LC) on the SVHN
dataset, using the ResNet-18 architecture. The experimental
setup for SVHN is consistent with the one used for CIFAR-10,
including a learning rate of 0.001. All other settings, including
the poisoning ratios (10% for BadNets, WaNet, and Blend,
and 25% for LC), and the architecture parameters remain
unchanged.

Our results on SVHN mirror those observed on CIFAR-10,
with similar trends in MI dynamics across all attack methods.
Specifically, the general patterns for I(X;T ) and I(T ;Ypred)
are consistent, demonstrating that the dynamics of backdoor
attacks on the ResNet-18 model do not significantly vary
between these two datasets. This reinforces the robustness
of the observed behaviors and suggests that the influence of
backdoor attacks on MI dynamics is dataset-independent when
using the same model architecture and attack settings.

B. MI Dynamics on VGG16 Architecture

We extend our analysis to the VGG16 architecture using
the same attack configurations and noise variance (γ = 0.4)
as the ResNet-18 experiments, with the learning rate adapted
to 0.001. Figure 12 illustrates the resulting MI dynamics.

While the general trends align with ResNet-18, VGG16 ex-
hibits distinct behaviors due to its architectural characteristics.
For BadNets, the backdoor samples are less distinguishable
from clean samples in the representation space (I(X;T ))
compared to ResNet-18. This suggests that VGG16 is less
efficient at disentangling trigger patterns from semantic fea-
tures, resulting in a more uniform distribution. Conversely,
for Blend and WaNet attacks, VGG16 maintains a higher
I(T ;Ypred) than expected. Unlike ResNet-18, which effectively
isolates the trigger as a predictive shortcut, VGG16 relies more
heavily on the remaining semantic features despite the global
perturbations. Finally, the MI dynamics for the LC attack
remain consistent with those observed in ResNet-18.

C. Ablation Study on Noise Variance γ

To validate robustness, we analyze MI dynamics under a
reduced noise variance (γ = 0.2) using the same attack
configurations on CIFAR-10. As illustrated in Figure 13, the
characteristic MI patterns—such as the two-phase dynamic
of BadNets and the rapid compression of Blend—remain
highly consistent with the baseline (γ = 0.4). The primary
difference is uniformly higher absolute MI values, an expected
consequence of the increased channel capacity associated
with lower noise. This confirms that our findings capture
fundamental dynamic behaviors and are not artifacts of specific
hyperparameter choices.
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I(X;T ) and I(T ;Ypred).

Vision, 2022, pp. 3256–3266.
[22] S. Namekawa and T. Tezuka, “Evolutionary neural architecture search by

mutual information analysis,” in 2021 IEEE Congress on Evolutionary
Computation (CEC). IEEE, 2021, pp. 966–972.

[23] Z. Wang, T. Jian, A. Masoomi, S. Ioannidis, and J. Dy, “Revisiting
hilbert-schmidt information bottleneck for adversarial robustness,” Ad-
vances in Neural Information Processing Systems, vol. 34, pp. 586–597,
2021.

[24] Y. Liu, S. Ma, Y. Aafer, W.-C. Lee, J. Zhai, W. Wang, and X. Zhang,
“Trojaning attack on neural networks,” in 25th Annual Network And
Distributed System Security Symposium (NDSS 2018). Internet Soc,
2018.

[25] X. Chen, C. Liu, B. Li, K. Lu, and D. Song, “Targeted backdoor
attacks on deep learning systems using data poisoning,” arXiv preprint
arXiv:1712.05526, 2017.

[26] X. Qi, T. Xie, Y. Li, S. Mahloujifar, and P. Mittal, “Revisiting the
assumption of latent separability for backdoor defenses,” in The eleventh
international conference on learning representations, 2023.

[27] T. Wang, Y. Yao, F. Xu, S. An, H. Tong, and T. Wang, “An invisible
black-box backdoor attack through frequency domain,” in European
Conference on Computer Vision. Springer, 2022, pp. 396–413.

[28] Y. Liu, X. Ma, J. Bailey, and F. Lu, “Reflection backdoor: A natural
backdoor attack on deep neural networks,” in European Conference on
Computer Vision. Springer, 2020, pp. 182–199.

[29] B. Wang, Y. Yao, S. Shan, H. Li, B. Viswanath, H. Zheng, and B. Y.
Zhao, “Neural cleanse: Identifying and mitigating backdoor attacks in
neural networks,” in 2019 IEEE Symposium on Security and Privacy
(SP). IEEE, 2019, pp. 707–723.

[30] W. Guo, L. Wang, X. Xing, M. Du, and D. Song, “Tabor: A highly
accurate approach to inspecting and restoring trojan backdoors in ai
systems,” arXiv preprint arXiv:1908.01763, 2019.

[31] Y. Liu, G. Shen, G. Tao, Z. Wang, S. Ma, and X. Zhang, “Complex
backdoor detection by symmetric feature differencing,” in Proceedings
of the IEEE/CVF Conference on Computer Vision and Pattern Recogni-
tion, 2022, pp. 15 003–15 013.

[32] Z. Xiang, D. J. Miller, and G. Kesidis, “Post-training detection of back-
door attacks for two-class and multi-attack scenarios,” arXiv preprint
arXiv:2201.08474, 2022.

[33] X. Hu, X. Lin, M. Cogswell, Y. Yao, S. Jha, and C. Chen, “Trigger
hunting with a topological prior for trojan detection,” arXiv preprint
arXiv:2110.08335, 2021.

[34] S. Kolouri, A. Saha, H. Pirsiavash, and H. Hoffmann, “Universal litmus
patterns: Revealing backdoor attacks in cnns,” in Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition,
2020, pp. 301–310.

[35] G. Shen, Y. Liu, G. Tao, S. An, Q. Xu, S. Cheng, S. Ma, and
X. Zhang, “Backdoor scanning for deep neural networks through k-

arm optimization,” in International Conference on Machine Learning.
PMLR, 2021, pp. 9525–9536.

[36] X. Xu, Q. Wang, H. Li, N. Borisov, C. A. Gunter, and B. Li, “Detecting
ai trojans using meta neural analysis,” in 2021 IEEE Symposium on
Security and Privacy (SP). IEEE, 2021, pp. 103–120.

[37] S. Pal, Y. Yao, R. Wang, B. Shen, and S. Liu, “Backdoor Secrets
Unveiled: Identifying Backdoor Data with Optimized Scaled Prediction
Consistency,” Mar. 2024.

[38] J. Downer, R. Wang, and B. Wang, “Securing gnns: Explanation-
based identification of backdoored training graphs,” arXiv preprint
arXiv:2403.18136, 2024.

[39] R. Shwartz-Ziv and N. Tishby, “Opening the black box of deep neural
networks via information,” arXiv preprint arXiv:1703.00810, 2017.

[40] A. M. Saxe, Y. Bansal, J. Dapello, M. Advani, A. Kolchinsky, B. D.
Tracey, and D. D. Cox, “On the information bottleneck theory of deep
learning,” Journal of Statistical Mechanics: Theory and Experiment, vol.
2019, no. 12, p. 124020, 2019.

[41] M. Vera, P. Piantanida, and L. R. Vega, “The role of the information
bottleneck in representation learning,” in 2018 IEEE international sym-
posium on information theory (ISIT). IEEE, 2018, pp. 1580–1584.

[42] Z. Goldfeld, E. v. d. Berg, K. Greenewald, I. Melnyk, N. Nguyen,
B. Kingsbury, and Y. Polyanskiy, “Estimating information flow in deep
neural networks,” arXiv preprint arXiv:1810.05728, 2018.

[43] Z. Goldfeld, E. van den Berg, K. Greenewald, I. Melnyk, N. Nguyen,
B. Kingsbury, and Y. Polyanskiy, “Estimating Information Flow in Deep
Neural Networks,” May 2019.

[44] M. I. Belghazi, A. Baratin, S. Rajeswar, S. Ozair, Y. Bengio,
A. Courville, and R. D. Hjelm, “Mine: mutual information neural
estimation,” arXiv preprint arXiv:1801.04062, 2018.

[45] A. van den Oord, Y. Li, and O. Vinyals, “Representation Learning with
Contrastive Predictive Coding,” Jan. 2019.

[46] A. Krizhevsky and G. Hinton, “Learning multiple layers of features from
tiny images,” Technical Report TR-2009, 2009.

[47] Y. Netzer, T. Wang, A. Coates, A. Bissacco, B. Wu, A. Y. Ng et al.,
“Reading digits in natural images with unsupervised feature learning,”
in NIPS workshop on deep learning and unsupervised feature learning,
vol. 2011, no. 2. Granada, 2011, p. 4.

[48] K. He, X. Zhang, S. Ren, and J. Sun, “Deep residual learning for image
recognition,” in Proceedings of the IEEE conference on computer vision
and pattern recognition, 2016, pp. 770–778.

[49] K. Simonyan, “Very deep convolutional networks for large-scale image
recognition,” arXiv preprint arXiv:1409.1556, 2014.

[50] S. Ghazanfari, S. Garg, P. Krishnamurthy, F. Khorrami, and A. Araujo,
“R-lpips: An adversarially robust perceptual similarity metric,” arXiv
preprint arXiv:2307.15157, 2023.

[51] Z. Wang, A. C. Bovik, H. R. Sheikh, and E. P. Simoncelli, “Image
quality assessment: from error visibility to structural similarity,” IEEE
transactions on image processing, vol. 13, no. 4, pp. 600–612, 2004.


	Introduction
	Related Work
	Preliminaries
	Analytical Framework
	MI Misestimation in Deterministic DNNs
	Method Selection for MI Estimation
	Class-Wise Mutual Information Estimation
	Evaluation of Stealthiness

	Experiment Result
	Experimental Setup
	Datasets
	Model Architectures
	Attack Configurations
	Training and Estimation Details

	Validation of Estimation Framework
	Estimator Accuracy and Bound-Checking
	Validation via Fano's Inequality and DPI

	Dynamic Properties Under Different Attacks
	MI Dynamics Under Different Poisoning Ratios
	Evaluation of Stealth Score
	Analysis: Model-Level Stealth vs. Perceptual Quality
	Perceptual Metric Definitions
	Comparative Analysis


	Conclusion and Limitation
	Appendix
	MI Dynamics Under Other Datasets
	MI Dynamics on VGG16 Architecture
	Ablation Study on Noise Variance 

	References

