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Abstract

Differential privacy (DP) is the de facto notion of privacy both in theory and in practice.
However, despite its popularity, DP imposes strict requirements which guard against strong worst-
case scenarios. For example, it guards against seemingly unrealistic scenarios where an attacker
has full information about all but one point in the data set, and still nothing can be learned about
the remaining point. While preventing such a strong attack is desirable, many works have explored
whether average-case relaxations of DP are easier to satisfy [HWR13, WLF16, BF16, LWX23|.

In this work, we are motivated by the question of whether alternate, weaker notions of privacy
are possible: can a weakened privacy notion still guarantee some basic level of privacy, and on
the other hand, achieve privacy more efficiently and/or for a substantially broader set of tasks?
Our main result shows the answer is no: even in the statistical setting, any reasonable measure
of privacy satisfying nontrivial composition is equivalent to DP. To prove this, we identify a core
set of four axioms or desiderata: pre-processing invariance, prohibition of blatant non-privacy,
strong composition, and linear scalability. Our main theorem shows that any privacy measure
satisfying our axioms is equivalent to DP, up to polynomial factors in sample complexity. We
complement this result by showing our axioms are minimal: removing any one of our axioms
enables ill-behaved measures of privacy.
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1 Introduction

Differential privacy has won. It is the de facto formalization of privacy both in theory (see, e.g., the
textbooks [DR14, Vad17, NH21]) and in practice (see, e.g., its use in the U.S. Census [AACM'22]
and by various technology companies [App, XZA123, DKY17]).

Definition 1 ((e,d)-Differential Privacy, [DMNS06, DKM*06]). A randomized algorithm M :
X" =Y is(g,0)-DP if, for every S,S" € X™ differing in only one of the n coordinates and Y' C Y,

Pr[M(S) e Y| <e® - Pr[M(S') € Y] +6.

A large part of the reason that differential privacy (DP) has been so successful is the extensive
toolkit of DP algorithms for a variety of basic primitives [DR14]. This toolkit can then be combined
with strong composition: The sequential combination of k-many of these primitives has a privacy
loss (e in Definition 1) that scales sublinearly in & [DRV10, KOV15]. This allows for efficient and
simple construction of DP algorithms for a variety of tasks (see e.g. [ACGT16] for how strong
composition enables differentially private deep learning). This work is motivated by the following
question.

Question 1. How inevitable was Definition 17 Is it possible to construct a materially different
formulation of privacy that still satisfies strong composition?

A natural reason to suspect alternative definitions of privacy may be useful is that Definition 1
guards against an incredibly strong, and in some cases unrealistic, attack. Even if the attacker
is able to freely manipulate all but one point in the dataset, corresponding to the n — 1 points S
and S" agree on, they must still learn almost nothing about the one unknown point. In statistical
settings, we model the entire dataset as being drawn from some unknown distribution S ~ D",
in which case the attacker is not nearly as strong as Definition 1 suggests. That observation has
motivated a number of relaxations of DP in which privacy must only be preserved on more “typical”
datasets [HWR13, WLF16, BF16, LWX23].

Our main result shows that we may as well use the worst-case definition of differential privacy.

Even in the statistical setting, any reasonable measure of privacy that satisfies strong
composition is equivalent to Definition 1 up to polynomial factors in the sample com-
plexity.

To formalize this, we define the following four privacy axioms that we posit should be satisfied by
any measure of privacy that is both reasonable and useful. '

1. Preprocessing: Privacy is preserved under preprocessing. Specifically, privacy should hold
regardless of the ordering of the dataset, and regardless of the ordering of the domain.

2. Prohibits blatant non-privacy:

a private algorithm should not reveal almost all of the dataset.

3. Strong composition: the privacy measure should grow sublinearly under composition. lL.e., the
composition of -many e-private algorithms should be O(ef%)-private, for some § < 1.

!By a privacy measure, we mean a scalar quantity (M) associated with an algorithm M, and we say that M is
‘P-private if P(M) is at most 1.



4. Linear scalability: the privacy measure should decrease linearly with the number of samples.

See Section 2 for a more detailed description of these axioms, and justification for why we view
these axioms as both reasonable and usable.

With these axioms in place, our main results are captured by the following three theorems. The
first and most important theorem states that any algorithm satisfying our axioms is also differentially
private:

Theorem 1 (Our axioms imply differential privacy). Let P be any privacy measure that satisfies
Azioms 1 to 4 and M : X" — Y be any algorithm that is P-private. For any €,6 > 0 and
m = poly(n,1/e,log(1/0)) there is an (¢,6)-DP algorithm M': X™ —'Y that is equivalent (as in
Definition 3) to M.

The exact polynomial in Theorem 1 depends on the constant ¢ in our our strong composition
axiom (Axiom 3). The best known constant for strong-composition is ¢ = 1/2, in which case the
sample-size in Theorem 1 would be m ~ n?, provided the domain X is not too small.” We refer the
reader to Section 6 for the full version of Theorem 1. We note that given the known equivalences
between DP, replicability, and various notions of stability, Theorem 1 shows that these other notions
are also implied by our axioms.

Second, we show that differential privacy satisfies our axioms.

Theorem 2 (Informal). Approzimate differential privacy (Definition 1) satisfies Azioms 1 to /.

Lastly, we show that removal of any one of our axioms would allow for measures of privacy that
do not intuitively align with any reasonable notion of privacy. To keep this overview succinct, we
defer an in-depth discussion of what those nonsensical privacy measures are to Section 8 (with a
briefer overview in Section 3.3). We do have the following simple implication of those results.

Theorem 3 (Minimality of our axioms). Theorem 1 does not hold if P is allowed to not satisfy any
one of Axioms 1 to 4.

Organization of Paper. In Section 2, we present our framework and our axiomatic formulation
of privacy; in Section 3, we give high level overviews of the proofs of our main theorems, and in
Section 4 we discuss related work and several open problems raised by our framework. After a brief
preliminaries (Section 5), the remaining sections (Sections 6 to 8) give formal proofs of Theorems 1
to 3 respectively.

2 Owur Framework

All of our equivalences will hold with respect to algorithms that solve statistical tasks.

Definition 2 (Statistical task, [Fell7, BGH'23]). A statistical task is defined by a set of distributions
2 over data domain X, an output space Y and a mapping T from distributions D € 2 to valid
responses T (D) C Y. An algorithm M : X" — 'Y solves T with failure probability B if, for all
Deg,

JPr [M(8) e T(D)] 21 5.

20ur actual analysis case splits on the size of the domain, and gets a worse polynomial on very small domains.



Statistical tasks capture essentially any setting where the algorithm is learning from i.i.d. data.
We note that in many such tasks, there is an error parameter . This parameter is implicit in
Definition 2 as we can define 7 (D) to only consist of outputs that are “c-good.” For example, if we
aim to capture realizable PAC learning of a concept class C to error 1 — ¢, then & would consist of
all distributions over labeled pairs (x,y) where y = f(x) for some single f € C with probability 1.
The valid responses 7 (D) would be any hypothesis h satisfying Pry y~plh(z) =y] > 1 —¢e. Our
notion of equivalence will be agnostic to the particular statistical task an algorithm wishes to solve,
and hence, automatically applies to all goals and error parameters.

Definition 3 (Equivalent algorithm). We say an algorithm M’ : X™ —'Y is (53, 8')-equivalent to
M X" =Y if, any statistical task that M solves with failure probability 3, M’ solves with failure
probability /3.

2.1 Privacy measures and our axioms

To formalize Theorems 1 to 3 we define a series of axioms that any reasonable and useful privacy
measure should satisfy.

Definition 4 (Privacy measure). A privacy measure is a mapping P from (possibly randomized)
algorithms M : X™ — Y to their level of privacy, parametrized as a number on R>o. We adopt the
convention that a lower values for P(M) indicate that M is more private. It will often be useful to
succinctly say that M is P-private if P(M) < 1.

We remark upon a few basic properties about Definition 4. First, as is typical of previous
definitions of privacy, a single privacy measure P must provide privacy levels for algorithms taking
in samples of all sizes n € IN. Later, our scaling axiom (Axiom 4) will enforce some amount of
consistency between how P behaves on different sample sizes.

Second, Definition 4 is a single parameter definition of privacy, in contrast to the two-parameters
of DP (Definition 1). This single parameter was a deliberate choice. A guiding philosophy in the
development of our axioms was to not directly enforce specific meaning to the privacy value P(M),
as we did not want our axioms to be biased by the meaning of € and ¢ in DP. If we had a two (or
more) parameter definition of privacy, we would need our axioms to somehow encode the distinction
between those parameters, contradicting that guiding philosophy.

Furthermore, despite DP having two parameters, they are not of equal importance. Typical
applications of DP simply set d small enough to ignore and focus on €. Indeed, following the
intuition that one only needs § “small enough,” we show in Section 3.2 how to collapse Definition 1
into a single parameter in a way that respects all of our axioms.

2.1.1 Axioms any reasonable definition of privacy should satisfy

We now proceed to define our axioms, beginning with those that any “reasonable” definition of
privacy should satisfy. The first axioms encodes some basic operations that should maintain privacy.

Axiom 1 (Preprocessing maintains privacy). We say a privacy measure P satisfies the preprocessing
axiom if the following is true.



1. Reordering the input maintains privacy: For any algorithm M : X™ — Y and permuta-
tion 7 : [n] — [n], defining

Mo W(S) = M(Sﬂ(1)7 s >S7r(n))7
we have that P(M o) < P(M).

2. Remapping the domain maintains privacy: For any mapping ¢ : X — X and algorithm
M : X" - Y, defining
Moo(S)=M(a(51),...,0(Sn)),

we have that P(M oo) < P(M).

The first criteria, that reordering the input maintains privacy, says that under P it is equally
bad to leak information about the i*" point and j* point for any 4,7 € [n]. The second criteria
similarly says that it is equally bad to leak information about users z and 2’ for any z,2’ € X.

While both of these criteria are intuitively reasonable, we also provide more formal justification
for their inclusion as axioms. In Section 8, we will show that removing any one of our four axioms
would allow for ill-behaved privacy measures, illustrating why these axioms are necessary (see
Section 3.3 for a briefer overview). Since Axiom 1 has two criteria, we will furthermore show that
removing either of them would similarly result in ill-behaved privacy measures, helping to justify
why both are necessary.

Our second axiom requires private mechanisms to not reveal (essentially) the entire dataset.
This is the only axiom that directly enforces that P measures some notion of privacy.

Definition 5 (Blatantly non-private). A mechanism M : X™ — Y is blatantly non-private if there
is a “high-entropy” distribution D (formally D(x) < 1/(100n?) for all x € X ) and adversary A
mapping mechanism outputs y € Y to datasets S’ € X™ for which®

/
E. > 1z e S| =09n.
S'—A(M(S)) Lzes

The “high-entropy” requirement of Definition 5 is designed to ensure the adversary’s task is not
too easy. In particular, it means that if the adversary were not able to see the M’s output, it would
not even be able to guess a single point in S. This stands in sharp contrast to the adversary being
able to guess nearly all of S upon seeing M’s output.

Axiom 2 (Prohibits blatant non-privacy). We say a privacy measure P satisfies the prohibits blatant
non-privacy axiom if any P-private algorithm is not blatantly non-private.

2.1.2 Strong-composition axioms

While the first two axioms were meant to be minimal requirements of any privacy definition to
capture some reasonable notion of privacy, our next two axioms together formalize the notion
of strong composition. As discussed earlier, the fact that the privacy costs of Definition 1 scale
sublinearly with composition is crucial to the widespread adoption of differential privacy. Our next
axiom encodes that the composition of £ many algorithms each of which have privacy level ¢ results
in an algorithm with privacy level ¢’ := ¢ - £°. We will state this in the minimal form we need: In
particular, we only need that the composed algorithm is P-private whenever & < 1.

3This constant of 0.9 could be replaced with any ¢ < 1.



Axiom 3 (Strong composition). For ¢ < 1, we say a privacy measure P satisfies c-strong composition
if for any algorithms M, ..., M?: X" — Y all satisfying P(M?) < ¢ and

¢ = O(e - £°) = O(c - £° - polylog(n)),

if & < 1, then the composed algorithm M’ : X™ — Y that takes in a sample S € X™ and outputs
the ¢ responses (M!(S),..., M*(S9)) is P-private.

Interestingly, we are able to define Axiom 3 to be qualitatively weaker than the strong composition
DP satisfies. DP satisfies adaptive strong composition, where the choice of M; may depend adaptively
on the outputs of My,..., M;_1. In contrast, Axiom 3 only requires strong composition to hold
when My,..., My are fixed in advance. Yet, we are still able to show that our axioms imply DP.
This shows, in some sense, that non-adaptive strong composition is enough to derive adaptive strong
composition.

Axiom 3 on its own is not enough to enforce any reasonable notion of strong composition because
it does not enforce any notion of scaling. For example, suppose we had some privacy measure P
that only satisfied linear composition® (Axiom 3 with ¢ = 1). Then, we could simply define a new
privacy measure P’ as P’'(M) := \/P(M). This new measure would satisfy Axiom 3 with ¢ = 1/2.
Our last axiom rectifies this.

Axiom 4 (Linear scalability). We say a privacy measure P satisfies linear scaling, if for some
polynomial p : R? — R, any P-private algorithm M : X™ — Y, any failure probability 8 > 0, and
any large enough k > p(n,1/8), there exists a (8, 8’ := O(f))-equivalent algorithm M’ taking in
m = kn samples that satisfies P(M’) < O(1/k).

Roughly speaking, linear scalability says that the privacy level can be improved by a factor
of 1/k by increasing the sample size by a factor of k. For example, one common way to amplify
privacy is subsampling, meaning M’ is the randomized algorithm which runs M on a uniform size-n
subsample of its size-m input dataset. Indeed, for Definition 1, subsampling an (e, §)-DP algorithm
by a factor of k leads to an (¢/k, /k)-DP algorithm, though we will need a slightly more complicated
amplification algorithm after we collapse € and § to a single parameter (see Lemma 7.1).

Axioms 3 and 4 are best viewed as together enforcing the following notion of strong composition.
If the goal is to do a sequence of ¢ operations that each require a sample of size n to perform
privately, then only need a single sample size of n - /1= That is, we require some non-trivial
improvement over a strategy that, for example, uses n separate samples for each of the ¢ operations.
We prefer this definition of strong composition in terms of the sample size required for £ many
operations over explicit definitions that enforce a particular meaning to the value of P(M) in lieu
of Axiom 4.

3 Technical Overview

3.1 Overview of Theorem 1: Our axioms imply DP

Given any privacy measure P satisfying our axioms and P-private algorithm M, we wish to construct
an equivalent M’ that is (g,0)-DP. To do so, we use the following intermediate notion of stability.

4As in the case for the average-case variants of DP defined in [HWR13, WLF16, LWX23]



Definition 6 (TV-Stability, also called TV-indistinguishability by [KKMV23])). The TV-stability
of an algorithm M : X™ — 'Y wunder distribution D is defined as

stabg, (M, D) = s S]/E o [drv(M(S), M(S"))].

~
)

We simply say M is p-TV-stable if staby, (M, D) < p for all distributions D over X.

This definition is useful because (slight modifications) of the results of [BGH'23] allow us to
convert any TV-stable algorithm into an equivalent DP algorithm (see Lemma 6.1 for a formal
statement of that conversion). Most of our effort goes into converting a P-private algorithm into a
TV-stable algorithm.

Theorem 4 (Our privacy axioms imply TV-stability). Let P be any privacy measure that satisfies
Axioms 1 to 4 and M : X™ =Y be any algorithm that is P-private (that is, P(M) <1.) For any
constant p > 0 and m = polyp(n), there is a TV-stable algorithm M’ : X™ — Y that is equivalent
to M.

To prove Theorem 4, we show, roughly speaking, that for any non-TV-stable algorithm M :
X™ — Y, there exists algorithms My, ..., My for £ = m satisfying,

1. Each M, can be formed by preprocessing M, and therefore, by the Axiom 1 (preprocessing),
should have the same privacy.

2. The composed algorithm M omp that takes as input S and outputs the tuple (M(S5), ..., Mg(S))
is blatantly non-private.

By Axiom 2 (prohibition of blatant non-privacy), we can conclude that Mcomp, is not P-private.
Then, Axiom 3 (strong composition) says that at least one M; must satisfy P(M;) > Q(£¢). By
Axiom 1 (preprocessing) this in fact means that P(M) > Q(£~¢) = Q(m ).

By contrapositive, this allows us to prove something just short of our goal: Any M satisfying
sufficiently strong privacy, P(M) < O(m=¢), then M itself must be TV-stable.” In contrast,
Theorem 4 only assume that M is P-private. Here, we can exploit linear scalability: Using Axiom 4,
we can convert any M : X™ — Y that is P-private to an M’ : X — Y satisfying P(M’) < (1/m ™)
with only a polynomial increase in the sample size. This is the step where we crucially utilize the
combined power of linear scalability and strong composition: Ultimately, we want to convert any
P-stable algorithm using n samples into one using O(m) samples with the additional property that
it can be composed m times and still be P-stable. Axioms 3 and 4 together allow us to do this.

3.1.1 Exploiting TV-unstable algorithms

The key step in proving Theorem 4 is to show that if we compose ~ m many preprocessed copies
of a non-TV-stable algorithm M : X™ — Y we will obtain a blatantly non-private algorithm. To
prove this, we show a single random preprocessing reveals much information about the sample. It
will be most convenient to state this lemma in terms of algorithms that take as input an unordered
size-m set as input, and we will use (an ) to denote all such sets.

SWe note that there are some caveats to this statement: Briefly, it only holds for symmetric algorithms, those
whose output does not depend on the order of its input, and assumes the domain is not too small. Both details are
handled in the body.



Lemma 3.1 (Key lemma, uniform permutations distinguish far samples). For any M : (7)72 ) —-Y
where | X| > 2m, define

P g srtimt(() drv(M(8), M(8) | |50 8 = 0]. W

Then, for any S, S’ € (i) and o : X — X a uniform permutation,
Eldry(Moa(S), Moa(S)] > g - dist(S, 8')/m.

where dist(S, S") :=m — |S N S’| is the number of points S and S’ differ on.

Since we start with a M that is not TV-stable, the quantity p in Equation (1) is promised to
be somewhat large. Lemma 3.1 says that, if we draw just one o, the algorithm M o o provides
roughly “Q(1) bit” of useful information in distinguishing any S and S’ that are somewhat far,
satisfying dist(5,S’) > 0.01n. Since the number of possible datasets S is (‘i'), it is possible to

determine a dataset close to S by observing Mooy,..., Moag, for £ := O(log (lﬁ)) = O(mlog |X|).
We furthermore show in the body of the paper how to reduce to the case where | X| = O(m?), in
which case ¢ = O(mlogm) suffices.

The key step in proving Lemma 3.1 is constructing the following random walk.

Lemma 3.2 (Random walk to disjoint samples). For any S,S’ € (i), setting d == dist(S, S") and
k= [m/d], there exists random variables T, ..., T* with the following properties:

1. For anyi € [k] the marginal distribution of (T*~*, T?) is equal to the distribution of (a(S), o (S"))
when o : X — X is a uniform permutation.

2. The marginal distribution of (T°,TF) is equal to the distribution of U,U’ ~ Unif((ii))
conditioned on U NU'| = 0.

The intuition behind Lemma 3.2 is that T% can be formed by “rerandomizing” exactly d many
of the elements in T"~!. As long as we have at least m/d steps, we can ensure all elements get
rerandomized. The actual proof of Lemma 3.2 is a bit precise. In particular we need to use a
non-Markovian walk (in that the distribution of T is not independent of T, ..., T%~2 conditioned
on T~ 1) for the following reasons:

1. In order to ensure all elements get rerandomized, the steps of the random walk cannot be
independent. Instead, we enforce that the elements rerandomized in each step are different,
while still ensuring that all the pairwise marginal (T°~!, T%) have the right distribution.

2. When m/d is not exactly an integer some elements will be rerandomized twice. In this case, we
need to ensure that no element accidentally gets rerandomized back into an element appearing
in T° as that would cause dist(T?, T*) < m.

Nonetheless, we show with a careful construction that Lemma 3.2 holds.



3.2 Overview of Theorem 2: DP satisfies the axioms

Since Definition 1 has two parameters, ¢ and J, we must collapse them to one parameter for our
framework. We do this by defining,

Ppp(M) = arg min{M X" S Y s (e = O(Y5), 6 = @(v8/5/n3)—DP}. 2)

There is just one of many ways to collapse € and § into a single parameter in a way that respects
our axioms. The exponents 4/5 and 8/5 could be replaced with « and 2« for any a € (0.5,1).
Furthermore, the n? factor could be replaced with any n® for 8 > 3. With this privacy measure, we
can state the formal version of Theorem 2. We first state the formal version of Theorem 2.

Theorem 2 (DP implies our axioms, formal version). The privacy measure
Ppp(M) = arg min{./\/l (X" Y s (e = OW?),6 = @(1)8/5/n3)—DP}
v

satisfies Axioms 1 to 4.

The reason we want § to be much smaller than ¢ is because that’s the regime in which differential
privacy satisfies strong composition. The following well-known theorem shows that DP has strong
composition.

Theorem (DP-Strong-Composition, Theorem 3.20 in [DR14]).
For alle,§ > 0, if MY, ..., M" are (e, 6)-differentially private, then the composed algorithm
(ML, ... MY is (¢, 8")-differentially private where §' == 25 and

g = e\/lIn(1/(£6)) + le(e® — 1).

Given that we have forced § to be small, we cannot simply use subsampling [BBG18] to ensure
that Ppp satisfies linear scalability, as subsampling’s effect on § is too mild. Instead, we use (a small
modification of) a recent result of [BGH™ 23] to prove Ppp satisfies linear scalability. See Lemma 7.1
for this amplification procedure and the surrounding discussion for comparison to [BGH*23]’s result.
Given the well-known strong-composition theorem for DP and this amplification procedure, showing
that Ppp satisfies all our axioms is straightforward.

3.3 Overview of Theorem 3: Necessity of our axioms

Here, we explain why all four of our axioms are necessary. For each axiom, we exhibit ill-behaved
notions of privacy that would be allowed if we removed the axiom. In the case of Axiom 1, we even
show this is true if only one of the two parts of it are removed, and in the case of Axiom 3, we will
show it is true even if we replace strong composition with linear composition (i.e. setting ¢ = 1).
The proof of Theorem 3 will build on these ill-behaved privacy measures by showing that they allow
algorithms solving statistical tasks that no differentially private algorithm can solve. (see Section 8
for details).

If we remove just the first part of Axiom 1, that reordering the input maintains privacy, then
there is a privacy measure satisfying the remaining axioms (Ppa from Definition 16) which deems
the algorithm M : X™ — X7/2] that outputs the first half of its dataset perfectly private, satisfying
Phair(M) = 0.



If we remove the second half of Axiom 1, that remapping the domain maintains privacy, then
there is a privacy measure satisfying the remaining axioms (Pheayy in Definition 17) that deems the
following algorithm perfectly private: Let M : X™ — X™ U {&} be the algorithm with the following
behavior:

S if there is some z appearing at least 0.6n times in S.

@ otherwise.

M(S) = {

Essentially, M is allowed to leak the entire dataset if there is any element appearing frequently
enough. Despite this leakage, Pheavy(M) = 0, indicating that M should have “perfect” privacy.
We further observe (see Remark 1) that Pheavy still satisfies that permuting the domain maintains
privacy. This shows that we could not have replaced the arbitrary mappings o : X — X in Axiom 1
with arbitrary permutations without allowing this ill-behaved notion of privacy.

If we remove Axiom 2 (prohibition of blatant non-privacy), then a privacy measure P,y that
deems all algorithms perfectly private, i.e. Pay(M) = 0 for all M, satisfies the remaining axioms.

If we relax strong composition to linear composition, i.e. allow ¢ =1 in Axiom 3, then there is a
privacy measure, Pjunta (see Definition 20) with the following behavior: The algorithm M : X™ — X k
which outputs the first k& points in its dataset satisfies Pjunta(M) = % For example, an algorithm
which outputs the first half of its dataset is still Pjynta-private.

If we remove Axiom 4 (linear scaling), then there is a rescaling, P /funtas Of the above privacy

measure that satisfies the remaining axioms. The algorithm M : X — X* which outputs the first &
points in its dataset is satisfies P s (M) = 4/ % This still has essentially the same consequences

junta
as if we weakened Axiom 3. For example, we still have that the algorithm which outputs the first

half of its dataset is P_/mga-private.

junta

4 Discussion and Related Work

Computational efficiency. In Theorem 1, we guarantee that any sample efficient P-private
algorithm M can be transformed into an equivalent DP algorithm M’ with approximately the
same sample complexity. While our transformation is constructive, it does not necessarily preserve
computational efficiency. Part of the reason is that Axiom 4 does not require the scaling to preserve
computational efficiency, and we utilize a scaled version of M to construct M’. This choice to allow
for non-computationally efficient amplification is crucial to Theorem 2 as we utilize the following
(computationally inefficient) procedure to prove that DP fits our axioms:

Theorem (DP-Amplification, [BGHT23].) For any (¢ = O(1),§ = O(1/n3))-DP algorithm M :
X" — Y, there exists an equivalent (¢',8')-DP algorithm M’ : X™ — Y wusing m = 1/&’ -
poly(n,log1/d") samples.

We remark that there is a computationally efficient way to amplify an (e,d)-DP algorithm to
(e/k,0/k)-DP at the cost of a O(k) increase in the sample size, via subsampling [BBG18]. While
subsampling’s linear amplification of ¢ is as good as DP-Amplification, the linear amplification
of § is not sufficient for our purposes, and so we need to utilize the computationally inefficient
amplification of DP-Amplification.

As far as we are aware, despite it being of independent interest, it is unknown whether a
computationally efficient analogue of DP-Amplification exists. More broadly, we leave open the



possibility that it is possible to obtain a computationally efficient analogue of our results, possibly
by adjusting the axioms appropriately.

Other formalizations of differentially privacy. We focused on the well-studied (e, d)-DP
formulation of Definition 1 (often called approximate DP). One popular alternative, pure DP, is
equivalent to Definition 1 where ¢ is fixed to be 0. We did not focus on pure-DP because it does
not satisfy strong composition, which makes it more difficult to utilize in practice and also that it
does not fit our axioms. That said, it would be interesting to come up with an alternative set of
axioms that characterize pure DP in the same sense as our axioms characterize approximate DP.
One tempting solution is to simply remove our strong composition axiom (Axiom 3). However, as
we show in Section 8, removing Axiom 3 allows for a degenerate privacy measure which is much
weaker than pure DP, so a different approach is needed.

A second popular generalization of approximate DP follows from the simple observation that
algorithms are not (g, d)-DP for a single fixed choice of € and §. Rather, for any algorithm M, there
is an entire “curve” ¢ : R>¢9 — R>¢ for which M is (£(¢),d)-DP for all choices of § > 0. There
are a variety of formulations of DP that bound the behavior of this curve (e.g. through bounding
appropriately defined “moments”) such as Réyni DP and concentrated DP [Mirl7, DR16, BS16].
These variations are popular precisely because they allow for easy (and often strong) composition,
and in appropriate parameter regimes, also are amplified by subsampling. We refer the reader to
[Ste22] for an excellent overview.

Given this, it’s natural to expect these variants would play nicely with our axioms. Indeed, we
show in Section B that the privacy measure that assigns to M the smallest privacy value v s.t. M
is (2,1/v)-Réyni DP respects all our axioms with an even more straightforward analysis than the
proof of Theorem 2 (see Section B.2). In the other direction, we show a variant of Theorem 1, that
our axioms imply Réyni DP. One distinction between that statement (Theorem 7) and Theorem 1
is that the Réyni DP algorithm has a sample size that depends on loglog |Y'|, which we show is
necessary in Lemma B.9.

Related Work. Perhaps most in the spirit of our results is recent work on reproducibility [ILPS22],
and in particular the followup paper of Bun et al. [BGH"23] (see also [KKMV23]). That work
examines the broader context of algorithmic stability, which are various ways of formalizing that an
algorithms output does not depend too much on its input. They show that some of these measures
of stability, replicability, max-information, and perfect generalization, are equivalent to differential
privacy using the same formalization of equivalence as us. Measures of algorithmic stability and
privacy share many of the same basic properties. In some sense, the only distinction between
algorithmic stability and privacy is simply that measures of algorithmic stability were designed
for applications other than privacy. Indeed, one could just as easily view our axioms as desirable
properties for any measure of algorithmic stability. From this perspective, our work is a natural
evolution of [BGH'23] as we show all measures of stability satisfying our axioms are equivalent to
privacy. We also utilize some of their techniques to prove our results.

More broadly, there have been several works formalizing axioms that any “reasonable” definition
of privacy should satisfy. Often this includes an axiom or assumption that privacy should be some
measure of distance between the distributions M(S) and M(S’) for worst-case S and S’ (as in
Definition 1). This includes [KL.10, Su24|, which both investigate what measures of distance satisfy
other reasonable axioms. Also in this spirit is the central limit theorem of [DRS22]. Roughly
speaking, it says that if we consider only privacy definitions based on some distance between M(.S)
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and M(S’), in the limit of many compositions, we may as well define “Gaussian differential privacy.”

The key distinction between all of these works and ours is that we aim to justify why the most
successful privacy definitions are measures of distance between M(S) and M(S’) for worst-case S
and S’, whereas previous works take that as an assumption or axiom.

5 Preliminaries

Throughout this work, we will assume all domains are finite. For a domain X, we denote,
1. All ordered tuples of n elements as X™.
2. All ordered tuples of n distinct elements as X ().
3. All unordered sets of n distinct elements as ()n( )
4. All permutations 0 : X — X as 6(X).

For a natural number n, we use [n] as shorthand for {1,...,n}. We use boldface letters, e.g. x, S.
For brevity, we will sometimes use & ~ S as shorthand for & ~ Unif(S). For example, o ~ &(X)
indicates that o is a uniform permutation mapping X to itself.

It will sometimes be useful to convert any algorithm into its symmetric counterpart.

Definition 7 (Symmetrization of an algorithm). For a randomized algorithm M : X™ — Y, its
symmetrization, which we denote M : X" — 'Y, is defined as follows. On input S € X", M(S)
first draws a uniform permutation w ~ &([n]) and then outputs M(Sx), .-, Sr(n))-

In particular, it’s easy to see that the symmetrized algorithm M doesn’t depend on the order
of its input. As such we will often abuse notation and view M as both taking ordered sets and
unordered sets as input. We also observe that for statistical tasks, permuting the input uniformly
at random doesn’t impact the correctness of the algorithm.

Fact 5.1. Let M : X" —'Y be an algorithm with symmetrized version M. For any 1 > 5 >0, we
have M is (B, B)-equivalent to M.

Proof. Note that for any set S € X™ and permutation 7 : [n] — [n] and distribution D over X we
have: Prg.pn[S = S| = Prg.pn[S = 7(S)]. So, let T be a statistical task that M solves with
failure probability at most [, recalling that 7(D) is the set of correct answers to the task under
distribution D, we have:

Pr [M(S) e T(D)]= Pr [M(w(S)) e T(D)]

S~Dn S~D™
w~GS(n)
= SPr [M(S) € T(D)]
>1-p
So M also solves task T with failure probability at most 5. O

We also recall the definition of TV-distance.
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Definition 8. Let D, D’ be two distributions over Y. The TV-distance between D and D’ is defined
as:

/ Pp—
dTV(’D7’D).—}I/I/lg§{/‘ Pr [y € Y] [y € Y]|.

— Pr
y~D y~D’
It will sometimes be convenient to work with the following equivalent definition:
1 1
/. — / _ /
dry(D. D) = G|ID = D'l = 5 3 [Dly) - D).
yey
Finally, we recall the postprocessing property of differential privacy.

Proposition 5.2 (Postprocessing, see Proposition 2.1 in [DR14]). Let M : X" Y and A:Y — Z
be algorithms. If M is (e, 9)-differentially private then the composed algorithm Ao M : X™ — Z is
(e, 9)-differentially private.

Definition 9 (Distance between two sets). Let S, S’ € X" (or alternatively S, S’ € (f)), we define
dlSt(S, S,) = ZlG[’n] :H.[SZ g S,]

6 Proof of Theorem 1: Our axioms imply DP

In this section, we prove that for any privacy measure P satisfying our axioms, any P-private
algorithm can be converted to a differential private one with only a polynomial increase in the
sample size. We begin with a formal version of Theorem 1.

Theorem 1 (Our axioms imply DP, formal version). Let P be any privacy measure satisfying
Axioms 1 to 4 and M : X™ —'Y be any P-private algorithm. For any e,0,3 > 0 and, ¢ the constant
in Aziom 3 and p the polynomial in Axziom 4, define

;A (r*-n?-log(1/6
m:zO(r nﬁQ-Of(/)

Then there is an (g,0)-DP algorithm M’ using m’ samples that is (8, 8" == O(8))-equivalent to M.

) where r = max (n-p(n, 1/6),ni> .

This conversion relies on the two following lemmas. The first allows us to go from our axioms to
TV-Stability. While the later one allows us to go from TV-Stability to differential privacy.

Theorem 4 (Our privacy axioms imply TV-Stability, formal version). Let p > 0 be a constant, P
be any privacy measure satisfying Azioms 1 to 4 and M : X™ — Y be any P-private algorithm. Let
be ¢ the constant in Aziom 3 and p the polynomial in Axiom 4, define

/202

m' =0 (W> where r = max (n-p(n, 1/6),nﬁ> .
B

Then there is a p-TV stable M’ using m’ samples that is (8, 5’ := O(B))-equivalent to M.

Lemma 6.1. There is a universal constant 1 > p* > 0 such that if M : X" =Y is an p*-TV-Stable
algorithm, then there exists a (3,50)-equivalent algorithm M’ : X™ — Y which is (e, 0)-differentially
private using

m=n-0 <log(1/5) . log(1/) leg(1/6)> samples.
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With the above lemmas in mind, the proof of Theorem 1 follows easily.

Proof of Theorem 1. We first apply Theorem 4 to M to get a (3, 8’)-equivalent, 5’ = O(3), and
p*-TV-Stable algorithm M’ : X — Y algorithm and using

~ 1
m' = O(m? - n*/B%) where m = n - max (n - p(n, l/ﬁ),nﬁ) samples.

By applying Lemma 6.1 to M’, we have that there exists a (8,58")-equivalent algorithm
M* . X™ — Y which is (g, §)-differentially private and using

log(1/5) + log(1/6)> -0 (m2 -n?-log(1/9)

€ B2 ¢

In particular, M and M’ are (3, O(3))-equivalent. O

m*=m'-0 <log(1/ﬂ) ) samples.

We prove Lemma 6.1 in Section A. In particular Lemma 6.1 follows almost identically from
the work of [BGHT23] who gave a transformation from perfect generalization (which is related to
our notion of TV-Stability) to differential privacy. The main difference is that the transformation
of [BGH"23] makes the error probability of the algorithm go from 8 to O(log(1/8)3). While our
error only grows to O(f3), this also comes at the cost of a worse dependency on log(1/53) in sample
complexity compared to the result of [BGHT23].

The rest of this section is dedicated to the proof of Theorem 4.

Useful notation: Note that throughout this section, we often use 7 to denote a pair of (o, )
where 0 € §(X) and 7 € &([n]). For ease of notation, we will use v ~ &(X, n) to denote drawing
such a pair uniformly at random. Finally, given M : X" — Y, we denote by M o+, the algorithm
such that M o~(S) = Moo ox(S) (i.e. the algorithm reorders the elements according to 7 and
then remaps them according to o and then runs M).

6.1 A first step toward Theorem 4

We begin with a simplified version of Theorem 4. While Theorem 4 guarantees TV-Stability on all
distributions, this simplified setting will only guarantee we obtain an algorithm that is TV-stable
on uniform distributions with small support. It will also assume M satisfies a stronger privacy
guarantee than in Theorem 4. We will do away with these assumptions in Section 6.2.

Lemma 6.2 (TV-Stability in a simplified setting). Fiz any constant p > 0. For any domain X* of
size at least 22 . n?, privacy measure P satisfying Azioms 1 to 3, and algorithm M : (X*)* =Y.
There exists constant a > 0 and t > 0 such that if

1

a-nclog(n)’

PM) <

where ¢ is the constant in Aziom 3, and t depends on the polylog factors in Aziom 3, then the
“symmetrized” version of M (See Definition 7) denoted M

satisfies stabgy (M, D = Unif(X))) < p for every X C X* of size [%W -n2.
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The domain size of |X| > Q(n?) ensures that S ~ Unif(X)" is very likely to take on n unique
values. Furthermore, we work with the symmetrized version of M because the output behavior
of M(S) does not depend on the order of elements in S. The proof of Lemma 6.2 proceeds
by contradiction: We show that if M is not TV-stable under Unif (X), we can compose many
“preprocessed” copies of M to create an algorithm M’ that should be P-private according to Axioms 1
and 3. However, using Lemma 3.1 we will show, in the following subsections, the existence of an
adversary which given the output of M'(S) for S ~ Unif(X)" can guess more than 90% of the
dataset. In particular, this implies M’ is blatantly non-private, violating Axiom 2.

6.1.1 Exploiting Lemma 3.1 and hypothesis selection

Throughout this section we fix an algorithm M : X — Y, where the reader should think that
|X| = ©(n?). We first show how to reduce the adversary’s task to classical hypothesis selection.

Fact 6.3 (Hypothesis selection, Ch. 6 of [DLO01] or [ABS24]). For any distributions D1, ..., Dy
there is an algorithm H with the following guarantee: Given

log(M/§
(=0 <0g<2/>)
€
i.i.d. samples from some unknown D;, H outputs a j satisfying dpv(D;, D;) < € with probability at
least 1 — 6.
Having fixed the algorithm M, we will be interested in the following set of distributions.

Definition 10. For S € X, we define the distribution Dg has the distribution (v, M o ~(S)) for
v ~ &(X,n). We denote by F the set of all such distribution Dg.

As sketched in the introduction, we will use Lemma 3.1 on M to argue that for any S, 9" € X,
if S and S’ differ on Q(n) coordinates, the distributions Dg and Dg will be far. We present this
idea formally in the next lemma. Since the number of possible datasets S is at most | X|", the
adversary, using hypothesis selection, can find a dataset close to an unknown set S € X by
observing O(nlog|X|) many samples from Dg.

Lemma 6.4. Fiz M : X" = Y with |X| > 2n, if for its “symmetrized” version M we have:

= E [
" ss)

drv (M(S), M(S")) ( SN S| = o].
Then, for any S, 5" € X™ we have
1
dry(Ds, D) > 5 - dist(S,8")/n - p.

Proof. Let S, 8" € X and let d = dist(S, S"). We let S, 5" denote the unordered version of S, S’

Note that d = dist(§ , S/ ). By viewing M as taking unordered sets as input and using Lemma 3.1,
we have:
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By the definition we have M(S) = > Pr[m]M(S), hence:

2l g ||S Prix Mo oo(s) ~ Y PrlrMono a<5'>||1]
— B3 Prlr] (Moma(S)—Mwoa(S/))Hl]
<E ZPr[wJH(Mowoa(S)—Mowoaw’))ih]

E[ll(Momoo(s)~Momoa(s))l]
= B _lIMo($) = Mox(s)Ih].

On the other hand, we also have:

IDs = Dsrlli = > _1Ds(v.y) — Dsr (v, )l

=S Pr)- 30 [ (Mo4(8)) () — (Mo(S)) (v)

=B| Y| (Moy(8) (1) — (Mor(8)) <y>\]
y
= B[ (Mo(S) ~ Mox(S)I1]
Combining the above yields, dpv(Dg, Dgr) = %HDS — Dyl > % as claimed. ]

6.1.2 The adversary and proof of Lemma 6.2

We consider M : X™ — Y where |X| = O(n?). Fix some unknown set S € X, In the above
subsection, we explained how in this setting the adversary, upon seeing ¢ = O(nlog(|X|) samples
from Dg could use hypothesis selection to output a set S’ that has many elements in common with
S. In particular, consider an adversary that first samples 7 = (71,...,7¢) ~ &(X,n)¢, and then
runs

Mz = (Moyi(5),..., Mov(S)). (3)

Using the output of the algorithm, they build samples (v;, M 07;(S5));e|¢ (Which are distributed iid.
from Dg) and then run hypothesis selection. It’s easy to see that such an adversary would succeed
with high probability in finding S’ which overlaps a lot with S. So why are we not done already ?
Axiom 1 only gives us guarantees on the privacy of M o~ for a fixed «; we have no guarantee on an
algorithm that samples first v and then runs M o ~(S). This is why we need to “derandomize” the
above strategy to argue there is a fixed choice of 7* such that the adversary succeeds with high
probability when seeing output of Mxx.

Lemma 6.5. Let p > 0 be a constant. Assume that for every S, S’ € X we have

drv(Ds,Dgr) > g - dist (.S, S')/n
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Then, there exists 7 € &(X,n)¢ where £ = O(nlog(|X])) and adversary A : Y* — X™ such
that:

E E [dist(S, 8")] | <0.02n
S~X () [ 8+ A(Mx(S))

Proof. We denote by H the hypothesis selection algorithm of Fact 6.3 which we will aim to run
on the set of candidates distribution F. In particular, we let £ = O(log(|F]|)) = O(nlog(|X])) be
large enough so that for every Dg € F, with probability at least 0.99 we have that H returns a
distribution Dg: with

1 p
100 2

For every 7 € &(X, n)¢, we define an adversary Ax described in Figure 1 who runs the algorithm

M=(S). We will prove the following:

drv(Dg, Dgr) <

E E [dist(S, 8")] | <0.02n. (4)
F~G(X,n)t S~Xx (™),
5’ A5(Mx(S))

In particular, this implies there exists a fixed choice of 7*, such that that

E dist(S,8")] <0.02n,
S~x ™)
S’ Asx (M (S))

proving the lemma. We now turn to the prove of Equation (4), we will simply show that for every
S € X™ (unknown to the adversary), we have

E E [dist(S, 8")]| < 0.02n.
T~ (Xn)* S A7 (M=(5))

Fix S € X by our choice of £ and the properties of H we have:

Pr _ [dry(Ds, Ds/) > 0.01p/2] < 0.01
Z1,...,2¢~Dg
S/FH(ZIV“»ZZ)

By assumption, we have that for any S’ with dist(5,S") > 0.01n we have drv(Dg, Dg) > 1555,
so we can conclude that:

E [dist(S5,8")] <n-0.01+40.01n-(1-0.01) <0.02n
Z1,...,2¢~Dg
8'«H(z1,...,2¢0)

Finally note that the output of S’ - Ms is distributed as follows: First run M=(S) to get
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(y1,-..,y¢) and then run H((y1,¥y1),---, (Yo, ye)) to get S’. With this in mind, we have:

E E [dist(5,8))]| = E E [dist(S, S")]
F~G(X,n)* [ 8" Ax(M=(9)) F~G(X,n)! (Y1, 0) =M (S)
Dgr+H((V1:Y1) - (V2:Ye))

_ E E [diSt(S, S/)]
Y157~ S(Xon) | Y1 Moyi(S),...,yp = Moy (S)
Dgr+H((v1,91),---(Vesye))
— E [dist(S, S)]
z1,...,2¢~Dg
DS/ HH(Zl ,...,Zg)

< 0.02n. O

Run the algorithm My = (M oy,..., M o~,) on the unknown set S.
Let (y1,...,y¢) be the output of Mx.
Build a set of samples Z = (z1,...,2z¢) where z; = (v, y;).

W=

Runs the hypothesis selection algorithm H on the sample set Z with the set of candidate
distributions F (See Definition 10).

5. If H returns S’, do the same.

Figure 1: The adversary M5 where ¥ = (v1,...,7%) € &(X,n)".

In the above we assumed that the hidden set S was in X, By our choice of | X| = O(n?), we
have with high probability that S ~ Unif(X)™ has no duplicates. As such, the above adversary can
just ignore the (small) probability that S ~ Unif(X)™ has duplicates, and will still output a set S’
such that Bg.ynir(x)»[dist(S,8")] < 0.1n, guaranteeing that M is blatantly non-private. With
this in mind, we now present the proof of Lemma 6.2:

Proof of Lemma 6.2. Let X C X* of the size (%} 2. Assume for contradiction that stabg, (M, Unif (X)) >
p. Let E be the event over the draw of S, 8’ ~ X" that S, S’ have no common elements nor any
duplicates. We have:

2n .
1—1 2n P
P E>Tla-pt—ty>1—p— yns1_ L
D ]E( P02 20 P02 21 3

In which case we have:

B [dre(M(S), M(S) ||Sn 8| = 0] =
5.5~ ()

S,SINI]JEnif(X)n [dTV(M(s)’ M(S,» ’ E}

- Sﬂ’N(Eif(X)n [dTV(M(S)’ /\7(5’))] — (1 —Pr[E])



Now consider the algorithm M’ : X™ — Y which is just M restricted to inputs in X, we denote
its symmetrized version by M’. It’s easy to see that we also have:

E  [drvM(S), MI(S") ( 1SN S| = o] > /2.
8.5'~(3,)

Hence, by Lemma 6.4 we have that for any S, 5" € X with dist(S, S’) > 0.01n we have
drv(Ds, Dgr) = 0.01p/4. (5)
By Lemma 6.5, we have there exists ¥ = (71,...,7) € &(X,n)’ where £ = O(nlog(|X])) =
O(nlog(n)) and adversary A : Y* — X such that:

[dist(S,8")] | <0.02n,

E [ E
S~X(n) S’<—.A(M’7(S))

where M% is as defined in Equation (3). Finally, it follows by our bound on the probability of
E that whenever we draw S ~ Unif(X)™, we have that § € X (i.e. S has no duplicates) with
probability at least 1 — 1/25 > 0.96.

As such we have:

n

E E 1 Sl
S~Unif(X)" [S/FA(M;(S)) [Z [SC € }

n

> 0.96 E E 1[z € S’
- [S/eA(M;(S)) [Z [ ]

vcS S~Unif (X (™)) eyt
=0.96 E E [n — dist(S, S")]
S~Unif(X(m) | 8/ A(ML(S))
> 0.94n.

Right now, this means there is an adversary which can leak most of the dataset when seeing the
output of M%, but we have no guarantee for the privacy of M’. Hence, we now want to translate
this to an adversary working for M. For each ~; = (04, m;) € 7 we define o} : X* — X* as:

() zifre X*\ X
) =
o;(x) otherwise.

We then let 7 = (o}, m;) and define 7* = (77, ...,77). It’s easy to see that that for any S € X ()
we have the following distributions are equivalent

S’ A(M%(S)) and S’ < A(M=z+(5)).
Hence,

> 0.94n.

E E 1z e S’
AW ) st

Recall that ¢ = O(nlog(n)), hence by making «,t > 0 large enough we have that ¢ := P(M) <

m is so that, in Axiom 3 (strong composition), we have ¢’ = O(e - £¢ - polylog(n) < 1.

18



We have that M=+ = (Mo~f,..., M o~}). In particular, for each 1 <i </, by Axiom 1 we
have that P(M o~F) < P(M). 6

Hence by Axiom 3 we must have that M+ is P-private. But combined with existence of the
adversary A we have that Axiom 2 can’t hold, reaching a contradiction. Hence, it must be that

stabg, (M, Unif(X)) < p. O

6.2 Proof of Theorem 4: Getting TV-Stability on all distributions

Lemma 6.2 only guarantees that M is p-TV-stable on distributions that are uniform over a small set
elements. To achieve Theorem 4 we actually need to guarantee p-TV-Stability on all distributions.
To get around this, we use two separate arguments depending on the size of the domain. In the first
case, when | X| is large we will show the following:

Claim 6.6 (TV-Stability on one distribution to TV-Stability on all distributions). For any M :
X" =Y where X > 8n?, let X' C X be any subset of size at least Sn®. For any privacy measure
P satisfying Axiom 1 and distribution D on X, there exists an algorithm M’ : X™ —'Y for which

P(M') < P(M) satisfying,
% - staby (M, D) < stabye (M7, Unif(X')). (6)

where M is the symmetrized version of M defined in Definition 7.

In the case where the domain is small, we take an entirely different approach. Instead, we show
that any algorithm, without any assumption that it is PP-private, can be converted into a TV-stable
algorithm.

Lemma 6.7 (Any algorithm can be made TV-stable over small domains). Let M : X" =Y be an
algorithm and p > 0 be a constant. There exists a (,28) equivalent algorithm M’ : X™ —'Y such

that M’ is p-TV-stable and

(8/n)?
We first prove Claim 6.6.

Proof of Claim 6.6. Let D be an arbitrary distribution over X and X’ C X with |X'| > 8nZ.
Consider the random map o : X — X where o(z) ~ D. Consider the two following distributions:

1. Draw T, T’ ~ Unif(X’)" and o as above and output (o (T"),o(T")).
2. Draw S, S’ ~ D" and output (S, S’).

Let E denote the event where T', T” contain no duplicates and no element in common. Observe
that conditioned on E, both o(T),o(T’) and (S, S’) follow the same distribution.
We now have:

2n i—1 m 2n
P FEl > 1—— ) >(1-— >1/2.
T,T'~Ur¥if(X')"[ I= H( IX’|> - < \X’|> =1

i=1

SRecall that v} = (o, ;) for some permutation 7 : [n] — [n] and o; = X — X. So this follows by applying both
points of the axioms to M o~; = Moo} om;.
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Where the last inequality follows by having | X’| > 8n2. Hence, we have:

stabtv(ﬂ, D) = s,SlFiD" [dTv(ﬂ(S)a M(S/)]

- E [
T, T ~Unif (X')"
o~G(X)

1 N N
. E d T T
N /5] T,T’NU;if(X’)"[ Tv(Moa(T), Mo (T)

drv(Moo(T), Mo (T') | E|

IN

< Vi — Nl

'vi Vi /
= 21? [T,T’N&?nf(x/)n {dTV(M oo (T), Mo (T )H )

<2E [stabtv(/uv oo, Unif(X’))}

Hence, there exists a choice of 0* : X — X, such that stati(Mvo o*, Unif(X')) > %stabtv(ﬂ, D).
Now, let M’ = M oo*. It’s easy to see that M’ = M o ¢*, meaning M’ respects Equation (6).
Furthermore, by Axiom 1 (preprocessing), we must have P(M') < P(M). O

We now turn to the proof of Lemma 6.7. First, we will need the following well known fact, see
for instance Theorem 1 of [Can20]:

Lemma 6.8. Let X be a finite set. There exists an algorithm taking O (W) samples from

an unknown distribution D over X and outputs a distribution Simp such that dpy(D,Simp) < e
with probability at least 1 — 4.

Proof of Lemma 6.7. Let D be an arbitrary distribution over X We consider the algorithm M’
from Figure 2, which uses the claimed bound on the number of samples from the distribution D. It
remains to show that M’ outputs a correct answer with probability at least 1 — 2/ and that it is
TV-stable, meaning:

E  [dry (M'(81), M'(8%)] < p.
Sl’SQNDm[ v (M'(8), M'(8%)] <p

To do this, let O be the distribution over Y induced by sampling S ~ D" and then running
M(S). We will show that the following equation holds:

LB [dv(M(8),0)] < 6-p 7)

TV-Stability then follows from the above by the triangle inequality. For the correctness of
M’ let T(D) be the set of good answer to the statistical task 7 under distribution D. By the
correctness of M we have that Pra.p[A € T(D)] = Prg.pn[M(S) € T(D)] > 1 — 3. Hence,
assuming Equation (7) holds, we have:
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Pr [M'(S)eT(D)]= E [Pr[M'(S) e T(D)]]

S~Dm S~Dm
> SNI%m Afer[A € T(D)] — dry(M'(S),0)
= PrlAeT(D) - E [div(M(S),0)
>1-p-p.

So M’ has failure probability at most 28. We now prove Equation (7). Let 7 = %. By setting
the hidden constant in m to be large enough, we have by Lemma 6.8 that for any distribution
D, with failure probability 1 — 7 the distribution Simp obtained by the algorithm is such that
drv(D,Simp) < 7/n. Conditioned on drv (D, Simp) < 7 we have:

7 = dry (Simp, D") = dpy (M(Simp) , M(D")) = drv (M(Simp), O)
Hence, we have that:
JE, [drv (M'(S),0)] <7+ E, [dry (M'(S),0) | dry (Simp, D) < 7/n]
=7+ B ldrv (M(Simp), O) [ drv(Simp, D) < 7/n]
< 271.

By our choice of 7, this proves Equation (7) O

Input: An algorithm M : X" — Y parameter 5 > 0. Sample access to an unknown
distribution D over X.
1. Draw a set S of m samples D where

- 0<|X| +10g(21//3>>_
(8/n)

2. Run the algorithm of Lemma 6.8 to get a distribution Simp over X.
3. Sample §* ~ SimZ.
4. Output M(S*).

Figure 2: A procedure to turn M : X™ — Y into a TV-Stable algorithm M’ by learning
the distribution D.

Finally, we turn to the proof of Theorem 4, which we recall bellow for convenience.

Theorem 4 (Our privacy axioms imply TV-Stability, formal version). Let p > 0 be a constant, P
be any privacy measure satisfying Axioms 1 to 4 and M : X™ =Y be any P-private algorithm. Let
be ¢ the constant in Aziom 3 and p the polynomial in Axiom 4, define
2.2
, ~(r°-n 1
m =0 (ﬂ) where r = max (n-p(n, 1/5),n17c> .
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Then there is a p-TV stable M' using m’ samples that is (8, 5" := O(B))-equivalent to M.

Proof. As mentioned in the overview, we will want to use Axiom 4 (linear scalability). Let ¢ be the
constant in Lemma 6.2. We will choose the smallest k& > p(n, 1/3) satisfying, for m = kn,

1/%0(@).

Ultimately, this will allow us to apply Lemma 6.2. Choosing any k at least O(n®/ (1*6)) suffices for

the above expression to hold. In which case m = O(n!/(1=9),
We then set m := n - k and case split on the size of the domain X.

Small domains: If | X| < 100/p - m?, we use Lemma 6.7 on M to get a p-TV-stable algorithm
M’ X™ — Y which is (3, 28)-equivalent to M and where

m':O<m2+1502g(1/5).n2>_

Note that above fits the claimed bound on the sample complexity of the lemma.

Large domains: If |[X| > 100/p - m?. Since k > p(n,1/8), we can use Axiom 4 to obtain an
algorithm to get an algorithm MA : X™ — Y which is (3,3 = O(fB))-equivalent to M using m
samples satisfying

P(MP) <O(1/k) < 0<1>.

me - log!(m)

We claim that the symmetrized version of MA, JW must be p-TV-Stable. Assume for con-

tradiction it’s not. Then, there exists a distribution D such that staby, (MA, D) > p. We fix an
arbitrary subset X’ of size 100/p - m? of X. By Claim 6.6 we have that there exists an algorithm

M’ X™ Y with p/2 < stabg, (M, Unif(X’)) and P(M’) < P(M) = O(1/m®log!(m)).

By making the hidden constant in the O(:) small enough and using |X'| = %mQ, we have

by Lemma 6.2, that stabg, (M’, Unif(X’)) < p/2. Hence, using Claim 6.6, it must have been the
case that MA” was p-TV-Stable. Furthermore, MA” uses m samples, which clearly ~matches the

claim bounds on sample complexity of the lemma. Finally, by Fact 5.1 we have that MA is (8, 3)
equivalent to MA, and thus is (8,0(8)) equivalent to M. O

6.3 The proof of Lemma 3.1

In this subsection, we prove Lemma 3.1. Which we recall for convenience.

Lemma 3.1 (Key lemma, uniform permutations distinguish far samples). For any M : (fi ) —-Y
where | X| > 2m, define

P iy VM) M |505] = 0], )

Then, for any S,S" € (i) and o : X — X a uniform permutation,
E[dry (Mo o (S), Moa(S)] > g - dist(S, ) /m,

where dist(S,S") :==m — |S N S’| is the number of points S and S" differ on.
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As mentioned in our overview, the first step toward the proof of Lemma 3.1 is Lemma 3.2 which
we recall bellow:

Lemma 3.2 (Random walk to disjoint samples). For any S, S’ € (fi), setting d == dist(S, S") and
k= [m/d], there exists random variables T, ..., T* with the following properties:

1. For anyi € [k] the marginal distribution of (T*~, T?) is equal to the distribution of (a(S), a(S"))
when o : X — X is a uniform permutation.

2. The marginal distribution of (T°,T*) is equal to the distribution of U, U’ ~ Unif((i))
conditioned on U NU'| = 0.

We first prove Lemma 3.1, and delay the proof of Lemma 3.2 to the end of this subsection.

Proof. Let S,S" € (i) and let d = dist(S,5"). By Lemma 3.2 we have that there exists random
variables T, ..., T* with k = [m/d]. Such that:

1. For any i € [k] the marginal distribution of (T%~!,T") is the same as (a(9), o (S’)) where
o~ G6(X).

2. The marginal distribution of (T, T*) is the same as drawing T', T’ ~ Unif ((i )) conditioned
on |T'NT'|=0.

‘We thus have:

. T,T’NUIEif((i)) {dTV(M(T)’ M(T")) ‘ TnT| = o}

. Z dpy(M(TY), M(T’))] (Triangle inequality)

Finally, since k < 2m/d we have,

g  dist (S, S’)' 0

m

B ldrviMea(8) Moo (s))] 2

Proof of Lemma 3.2. To better understand the distributions of (¢ (S5), o (S’)) when o ~ &(X)
we will work with the following distributions:

Definition 11 (Joint distribution at distance d). For any distance d € [0,m| define J; to be the
uniform distribution over all T,T' € (i) satisfying dist(T,T") = d.
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In particular, we have the following:

Proposition 6.9 (The joint distribution of uniform permutations). For any S,S’ € (ii) satisfying
dist(S,5") = d, if we draw o ~ &(X), the joint distribution of (a(S),o(S")) is exactly Jy.

Proof. We observe that, for any permutation o : X — X and set T'= o(S), T/ = o(5’) then,
dist(T,T") = m — |o(S) Na(S)| =m — |SN S| = dist(S, ).

Furthermore, if we choose o uniformly then, by symmetry, every choice of T and T" with distance
d are equally likely, giving the desired distribution. O

We now turn to the proof of Lemma 3.2.

Proof of Lemma 3.2. We start by constructing TV, ..., T*. To begin, we pick T9 ~ Unif((ii))
uniformly among all size-n samples. Then, for each i € [k] we will use the following procedure to
form T

1. We choose d many elements to remove from T%~!. Here, there are two cases:

(a) For the first k—1 steps (i.e. when ¢ < k), there will be at least d many elements remaining
from T, and we choose the elements to remove uniformly from them:

. TN 11
R' ~ )
")

(b) In the last step, when i = k, the number of remaining elements in 79 N T*~! will be
m — (k — 1)d. In particular, if kd # m (which happens whenever n/d is not exactly an
integer), the number of remaining elements will be strictly less than d. In this case, we
will remove all m — (k — 1)d elements plus kd —m other uniform elements from 7=\ T°,

. Ti—l TO
R =(T°NnT"YYUE  where E ~ \
kd—n

2. We choose d many elements to add to T%~!. Here, we simply choose uniformly among all
elements that have not appeared in the process yet,

A~ (X\(TOL;--Ti_l)),

3. We then construct T as: ' ' ' 4
T = (T '\ E")U A"

At each step, we construct T by swapping exactly d elements from T~ !, so dist(T°~!,T%) = d
with probability 1. Furthermore, we eventually swap every element that started in T°, meaning
TF C A'U---U A*. By construction, there is no overlap between T° and T*, so dist(T°, T") = m
with probability 1.

Finally, we observe this process is fully symmetric in the following sense: If we remapped the
entire domain X according to any permutation o : X — X, then all the probabilities remain the

same:
Pr[T, ..., T =1° ... . TF =Pr[T°,...., T" = o(T°),...,0(T")),

24



where o(T) = {o(x) | # € T}. Due to this symmetry, T~ and T* are equally likely to be any two
sets with distance d, and so are distributed according to Jy. Similarly, T? and T* are equally likely
to be any two sets with distance m, and as T°, T* ~ Unif((i)) conditioned on TO N T* = (). The

proof then follows by Proposition 6.9. ]

7 Proof of Theorem 2: DP satisfies the axioms

First, we will need the following theorem to amplify (g, §)-differential privacy. This theorem is a small
modification of Theorem 6.2 of [BGH'23] (mentioned in Section 4) and is proved in Section A.2. The
result of [BGH 23] makes the error probability of the algorithm go from 3 to O(Blog(f3)), whereas
our modified Theorem achieves error probability O(3), albeit with a slightly worse dependency on
log(1/p) in the sample complexity.

Lemma 7.1. There is a universal constant 0.1 > « > 0 such that the following holds. Let
M 1 X" = Y be (0.1,a%/n3)-differentially private. Then for every £,6 > 0; there exists an
(e, 6)-differentially private algorithm M’ : X™ — 'Y solving T using

o O(log(1/6)2 +log(1/8) 10g(1/5)) 2

9

samples and which is (B, 50)-equivalent to M.
We now define our stability measure Ppp as follows:

Definition 12. For an algorithm M taking n samples let € be the smallest value such that M is
(¢,€2/n3)-DP. Recalling that o is the constant of Lemma 7.1 we set

'PDP(_/\/I) _ (5)5/4'

o

We now prove that Ppp fits all four of axioms. Before doing so we will need the following fact.
Fact 7.2. Let M be an algorithm taking n samples. If Ppp(M) < 1, then M is (0.1, %)-DP.
Lemma 7.3. Ppp respects Aziom 1.

Proof. We observe for any S, S’ that differ in one coordinate and permutation = : [n] — [n], that
7(S) and 7 (S’) still differ in one coordinate. Similarly, for any o : X — X, ¢(S) and o(S’) differ in
(at most) one coordinate. Therefore, if M is (g,0)-DP, it is still (e, d)-DP after preprocessing. [

To prove that DP satisfies Axiom 2, we will need the following fact:

Fact 7.4. Let M : X" - Y, A:Y — X" be algorithms. Fix S € X", i € [n] and x € X. If M is
(e, 9)-differentially private then we have:

Pr[S; € A(M(S))] < € Pr[S; € AM(S,—:))] + 96,
where S,_,; denotes S with i-th element set to .

Proof. S and S,_,; differ on at most 1 coordinate. The result thus follows from M being (g, d)-
differentially private. O
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Lemma 7.5. Ppp respects Aziom 2.

Proof. Let D an arbitrary distribution over X with ||D||e < 1/100n2. Let M : X™ — Y be an
(e, 9)-differentially private algorithm and let A4 : Y — X". We will show that:

)

, €
< :
JE, d 1ze s < oo o
S'—A(M(S)) LzeS

In particular, if Ppp(M) < 1, which implies M is (¢ = 0.1, 6 = a?/n?)-DP, we have %—I—né <0.1
proving the lemma. We want to bound:

E [Z 1z e 8]

S/ A(M(S)) Lzes

= Z Pr [Sl € Sl]
- S~D"
i=1 8§+ A(M(S))

Since M is (g,0)-DP, for any i € [n] and z € X we have, by Fact 7.4, that:

Sfén[si € AM(S))] <€ SE{)n[Si € A(M(Sy—4))] + 0.

Where S,_,; is the set obtained by setting the i-th element of S to x. This implies that:

Pr [Si€S|= Pr[Sic AM(S))
S~D™ S~D"
S/ A(M(S))
< e SP£"[Si € A(M(Sz;)l)):l + 4.
x~D
=e° Pr [x € AM(S))]+6.

S~Dn
x~D

Where the last line follows from the symmetry of S; and x. Hence, we have that:

= (ef Pr e AM(S))] + 5)
i=1 x~D

!
SEEDn ; [Z 1z € §']

S+ A(M(S)) LzeS

<n-e sup (Prmwp[m € S]> + on.
SeXxn

Since || Dl < W’ we have that for any S € X", Pry.p[x € S] < 155-2. From which we can
conclude that Axiom 2 holds since:

€
E N < £ .
E, > lre s < 155 0" O
S/ A(M(S)) LzeS
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Before proving Axiom 3 holds, we recall advanced composition for (e, §)-differential privacy.

Theorem (DP-Strong-Composition, Theorem 3.20 in [DR14]).
For all €,6 > 0, if M, ..., M are (e, 0)-differentially private, then the composed algorithm
(ML MY is (€, 8")-differentially private where &' == 25 and

e = e\/lIn(1/(00)) + Le(ef — 1).

Lemma 7.6. Ppp respects Aziom 3 with composition constant ¢ =5/8.

Proof. Let 3 be a suitably large constant, we define &’ := (¢-¢- (5 log? (n))QC. Say we have algorithms
M, .., M each taking n samples with € > Ppp(M?). For ¢ to be less than 1 we need

e<( (B log2(n))_26.

This means that each M? is (u, u?/n%)-DP, where p = ae*/5. By our choice of ¢ we have

__a ap
Blog?(n)

We denote by C the composed algorithm (Ml, e ,MZ), to prove the Axiom holds, it remains
to show Ppp(C) < 1. This is equivalent to showing (0.1, a?/n3)-differentially private. First note
that 1 < 1 and p?/ < o < 1, which implies

7

p(e —1) < 2u? and p20 < pVe.

Using Strong-Composition, we can conclude C is (*,6*)-DP where 6* = 2¢§. First note that

— 02 /nd = 1 o 2
O=tn" =13 <Blog2(n)> ' ®

From the above, we have 6* < o?/n3 by picking /3 to be suitably large.

¥ = u\/201In(1/45) + bu(et — 1)
< /2010 (1/£6) + 24°
< jn/ATTLTD) + 2T
< 3u/2(1n(1/65)

o In(1/49)
A e
In(1/¢5)

~ Blog?(n)

Where the last line follow by a < 0.1. By our bound on ¢ in Equation (8), we can choose /3 to be a
suitably large constant to have * < 0.1. Hence, we have that C is (0.1, a2 /n?)-differentially private
as needed. O
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Lemma 7.7. Ppp respects Aziom /4 with the following parameters: p(n,1/8) = A - "‘%0 for some
large enough constant A > 1. The resulting algorithm M’ is (3,50)-equivalent to M.

Proof. let M : X™ — Y. Assume Ppp(M) < 1 which implies M is (0.1,a%/n3)-DP. Let k > p(n, %)
and m := kn, we first use Lemma 7.1 with the following parameters:

e =n?log3(m)/m and § = */m?

The resulting algorithm M’ is (3, 53)-equivalent to M. Recall that m > k > An'®/3 and A is
large enough. So M’ uses:

O(log(l/ﬁ)2 +log(1/8) log(l/é)) =0 < log?(m)

2
—————— | - n® < m samples.
€ n? log3(m)/m> - P

We also have that M’ is (g,e2/m?)-DP. Using m/k = n and k > n'® we have

mlog3(m) nlog3(kn) _ 2log®(k)
e < n%log3(m)/m = 12 = A < 1:9/10

Since k > A for some large enough constant A, we can conclude € < #. And thus Ppp(M’) =
(e/a)* < a™5/4/k = O(1/k). O

8 Minimality of our axioms and proof of Theorem 3

As discussed in Section 3.3, removing any of our axioms would lead to ill-behaved notions of privacy.
In this section, we formalize the claims made there. We will furthermore show that these ill-behaved
notions of privacy all allow algorithms that solve one of the following two tasks:

Definition 13 (The task FINDELEMENT). For any domain X, the task FINDELEMENT is defined

as follows: An algorithm given i.i.d. samples S ~ D™ from an unknown D should output some x for
which D(x) > 0.

The next task is similar, but only defined on distributions with one heavy element, and the
algorithm’s task is to output a different element in the support.

Definition 14 (The task FINDLIGHTELEMENT). For any domain X, the task FINDLIGHTELEMENT
is defined only on distributions D where there is some x satisfying 0.7 < D(x) < 0.9. To solve it, an
algorithm given i.i.d. samples S ~ D™ should output some y # z satisfying D(y) > 0.

We will show in Section 8.5 that neither FINDELEMENT nor FINDLIGHTELEMENT can be solved
by a DP algorithm using less than O( \/m ) many samples. Hence, by showing that the removal of
any one axiom allows for solving either FINDELEMENT or FINDLIGHTELEMENT with O(1) samples,
we complete the proof of Theorem 3.
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8.1 Removing each requirement of Axiom 1

Since Axiom 1 has two requirements, we will show that removing each requirement on its own is
enough to allow ill-behaved privacy measures. In both cases, the privacy measure we define will
have the following special structure.

Definition 15 (Binary privacy measure). A privacy measure P is binary if there some set of
“good” algorithms G and

0 ifMe

2 otherwise.

The reason binary privacy measures are easy to analyze is because our axioms say very little
about how a privacy measure should behave at privacy levels about 1 (i.e. none of Axioms 2 to 4
apply in that regime. Note the choice to not require our axioms to enforce much when the privacy
level is high was not artificial: Even DP starts to behave different when ¢ > 1 (for example, DP
only satisfies strong composition when € < 1 and for larger ¢, satisfies linear composition).

We now state how binary privacy measures interact with our axioms:

Claim 8.1 (Axiom 1 for binary privacy measures). A binary privacy measure with set G satisfies
Axiom 1 if and only if:

1. G is closed under reordering inputs For any algorithm M : X" — 'Y and permutation

m:n] >N MecG < Mormeg.

2. Remapping the domain maintains G: For any mapping o : X — X and algorithm
M: X" >Y MeG = Mooeg.

Proof. This is immediate from the definition of Axiom 1 and Definition 15. ]

Claim 8.2 (Axiom 2 for binary privacy measures). A binary privacy measure with set G satisfies
Axiom 2 if and only if every M € G is not blatantly non-private.

Proof. This is immediate from the definition of Axiom 2 and Definition 15. O

Claim 8.3 (Axiom 3 for binary privacy measures). A binary privacy measure with set G satisfies
Axiom 3 iff for any My,..., My : X" =Y in G, the algorithm that takes as input S € X" and
outputs (M1(S), ..., Mg(S)) is also in G

Proof. This is immediate from the definition of Axiom 3 and Definition 15. O

Claim 8.4 (Axiom 4 for binary privacy measures). A binary privacy measure with set G satisfies
Aziom 4 iff there exists some polynomial p : R?> — R, so that, for any M : X™ =Y in G, failure
probability B > 0, and k > p(n,1/B), there exists some (8,5 = O(B))-equivalent algorithm M’
taking in m = kn that is also in G.

Proof. This is immediate from the definition of Axiom 4 and Definition 15. O

29



8.1.1 Removing the requirement that reordering the input maintains privacy

In this case, we show that a binary measure privacy where the good algorithms are those that only
depend on the first half of their dataset satisfies the remaining axioms.

Definition 16 (First-half-only-privacy measure). The first-half-only-privacy measure Py is the
binary privacy measure for set G defined as follows: An M : X" =Y isin G iff n > 2 and there
exists some (possibly randomized) algorithm f : X"/2 'Y for which M(S) and f(S<|ny2) are
equal in distribution for all S.

Claim 8.5. Py satisfies Arioms 2 to 4 and also the “remapping the domain maintains privacy”

part of Axiom 1.

Proof. This is immediate from Claims 8.1 to 8.4. For Claim 8.4, given any M : X" — Y, we take
M X™ — Y to be the algorithm that runs M on the first n points of its dataset. Since M
depends on only the first half of its dataset, the same will be true of M’ (indeed M’ will depend on
less than the first half of its dataset). O]

We also observe that this privacy measure allows an algorithm which solves FINDELEMENT.

Fact 8.6. The algorithm M : X™ — Y which, on input S, outputs Si both is Pyyyp-private and
solves FINDELEMENT with failure probability 0.

8.1.2 Removing the requirement that remapping the domain maintains privacy

We now will remove the second part of Axiom 1 and give a different ill-behaved definition of privacy.
This definition will allow algorithms to behave arbitrarily when there is one very heavy element
in their sample; however, if there is no such heavy element, the algorithm must output a single
uninformative symbol y*.

Definition 17 (Heavy-elements-only-privacy). We say a dataset S € X™ is “heavy” if there is a
single x € X appearing at least 0.6n times in S. The heavy-elements-only-privacy measure Pheqyy 05
the binary privacy measure with M : X™ =Y € G iff " n > 40 and the following holds: There is
some special output y* € Y s.t. for any S € X™ that is not heavy, M(S) always outputs y*.

Claim 8.7. Pjeqyy satisfies Azioms 2 to 4 and also the “reordering the input maintains privacy”

part of Axiom 1.

Remark 1 (Permuting vs remapping the domain). Claim 8.7 shows that if we fully remove the
part of Axiom 1 that requires privacy is maintained whenever the domain is remapped according to
all o : X — X, then Pheavy is a valid (and ill-behaved) measure of privacy. We actually observe
something stronger: An alternative definition of Axiom 1 is to only require privacy is maintained
when the domain is permuted according to some bijective function o : X — X. In this case, Pheavy
would satisfy all the axioms. Therefore, Ppeayy justifies why Axiom 1 requiring privacy is preserved
for all remappings rather than permutations of the domain is essential.

Our proof of Claim 8.7 will use the following result.

"This requirement that n > 40 is only to make the proof of Claim 8.8 easier.
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Claim 8.8. There exists an absolute constant ¢ < 20 such that for, n > 40, m > 2n + 1, and
distribution D,

Pr [S is heavy] >

Pr [S"ish .
JLr. r [S" is heavy]

1
c S'~Dm

Our proof of Claim 8.8 will use two (nontrivial) bounds on the behavior of hypergeometric
random variables.

Fact 8.9 (Median of hypergeometric is close to its mean, [Sie01, CE09]). Let @ be any hypergeometric
random variable with mean . Then, the median of x is either |u] or [pu].

Fact 8.10 (Log-concave distributions are spread out, [MP25, Ara24]). Let D be a distribution
supported on IN that is log-concave (which includes all hypergeometric distributions) and has variance
o%. Then, for all x € IN,
1
D) < ——.
@< T

Proof of Claim 8.8. One way to draw S ~ D" is to first draw S’ ~ D™ and then draw S uniformly
without replacement from S’. We will show that for any fixed choice of heavy S’, if we draw S
uniformly without replacement from S’, then S is heavy with probability at least 1/¢. Then, the
desired result easily follows from the following series of inequalities:

Pr[S is heavy] > Pr[S is heavy | S’ is heavy] >

ol

- Pr[S’ is heavy].

Since S’ is heavy, there exists a single element appearing k times where k := pm and p > 0.6.
Let  be the random variable indicating the number of times this element appears in S. Then, x is
drawn from a hypergeometric distribution with mean p := pn and variance

m—-n

2
= 1— .
0% =mnp(l —p)—

Since m > 2n + 1, we will have 02 > np(1 — p)/2. Then, by Fact 8.9,
Prx > |pn]] > 1/2.

In particular, if |pn] > 0.6n we are done. Otherwise, we will have pn — 1 < 0.6n in which case p
must be between 0.6 and 0.6 + 1/n. For n > 40, this, means 0.6 < p < 0.625, in which case the
variance is at least 02 > 40 - 0.625 - 0.375/2 > 4. Then, we can bound,

Pr[x > 0.6n] > Pr[x > |pn]] — Pr[x > |pn] and & < 0.6n).

Since pn > 0.6, there is at most one value for z satisfying > |pn| and = < 0.6n. Using Fact 8.10,
the probability x takes on this one value is at most 1102 < % Therefore,

1
-—=>

1
V5 20
We are now ready to prove that Ppeayy satisfies all of our axioms except for the “reordering the
domain maintains privacy” part of Axiom 1.

Prjz > 0.6n] > O

N =
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Proof of Claim 8.7. The “reordering the input maintains privacy” part of Axiom 1 is immediate
from Claim 8.1. Similarly, Axiom 3 holds immediately from Claim 8.3. Axiom 2 holds by Claim 8.2
and the observation that for any D satisfying || D]/ < 1/(100n2) it is unlikely for n > 40 that
S ~ D" is heavy.

The proof that Axiom 4 holds requires a bit more care: Let M : X™ — Y be any algorithm that
is Pheavy-pPrivate. Then, it has an input y* it outputs whenever it does not have a heavy input. For
any m > 2n + 1, let M’ : X™ — Y be the algorithm that on input S’ € X™ does the following:

1. It draws a uniform size-n subsample S without replacement from S’ and defines y = M(.5).

2. If S’ is heavy, it outputs y. Otherwise, it outputs y*.

Its clear that Ppeayy(M’) = 0. Therefore all that remains is to show that M’ is (8, 8" = O(8))-
equivalent to M for all 3. We will prove this with 8’ = (¢ + 1) - 8 where ¢ is the constant in
Claim 8.8. For this, we first observe that the definition of M’ immediately implies that for any
distribution D there exists a coupling of y' .= M’'(S’) and y := M(S) where S ~ D" and S’ ~ D™
satisfying that either 4y’ = y or y’ = y*. Furthermore, the latter case occurs with probability at
most Pr[S’ is heavy].

Now, let 7 be any statistical task that M solves with failure probability 5. On any input
distribution D, if y* is a valid output for the task 7 on input distribution D, then the failure
probability of M’ is strictly less than the failure probability of D. In this case, we are done.

Therefore, it remains to handle the case where y* is not a valid output of 7 on the distribution
D. Then it must be the case that Prg.pn[S is heavy] < 3, as otherwise, M would have too high of
a failure probability. In this case, the failure probability of M’ is at most the failure probability of
M plus the probability that S” ~ D™ is heavy. The first quantity is at most 3, and the second at
most ¢ - by Claim 8.8, giving the desired bound. O

Next, we observe that this notion of privacy allows for solving the FINDLIGHTELEMENT task:

Fact 8.11. For any y* € Y and n > 40, let M : X" — Y be the algorithm that does the following
on input S.

1. If S is not heavy, it outputs y*.

2. If S is heavy, an arbitrary element that appears < n/2 times in S if one exists. Otherwise,
also output y*.

Then, M is Phequy-private and solves FINDLIGHTELEMENT with failure probability exp(—Q(n)).

8.2 Removing Axiom 2
Removing this axiom leads to the easiest analysis, because we can just make everything private.

Definition 18 (The privacy measure that allows all algorithms). We define Py to be the privacy
measure for which Pa(M) = 0 for all algorithms M.

Claim 8.12. Py satisfies Azioms 1, 3 and /
Proof. This is immediate. O

Furthermore, since P, allows all algorithms, it trivially allows algorithms solving FINDELEMENT
(such as the algorithm from Fact 8.6).
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8.3 Replacing Axiom 3 with linear composition

Here, we will show that even if we don’t fully remove Axiom 3 but weaken it to linear composition
(i.e. ¢ =1 1in Axiom 3), it still allows for an ill-behaved notion of privacy. This measure of privacy
will use is a scaling of junta-size.

Definition 19 (Juntas). For any k € [n], an algorithm M : X™ =Y s a k-junta if there ezists a
size-k I C [n] and (possibly randomized) function f: X*¥ =Y for which, on any input S € X", the
output distribution M(S) is equal to that of f(Sr) where

S] = (5117' . "ka)‘

For example, the algorithm M : X™ — X? which outputs the first and last element of its dataset
is a 2-junta.

Definition 20 (Junta privacy). We define the junta privacy measure, Pjunta as follows: For any
M : X" =Y, we set Pijunta(M) = 2k/n where k is the minimum value for which M is a k-junta.

Claim 8.13. Pjunta satisfies Azioms 1, 2 and 4 and also Aziom 3 with ¢ = 1.

Proof. Axiom 1 is immediate since the definition of junta size is maintained under reorderings of
the sample and remappings of the domain. Axiom 2 holds because Pjunta-private algorithm can
only depend on half of their dataset, so the adversary cannot guess 0.9-fraction of the points. For
Axiom 4 given any M : X" — Y and any m > n, we construct M’ : X™ — Y to just run M
on the first n points of its size-m sample. If M is a k-junta, then M’ will still be a k-junta, so
Piunta(M') < Pjunta(M) - 2. Furthermore, the output distribution of M’ given a draw from D™ is
identical to that of M given a draw of D", so M’ is (8, ' = 8)-equivalent to M for any choice of 3.

Finally, Axiom 3 with ¢ = 1 holds because the composition of ¢ many k-juntas is always an £k
junta. ]

Next, we observe this definition of privacy allows for solving FINDELEMENT.

Fact 8.14. The algorithm M : X™ — Y which, on input S, outputs S1 both is Pjunta-private for
any n > 2 and solves FINDELEMENT with failure probability 0.

8.4 Removing Axiom 4

If we remove Axiom 4, we can just use a rescaled version of Definition 20. This rescaling converts
linear composition to strong composition, in exchange for losing linear scalability.

Definition 21 (Square Root Junta privacy). We define the square root junta privacy measure,
P imta as follows: For any M : X" =Y, we set Pjunta(M) = /2k/n where k is the minimum

value for which M is a k-junta.

Claim 8.15. P e satisfies Azioms 1 and 2 and also Aziom 3 with ¢ = 1/2.

junta

Proof. Axioms 1 and 2 hold exactly as they did in Claim 8.13. For Axiom 3, we once again use that
the composition of any ¢ many k-juntas is a ¢k junta. In this case, if M’ is the composed algorithm
and p = \/2k/n is the original privacy level, then,

P (M) < /20 = Vi - p. .
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Once again, we have that this notion of privacy allows for solving the FINDELEMENT task.

Fact 8.16. The algorithm M : X™ —Y which, on input S, outputs Sy both is P /mmgs-private for
any n > 2 and solves FINDELEMENT with failure probability 0.

8.5 DP-hardness of FindElement and FindLightElement

Lastly, we show that neither FINDELEMENT nor FINDLIGHTELEMENT have DP algorithms using
less than ~ /| X| samples. This completes the proof of Theorem 3.

Claim 8.17 (DP-hardness of FINDELEMENT). For any domain X and n < +/|X|/100, there is no
(e =1,8 =1/(10n))-algorithm M : X™ — X which solves FINDELEMENT with failure probability at
most 1/2.

Proof. For any algorithm M : X™ — X let us define

= P S) € S].
pM) = _Pr [M(S) € 5]
We first argue that any M that solves FINDELEMENT with failure probability at most 1/2 satisfies
p(M) >1/3.

For this, draw X’ to a uniform size |X|/10 subset of |X|. Then, let us consider the average
failure probability of M over a D := Unif(X"),

where the 1/2 upper bound is because, if M has a failure probability of at most 1/2 on any single
distribution, it also has a failure probability of at most 1/2 on average over any set of distributions.
Next, will switch the order of the above expectation:

X’~(]E5§m) [S~Un]E<X'>n[Pr[M(S) i X/”] = S0 [X]’EIS [PrIM(S) ¢ X7 |

Observe that conditioning on S = S conditions on all the values in S being part of X’. In particular,
for any = ¢ S, if we draw X' | S = S the probability that x € X’ is at most 1/10. Therefore,

E E [PrlM(S) ¢ X']|| > (1 — p(M))-0.9.
s0E o |ES[PHIMS) ¢ X7 | = (1= )
Hence, we have the desired condition that p(M) > 1/3.

Finally, we’ll show that no algorithm with p(M) > 1/3 can be (e, §)-DP. For this, we will argue
that for any such M, there exists some neighboring datasets S, S’ and element x s.t.

1 1
P =z < —— P N=z]>_—.
rM(S) =z] < T00m and rM(S") =z] > . (9)
We show the existence of such an S, S’, x via the probabilistic method: Let us draw S ~ Unif(X)",
@ ~ Unif(X), and ¢ ~ Unif([n]) independently. Then, we set S’ to be identical to S except with

the " element replaced with . We will show that,

Pr Pr [M(S) =] > 1/100n| < 1/100n (10)

S,z | randomness of M

34



For this, we use that S and x are independent, meaning

1
B P = =P =z < —.
S,z |:randomnerss of M[M(S) :12]:| I"[M(S) :B] - |X|
As long as | X| > (100n)2, we obtain Equation (10) by Markov’s inequality.
Next, we will show that,

Pr { Pr (M(S') =x] > 1/5n] > 1/10n. (11)

S’,x | randomness of M

For this, observe the distribution of S’ is simply Unif(X)™ and that ¢ is independent of S’. Then,
by the definition of p(M),

M) 1
P M(sy = 8] » PM 5 L
S’~Unif(X)"1:i~Unif([n])[ (5) Z] - n T 3n
Using the fact that S; = &, we can rewrite this as
1
p S = =P S)=x]>—.
S x randomnerss of./\/l[M( ) CC] I‘[M( ) .’L‘] — 3n

The above inequality implies Equation (11) by reverse Markov. Combining Equation (11) and
Equation (10), we have that with nonzero probability over S, S’ x, that Equation (9) holds. Since
S and S’ are guaranteed to be neighbors, this implies M is not (e, §)-DP. O

We will prove a similar bound for FINDLIGHTELEMENT. This proof will use a reduction to
Claim 8.17.
Claim 8.18 (DP-hardness of FINDLIGHTELEMENT). For any domain X and n < 7%, there
is no (e =1,0 = 1/(10n))-algorithm M : X" — X which solves FINDLIGHTELEMENT with failure
probability at most 1/2.

Proof. Suppose we had an algorithm M : X" — X that was (&, 0)-DP and solved FINDLIGHTELEMENT
with failure probability at most 1/2 over domain X. Let X’ be created by removing any one element,
z* from X (i.e. X' U{xz*}). We will show that the algorithm M’ : (X')* — X’ in Figure 3 is
(€,6)-DP and solves FINDELEMENT with failure probability at most 1/2. The desired result then
follows from Claim 8.17.

We first show that M’ solves FINDELEMENT with failure probability at most 1/2. Observe that
for any distribution D" over X', if we draw S’ ~ (D)™ and then create the sample S as in Figure 3,
then the distribution of S is D™ where D is the distribution that puts 0.7 mass on z* and the
remaining 0.3 mass is distributed according to D’. Hence, since M solves FINDLIGHTELEMENT with
failure probability at most 1/2, the output & = M(S) must be some element satisfying D'(x) > 0
with probability at least 1/2. Therefore M’ solves FINDELEMENT with failure probability at most
1/2

Lastly, we show that M’ is (g, §)-DP whenever M is (¢, §)-DP. For any Y’ C X’ and (S, (@) €
(X")™ differing in one coordinate, we wish to show that

PrM/((SWY) e Y] < - PrM/((SP)) € Y] + 6.
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Input: An (g,0)-DP algorithm M : (X)” — (X), solving FINDLIGHTELEMENT with fail-
ure probability at most 3, single element 2* € X, and sample S” € (X’)"™ where X' := X\ {z*}.

Output: The output of an algorithm M’(S") where M : (X")" — (X') is (¢,0)-DP and
solves FINDELEMENT with failure probability at most 5.

1. Draw by,..., b, ~ Ber(0.7).
2. Construct the sample S € X", by setting, for all i € [n],

s {x* ifb; =1

S! otherwise.

3. Let @ = M(S). If & # x*, output . Otherwise, output a uniform element of X”.

Figure 3: Reduction from FINDELEMENT to FINDLIGHTELEMENT

Since the choices of bq,...,b, in Figure 3 are independent of the input sample, it suffices to show
that for any fixed choice of b := by, ..., by,

PrM/((SDY) e Y | b=1b] < e - Pr[M'((SP)) €Y' | b=1b]+06. (12)

Fix any choice of b. Then, let S™ and S@ respectively be the samples S constructed in Figure 3
when given inputs (S (1))’ and (S (2))’ respectively, and when b = b. Then, we observe that S™) and
S also differ in at most one coordinate. Therefore, since M is (g, 8)-DP, for any Y C X,

PrM((SM)) € Y] < e - Pr[M((5P)) € Y] + 4.

Since the output of M’(S’) is formed by postprocessing the output of M(S), the above implies
Equation (12) holds for all fixed values of b. This means that M’ is indeed (g, 0)-DP, and the desired
result follows from the impossibility result of Claim 8.17. O
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A From TV-Stability to DP

In this section, we give the proof of Lemma 6.1 which we recall below.

Lemma 6.1. There is a universal constant 1 > p* > 0 such that if M : X™ — 'Y is an p*-TV-Stable
algorithm, then there exists a (3,50)-equivalent algorithm M’ : X™ — 'Y which is (e, 0)-differentially
private using

m=mn-0 <log(1/5) Jog(1/8) + log(1/5)> samples.

3

We firs recall the following notions of sample-perfect generalization and replicability:

Definition 22 (Sample perfectly generalization, [CLN*16, BGH"23]). An algorithm M : X™ —Y
is said to be (B, e, 6)-sample perfectly generalizing, if for every distribution D over X , with probability
at least 1 — 3 over the draw of S, S’ ~ D™ we have that for every Y CY :

e *PrM(S’) € Y| +6 < PrIM(S) € Y] < e Pr[M(S') e Y| + 6.

Definition 23 (Replicable algorithms [ILPS22]). Let M : X™ — Y, be an algorithm taking a set of
S € X" and using internal randomness r. We say that coin tosses r are T-good for A on distribution
D if there exists a “canonical output” s, such that

P S,r)=s5.]>1-—

M8 ) =5]>1-7
We say that M is (p, T)-replicable if, for every distribution D, with probability at least 1 — p, the

coin toss r drawn by M is T-good on distribution D.

In [BGH'23], the authors show how to transform a (3, €, §)-sample-perfectly generalizing (for
small enough 3, ¢, ) algorithm into a (0.1, 0.1)-replicable one. Then then give a transformation from
replicability to (g,0)-DP. We do the same: Lemma A.1 follows almost immediately from their result,
though for completeness, we will spell out the steps. Lemma A.2 is follows a similar proof strategy
as their result, but we obtain (3, O(/3))-equivalence rather than (8, O(8log(1/8)))-equivalence.

Lemma A.1. There exists a constant 1 > p* > 0 such that if M : X™ =Y is p*-TV stable then
there exists an algorithm M’ : X™ —'Y which is (0.1,0.1)-replicable. Furthermore, for any set S
the distribution M'(S) is the same as that M(S).

Lemma A.2. Let 1 > B,6,6 > 0 and M : X" — Y be (0.1,0.1)-replicable. There ezists a
(8,508)-equivalent algorithm M’ : X™ — Y, which is (e, d)-differentially private using

m=n- 0<1og(1/5)  Jog(1/B) + 10g(1/5)> samples.

3

Using the two above, the proof of Lemma 6.1 is straightforward.

Proof of Lemma 6.1. Let M : X™ — Y be p-TV stable, where p* is the constant of Lemma A.1.
Then there exists a (8, §)-equivalent algorithm M’ : X™ — Y which is (0.1,0.1)-replicable. The
lemma then follows by applying Lemma A.2 to M. O
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We now prove Lemma A.1, while we prove Lemma A.2 in the next subsection.

Proof of Lemma A.1. Let D by an arbitrary distribution over X. Since M is p-TV stable we have
by Markov’s inequality that:

o 1 [T (M(S), M(S) = Vp] < V7.

However, if dry(M(S), M(S")) < \/p, we clearly have that for every Y/ C Y

PriM(S’) € Y] =Pr[M(S) € Y] < Pr[M(S") € Y'| £ /p.
As such, it’s easy to see that M is (/p, 0, /p)-sample perfectly generalizing. From this point,
the proof follows from the work of [BGHT23]. We can first show M is (p*/4,0, /p + p'/*)-perfectly

generalizing (See Lemma 3.6 of [BGH'23]). This in turns implies that there exists an algorithm
M’ 2 X" =Y which is (10 - 20(2p"/* + p'/?), +)-replicable (See Theorem 3.17 and Claim 2.21 of
[BGH'23]). O
A.1 The proof of Lemma A.2

Our proof will follow the strategy of Theorem 3.1 of [BGH23]: the key idea is that if M is

replicable, one can draw many random strings 71, ..., 7. For each r;, we can draw multiple fresh
sets Si1,...,Si¢ ~ D" and run M(-,7;) on each of these to get answers y; ;. In [BGH'23], the
authors then run DP-selection on Y = [y1.1,...,Y1,6,--- Yk 1, -, Yke| to output a frequent element

from that set. Note that if a r; was 0.1 good, then most of these runs of M (o, r;) will output its
canonical answer s;;, so there will be “frequent answer” in the dataset ). Correctness then follows
by bounding how many of the elements in ) can “bad” answers to the statistical task we’re trying
to solve.

We proceed slightly differently, for each sets [y1.1,..., Y1)+, [Yk1s- - Ykel, We run a slightly
different version of DP-selection on each of these sets to get replies hi, ..., hy. In particular, our
selection algorithm is such that it outputs L with high probability when no element appeared many
times in the dataset. Indeed, there should be few random strings r which are 0.5 replicable but with
canonical answer s, being a “bad” answer. Indeed, we can show that if h; # L, it’s very likely that
h; is a “good” answer to the statistical task. As such, it suffices to return an arbitrary h; which
isn’t L.

Before diving into the proof, we recall the following results:

Lemma A.3 ([DRV10]). Let £,6 > 0 if My,..., My are (g,6)-approximate DP. Then their
composition (My, ..., My) is (ke, kd)-differentially private.

Theorem 5 (Theorem 3.6 of [DR14]). Let f: X™ — R be a function with sensitivity 1 5. Then for
any O CR and S, 5" € X™ differing on single entry:
r S)+ne0 <ef Pr S +mneO0).

nNLap(l/a)[f( )+n €0 nNLap(l/s)[f( )+mn €0
Theorem 6 (DP-Selection [KKMN09, BNS16, BDRS18]). There exists an (e, 0)-differentially
private algorithm DP-Select such that on input S € X™, the algorithm has the following property: If
n > O(log(1/d)/e) and the most common of the input dataset appears at least 0.2n more times than
any other element, then DP-Select outputs this element with probability 1.

8This means, that for any S, 8’ € X™ differ in a single entry |f(S) — f(S")| < 1
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With the above results, in mind we present our slightly modified DP-selection algorithm. Which
as eluded above returns I with high probability when no element appears 60% of the time.

Input: A set of S of n elements from X and parameters €, > 0.
1. Let max-freq(S) be the maximum frequency of any element in S.

2. Let
m = max-freq(S) + n and h = DP-Select(S5, ¢, )
where n ~ Lap(1/e).
3. Return h if m > 0.7n and L otherwise.

Figure 4: Pick-Heavy : A differentially private algorithm to find an very frequent element
of a dataset.

Lemma A.4. The algorithm Pick-Heavy (See Figure /) is (2€,20)-DP. Furthermore if
o (log(l/ﬁ) i 1og<1/6>>

3

the we have the following:
1. If an element appears at least 0.6n times in S, the algorithm outputs L or h at least 1 — 3.

2. If an element h appears at least 0.8n times in S, the algorithm outputs h with probability at
least 1 — 3.

3. If no element appears more than 0.6n times in h, the algorithm outputs 1 with probability at
least 1 — 3.

Proof. First, note that since, counting the maximal frequency of an element in S is a sensitivity 1
query, we have by Theorem 5 that line one line 2 computing m is done in (g, 0)-differentially private
way. Furthermore, since DP-Select is an (g, d)-differentially private algorithm, we have that line 2,
by Lemma A.3, corresponds to running a (2e,24)-DP algorithm to get the pair (m, h). Finally line
3 is just post-processing this pair, so we can conclude that the algorithm is (2¢,24).

We now turn to the correctness of the algorithm. It is well known (See Fact 3.7 in [DR14]) that:

—t
P =g =t

Let h* be the most frequent element in S. If h* appears less than 0.6n times, the algorithm will
return L as long as n < 0.1n. The proof of the Item (3) immediately follows from our choice of
n > O(log(1/8)/e).

Now assume h* appears at least 0.6n times. Then, h* appears at least 0.2n more times than
every other element in .S. Whenever this happens, the algorithm either returns L or A*. From this
Item (1) immediately follows.

Finally if h* appears at least 0.8n times. By our choice of n > O(log(1/5)/¢), we have n > —0.1n,
with probability 1 — 5. As such the algorithm will return A* with probability at least 1 — 3, proving
Item (2). O
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Input: A replicable algorithm M : X™ — Y. Sample to an unknown distribution D over X.
And parameters ¢,4, 8 > 0.

—1.5-1
Initialization: Let k = O(log(1/8)) and ¢ = O('288—0"))

S

1. Draw rq,...,r; random strings for M.
2. For each i € [k] :

e Draw sets S;1,...,S;¢ each made of n from D.
o Let TV = [Yi1,-..,Yis where y; j = M(S;;, 7).
e Run Pick-Heavy(T" ¢/2,5/2) to get h'.

3. Output h* as a uniformly random h’ which isn’t L. If no such h’ exists, output a
uniformly random element of Y.

Figure 5: Replicability to DP reduction

Using Pick-Heavy, we can now prove Lemma A.2.

Proof of Lemma A.2. Given M, we consider the algorithm M’ obtained by using the transformation
of figure Figure 5. We first prove (g,0)-differential privacy. For a given draw of ry...,r, two
neighboring input dataset 5,5’ can differs in at most one of the y; ;. Which means there is a
unique i* where S, S’ can differ on T%". By Lemma A.4, we have that each call to Pick-Heavy is
(2¢, 20)-differentially private. So by our choice of parameters for any O C X U {1} we have:

Pr[h" € O for S] < ¢ Pr[h" € O for S'] + 6.

On the other hand, all other h?, j # i* are identically distributed. So clearly on line 3 for any
O C X we have
Pr[h* € O for S] < e° Pr[h* € O for S'] + 4.

We now turn the correctness of the algorithm. We assume 5 < 0.2, as otherwise the bound of
58 on the correctness probability is trivial. Fix a distribution D over X and let Y* be the set of
“good answers” to the task 7 under the distribution D.

We let C' be the set of possible coin draws for M and C denote the distribution of the coin draws.
Since M is replicable, we have if we draw a random string r ~ C, with probability at least 0.9, it is
0.9 good. Hence let G be the set of 0.9 good strings in C. We denote by B the set of strings r such
that Prg.pn[M(S,r) & Y*]. Since M’s output is correct with probability at least 1 — 3, we have

Pr [r c B} < 28.
r~C

Finally, we let P = C'\ B, we have Pry¢[r € P] > 0.9—28 > 0.5. We will consider the distribution
of h' depending on wether r; € B, P or R\ P, B.

e First, assume we have r € P. This implies that r is 0.1-replicable and the canonical answer s,
is in Y*. Given ¢ independently drawn Si,..., Sy ~ D", by a standard Chernoff bound (and
making the hidden constant in ¢ large enough), we have that with probability at least 1 — 3/40
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less than 0.8¢ of the elements in T = [M(S*,7),..., M(Sy,7)] are s,. Assuming this holds,
by making the hidden constant in ¢ large enough, we can conclude using Lemma A.4 (Item
(2)) that Pick-Heavy(T,/2,5/2) returns s, with probability at least 1 — e~01 > 1 — 5/40.
This implies that if r; € P, line 2 of Figure 5 returns h® € Y* with probability at least
1—3/20 > 0.99.

o If r € B, given ¢ independently drawn Si,...,S; ~ D", in the worst case we have that
Pick-Heavy[M(S1,7) ..., M(Sy, )] always returns h € Y \ Y*.

e If r € R\ (BUG). Then, we must have Prg.pn[M(S,r) & Y*] < 0.5. Hence, given
¢ independently drawn Si,...,S8; ~ D" it follows by a standard Chernoff bound, that
the probability there exists an element y € Y \ Y* which appears at least 0.6n times in
T = [M(SY,7),..., M(Sg,7)] is at most $/10. Assuming no bad answer appears more than
0.6n times, we consider two cases:

— If some element h appears in T 0.6n times, this element must be in Y*. In this case
Pick-Heavy can only return h or L. (See Item (1) of Lemma A.4).

— If no element appears in T' more than 0.6n times, Pick-Heavy(T") returns | with failure
probability e~ < 3/10.(See Item (3) of Lemma A.4)

This implies that if »; € R\ (B U P), line 2 of Figure 5 returns h* € Y \ Y* with probability
at most (/5.

From the above discussion, we have that for each i € [k] on line 3 of Figure 5:
Pr[h' € Y*] > Pr[r; € P)(1 — 3/20) > 0.49

and
Pr[h' € Y \Y*] < Pr[r; € R\ (BUP)]-B/5+Pr[r; € B] < 8/5+ 28 < 2.28.
As such the probability the algorithm outputs a random value in Y, meaning every h! = 1 is
at most (1 — 0.6)°%) < £/10. Otherwise, the algorithm returns some h* # L in which case the

probability we return a bad answer is at most 2.25/0.49 < 4.95. So the algorithm of Figure 5 has a
failure probability of 4.95 + 5/10 < 50. O

A.2 The proof of Lemma 7.1

Finally, we sketch the proof of Lemma 7.1 (recalled below for convenience). As we already we
mentioned, the result is quite similar to that Theorem 6.2 of [BGH'23]. The proof of Lemma 7.1 is
identical, except for the last step where instead of calling the “Replicability to DP” theorem used by
[BGH'23] (Theorem 3.1 in [BGH"23]) we instead use Lemma A.2 presented earlier in this section.

Lemma 7.1. There is a universal constant 0.1 > « > 0 such that the following holds. Let
M 1 X" = Y be (0.1,a%/n3)-differentially private. Then for every £,6 > 0; there exists an
(e, 6)-differentially private algorithm M’ : X™ —'Y solving T using

og(1/3 + log(1/)og(1/9))

9

m=0(

samples and which is (B, 50)-equivalent to M.
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Sketch of the proof of Lemma 7.1. Let a be a enough small constant and M : X™ — Y be a
(0.1, a2 /n?) differentially private algorithm. Following the first two steps of the proof of Theorem
6.2 of [BGHT 23], we can get an algorithm M’ : X™ — Y which is (3, 3)-equivalent to M and using
m := O(n?) samples. Furthermore, M’ is (0.1,0.1)-replicable. We can now apply Lemma A.2 to get
a (B, 50)-equivalent algorithm M* = X m' Y which is (g, 6)-differentially private using

log(1/3) +log(1/5)> samples. =

m/ :m-0<log(1/6)-

B Rényi DP
In this section, we show that Rényi DP fits our axioms, that our axioms imply Rényi DP (up to a
loglog |Y'| factor), and that this additional factor is necessary.

Definition 24 (Rényi differential privacy, [Mirl7]). For any o > 1, > 0, an algorithm M : X™ —Y
is (a,e)-RDP if, for every S,S" € X" differing in only one of the n coordinates,

= ln<y~ﬁ(s'> KW)“D =

We recall some facts about Rényi-DP:

Fact B.1 ([Mirl7]). For any a > 0, Réyni-differential privacy has the following properties:

o Leta>1. If M: X" =Y is (a,e)-RDP, then for any S,S" € X" differing in exactly one
coordinate and Y' CY we have:

a—1

Pr[M(S) € Y] < (ef Pr[M(S') € Y']) @

e (Post-Processing) If M : X" =Y is (a,e)-RDP, then for any M’ :' Y — Z, the algorithm
M o M is (a,e)-RDP.

e (Non-Adaptive Composition) If M, M’ are («,e)-RDP algorithm then their non-adaptive
composition (M, M') is (e, 2e)-RDP.

o If M is (¢,0)-DP, then it is (o, e)-RDP.

B.1 Axioms imply Rényi DP

We prove our axioms imply Rényi DP, albeit with now a (small) dependency on |Y|. In particular
we prove the following:

Theorem 7. Let P be any privacy measure satisfying Axioms 1 to 4 and M : X™ — 'Y be any
P-private algorithm. For any €,9,8 > 0 and, ¢ the constant in Axiom 3 and p the polynomial in
Axiom 4, define

A (1 n? - log(log(]Y
m:()(r n ﬂ(;g(;g(\ D)

there is an (2,¢)-Rényi differentially private algorithm M’ using m’ samples that is (8,5 = O(B))-
equivalent to M.

> where 7 = max (n -p(n,l/ﬁ),ni) .
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The proof will rely on the following lemma.

Lemma B.2. Given a (0.1,0.1)-replicable algorithm M : X™ — Y solving a statistical task T
with failure probability B, there exists is (2,¢)-Rényi differentially private algorithm M’ : X™ =Y
solving task T with failure probability 58 and using

- <log2(6‘1) log(log([Y']))

m=mn-0 ) samples.
€

We delay the proof of the above, from which Theorem 7 follows easily.

Proof of Theorem 7. Let p* be the constant of Lemma A.1. We first apply Theorem 4 to M to get
a (B, f")-equivalent, 5’ = O(f), and p*-TV-Stable algorithm M’ : X™ — Y. We have that M’ uses

m = O(r? - n?/B%) where r = max (n - p(n, 1/5),nﬁ) samples.
The proof then follows by applying Lemma B.2 to M’. O

Theorem 8 (Stable selection from [BDRS18]). For every 0 < p <1, and w > 1/,/p, there exists
an algorithm M : X™ — X for the such that for every 1 < a < w, M is (o, pa)-Rényi-DP. The

algorithm uses
1 Y
n=0 (w log (1 + og(||))> samples,
pw

and if the most common element appears at least 0.2n more times than any other element, the
algorithm outputs this element with probability at least 2/3.

We will need the following corollary:

Corollary B.3. Let 0 < € < 1, there exists an (2,e)-Rényi differentially private algorithm

RDP-Select such that on input S € X", the algorithm has the following property: If

~ (log(1

w20 (E P oglogv1)).
€

and the most common of the input dataset appears at least 0.2n more times than any other element,

the algorithm RDP-Select outputs that element with probability at least 1 — 3.

Proof. Let k= O(log(1/5)),p =¢/2k,w = O(1/p) and
n=0 (w log (1 + log(M))) =0 (wlog(long)) .

pw €

Let M : X™ — X be the algorithm obtained from Corollary B.3 using p,w as above. We have
that M is (2,¢/k)-Rényi DP. We will consider the following algorithm M’ : X™ — X, which on
input S € X" runs k copies of M(S) in parallel to obtain (hi,...,h). And finally outputs the
most frequent element among (h1, ..., hy) (breaking ties arbitrarily).

First, by Non-adaptive Composition and Postprocessing (See Fact B.1), it’s easy to see that
M’ is (2,e)-Rényi DP. Now assume, that there exists some element h* which appears at least 0.2n
more times than any other elements in S. It follows by a standard Chernoff bound (and setting the
hidden constant in k to be large enough) that with probability at least 1 — /3 strictly more than half
of the k copies of M returned h*, in which case M’ returns h*. O
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With the above algorithm, the proof of Lemma B.2 follows the same pattern as the proof of
Lemma A.2. We thus only sketch the proof.

Proof sketch of Lemma B.2. If we replace DP-Selection in Pick-Heavy by RDP-Selection, using
Fact B.1 it’s easy to see that the resulting algorithm would be (2,2¢)-RDP. Furthermore, the
resulting algorithm the same correctness guarantees as the one we gave in Lemma A.4 (except the
error probability is now 1 — 23). Finally, given a (0.1,0.1)-replicable algorithm M : X" — Y we

can use the same reduction as the one of Figure 5, but with the Rényi-DP version of RDP-Selection

instead, and setting ¢ = O (M log(log(|Y|)). By appropriately setting the hidden constants in

3

¢ and k the resulting algorithm would be (3, 53)-equivalent to M, and it would use

n-0 (log(lg/ﬁ)Z log(log(\Y\)> samples. O

B.2 Rényi DP satisfies the axioms

We now define our stability measure Prpp as follows:

Definition 25. For an algorithm M taking n samples let € be the smallest value such that M is
(2,e)-RDP. We set

Prop(M) = Ve.
Lemma B.4. Prpp respects Aziom 1.

Proof. We observe for any S, S” that differ in one coordinate and permutation 7 : [n] — [n], that
7(S) and 7(S’) still differ in one coordinate. Similarly, for any o : X — X, ¢(S) and o(S’) differ in
(at most) one coordinate. Therefore, if M is (2,¢)-RDP, it is still (2,e)-RDP after preprocessing. [

To prove RDP respects Axiom 2 we will need the following fact:

Fact B.5. Let M : X" =Y, A:Y — X" be algorithms. Fiz S € X",i € [n] andz € X. If M is
(v, €)-Rényi differentially private then we have:

a—1

Pr[S; € AM(S))] < (ee Pr[S; € A(M(Sxﬁl))]) o
where S,_,; denotes S with i-th element set to x.

Proof. S and S,_,; differ on at most 1 coordinate. By postprocessing (second item of Fact B.1)
meaning A o M is also (a,)-RDP. The result then follows from the first item of Fact B.1. O

Lemma B.6. Prpp respects Aziom 2.

Proof. Let D an arbitrary distribution over X with ||D||s < 1/100n2. Let M : X" — Y be an
(2,¢)-Rényi differentially private algorithm and let A :Y — X™. We will show that:

e/2\/n
10

<

SlED” [Z Iz € S']

8/ A(M(S)) Lzes
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In particular, if Prpp(M) < 1, which implies M is (2,1)-RDP, we have es/fo‘/ﬁ < 0.2n proving
the lemma. We want to bound

sE)n [Z Iz € S']

8/ A(M(S)) Lzes

= E Pr [Sl € Sl]
- S~D"
i=1 8" A(M(S))

Since M is (2,¢)-RDP, for any i € [n] and € X we have, by Fact B.5, that:

1/2
. < o£/2 . ) )
P18 € AMES)] < 2 ( Py [5: € AM(S)])
Where S,_,; is the set obtained by setting the i-th element of S to x. This implies that:

Pr S; € 8= Pr |
S~D"™ S~D"™
S’ A(M(S))

Si € AM(S))]

1/2
< /2 <SNp7gn[s,- € A(M(Swi))]> )

x~D

S~D"
x~D

1/2
:e€/2< Pr [meA(M(S))]) .

Where the last line follows from the symmetry of S; and . Hence, we have that:

n 1/2
nl — €/2
E, > lze s Ze (Sglr)n[w € A(M(S))])
S/ A(M(S)) LzeS i=1 2D
1/2
<n-ea/2<sup <Prmwp[ac65]>> )
SeXxn
Since || Do < 100#797 we have that for any S € X", Pryp[x € S] < 155-2. From which we can

conclude that for all n € N, Axiom 2 holds since:

E, [Z 1z € 8]

S/ A(M(S)) Lzes

<

Lemma B.7. Prpp respects Aziom 3 with composition constant ¢ = 1/2.

Proof. We define ¢’ := ¢'/2¢. Say we have algorithms M*, ..., M’ each taking n samples and with
(712 > Prpp(M?). By definition, this implies each M is (2, $)-RDP. Then, by Fact B.1 (Non-
adaptive composition), we have that the algorithm M’ = (M!,... M) is (2,1)-Renyi differentially
private. Thus, Prpp(M’) < 1, meaning M’ is Prpp-private. O
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Before proving Prpp fits Axiom 4, we will need the following result about amplification for
Rényi-differential privacy:

Theorem (Rényi Amplification by subsampling, [WBK19]) Given an algorithm M : X™ — Y .Let
m > n and consider the randomized algorithm M’ : X™ — Y which on input S € X™ subsamples
without replacement n elements from S and runs M the subsampled dataset. If M is (2,e)-RDP,

then M'is (2,&")-RDP where
2
I < NT L (ef .
¢’ <log (1+4<m> (e 1)>

We can now prove the following:

Lemma B.8. Prpp respects Aziom 4 with p(n, %) = 1. For any choice of B, the resulting algorithm
M’ is (B, B)-equivalent to M.

Proof. Let M : X™ — 'Y be Prpp-private. We have that M is (2,1)-RDP. Let such that Let k > n,
by applying Rényi amplification by subsampling with m = nk, we get an algorithm M’ : X™ — Y
which is (2, e)-RDP where

e < log <1 +4 (%)2 (e— 1)> < log <1 +38 (;)2> < 16(n/m)? = g.

As such we have that Prpp(M’) < (/13 = £.

Furthermore, M’ simply runs M on a subset of its input which is subsampled without replacement.
So we clearly have that the distribution M’(S’) where S’ ~ D™ and M(S) S ~ D" are identical
for any distribution D over X. So M’ and M are (8, 8) equivalent for every choice of . O

B.3 Tightness of Theorem 7

Theorem 7 converts an algorithm M : X" — Y that is P-private into a new an equivalent RDP
algorithm with a new sample size m’ depends on loglog |Y'|. Here, we show that loglog|Y| term is
necessary.

Lemma B.9 (Separation between (g,d)-DP and RDP). For every output domain Y, there is a
statistical task T satisfying

1. For every ,0 and n := poly(1/e,log(1/0),log(1/5)), there is an (g,d)-DP algorithm M :
X" =Y solving T with failure probability 0.

2. Any (a = 2,e = 1)-RDP algorithm M’ : X™ — Y that solves T with failure probability 1/2
must use m = Q(loglog |Y|) samples.

Since (g, 6)-DP fits our axioms (Theorem 2), Lemma B.9 implies that the loglog |Y| term cannot
be removed from Theorem 7. This separation is based on stable selection and is similar to the
lower bound from [BDRS18], though we specialize to the o = 2 case. Lemma B.9 follows from the
following claim.

49



Claim B.10 (Weak group privacy for RDP). Let M : X™ — Y be any (o = 2,¢)-RDP algorithm.
Then, for any S,S" differing in k coordinates and y €Y,

Pr[M(S') = y] > (Pr[M(S) = y])*" - e~ 7=,

Proof. We prove this by induction on k. If kK = 0, we have the PriM(S’) = y| > Pr[M(S) = y]
which clearly holds because S and S’ must be the same.

For k > 1, let S™id) he a sample that differs from S’ in 1 coordinate and from S in k — 1
coordinates. Then, by rearranging the first item of Fact B.1,

PrM(S") = y] > = - PrIM(ST) = y*.
We apply the inductive hypothesis and obtain
PHM(S') = 3] > e - PrIM(S™™) = 32
> o ((PrM(S) = g e e’

= (PrM(S) = y))?" - e 7=, 0

Proof of Lemma B.9. Fix any output domain Y and let X =Y. Consider the statistical task T that
is defined for any distribution D where there is some z* with all the mass (i.e. D(z) = 1). For such
D, the only valid response of the task D is this *. Put differently, for an algorithm M : X" — Y
to solve T with failure probability § is equivalent to M({x,z,...,z}) = x with probability at least
1 — § for all choices of x.

The first requirement of Lemma B.9 is satisfied by the selection algorithm of Theorem 6. Therefore,
all that remains is to prove a lower bound against RDP algorithms. Fix any (o = 2,6 = 1)-
RDP algorithm M’ : X™ — Y that solves the task 7. Then, for each y € Y, we have that
M ({y,vy,...,y}) =y with probability at least 1/2. Then, since any set S € X" differs from the set
{y,9y,...,y} in at most m coordinates, we can apply Claim B.10 to obtain for any set S and y € Y,

Pr[M(S) = y] = (e71/2)*".
Since it must be the case that »_ . Pr[M(S) = y| = 1, we have that,
V] (e /2P < 1.

This implies that m > Q(loglog|Y|), as desired. O
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