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Abstract

The rapid deployment of Al models necessitates robust, quantum-resistant security, particularly against
adversarial threats. Here, we present a novel integration of post-quantum cryptography (PQC) and zero
trust architecture (ZTA), formally grounded in category theory, to secure Al model access. Our framework
uniquely models cryptographic workflows as morphisms and trust policies as functors, enabling fine-grained,
adaptive trust and micro-segmentation for lattice-based PQC primitives. This approach offers enhanced
protection against adversarial Al threats. We demonstrate its efficacy through a concrete ESP32-based im-
plementation, validating a crypto-agile transition with quantifiable performance and security improvements,
underpinned by categorical proofs for Al security. The implementation achieves significant memory efficiency
on ESP32, with the agent utilizing 91.86% and the broker 97.88% of free heap after cryptographic operations,
and successfully rejects 100% of unauthorized access attempts with sub-millisecond average latency.

1 Introduction

The increasing global reliance on Al models presents unprecedented cybersecurity challenges, exacerbated by
the imminent threat of quantum computing to conventional cryptographic systems. This convergence of Al,
quantum advancements, and cybersecurity demands a new paradigm for securing sensitive data and intellectual
property. Current Al security strategies often leverage Zero Trust Architecture (ZTA) principles, emphasizing
explicit verification, least-privilege access, and continuous monitoring to protect against adversarial attacks, data
poisoning, and model inversion. Simultaneously, the development of Post-Quantum Cryptography (PQC) of-
fers quantum-resistant algorithms, such as the NIST-defined ML-KEM (FIPS-203) and ML-DSA (FIPS-204) [EI],
designed to nullify attacks from quantum computers that exploit weaknesses in classical encryption. While sig-
nificant efforts have been made in practical PQC deployment within secure communication systems , and ZTA
has shown promise in granular access control for Al , a critical limitation lies in the lack of a formal, integrated
framework that systematically combines these advancements. Traditional approaches to cryptographic algo-
rithm performance analysis often overlook the need for a unified theoretical structure to model their abstract
relations and compositional properties.

Category theory gives a framework to capture cryptographic primitives and their interactions, formalized as
morphisms and functors to maintain algebraic consistency. Cryptographic protocols are themselves composi-
tions of operations described within this theory as commutative diagrams and universal properties allowing to
abstract away from computation details focusing on invariant structure rather than calculation.

1©2025 Nature Scientific Reports. Personal use of this material is permitted. Permission from Nature Scientific Reports must
be obtained for all other uses, in any current or future media, including reprinting/republishing this material for advertising or
promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted
component of this work in other works.


mailto:Ilias.Cherkaoui@WaltonInstitute.ie
mailto:ciaran.clarke@wit.ie
mailto:JHorgan@wit.ie
mailto:Indrakshi.Dey@WaltonInstitute.ie
https://arxiv.org/abs/2511.21768v1

Recent years have seen a rise in interest in formal methods to secure Al systems against quantum and
classical attacks. [[17] and [20] pioneered category-theoretic modeling and verification of post-quantum crypto-
graphic protocols, but their work does not explicitly consider zero-trust principles. Meanwhile, [18] and U.S.
Department of Defense [4] have furthered zero-trust architectures for AI but without the benefit of category-
theoretic abstractions or post-quantum cryptography to the degree that we do. Just recently, [19] studied hybrid
PQC-ZTA frameworks, which, however, lack the formal composition guarantees present in category theory. We
combine these perspectives by introducing a category-theoretic framework that smoothly composes PQC and
ZTA, allowing for a rigorous security treatment and efficient implementation on resource-limited devices.

This frameworks stores probabilistic effects using the monads to distinguish between deterministic logic and
randomness, and utilizing functors and natural transformations to encode parameterized schemes, whereas set
theory treats objects as unstructured collections but that does not provide relationship information, for instance,
the system public matrices relate to secret keys for a problem such as Learning With Errors (LWE). Nevertheless,
the encryption based on this LWE Engel expansions can be ameliorated by deterministic randomness, and
provide structure from a seed. This helps in security proofs while efficient sampling for the generation of large
matrices directly from a seed saves on costs in communication and storage. Moreover, Engel coefficients are
non-decreasing and chaotic under shuffling, structured yet unpredictable, therefore, this nonlinear recurrence
sidesteps any linear dependencies that could be targeted in a reduction attack.

This work introduces a novel framework that systematically combines post-quantum cryptography (PQC)
with zero trust architectures (ZTA) for Al model security, utilizing the formal mathematical rigor of category
theory. Unlike traditional approaches, our categorical framework captures cryptographic primitives and their
interactions as morphisms and functors, enabling a compositional and algebraically consistent description of se-
cure systems. This abstraction allows for fine-grained policies and adaptive trust, while also providing enhanced
protection against adversarial Al threats. Category theory offers a unique lens to abstract away computational
details, focusing instead on invariant structure and formal proofs, distinguishing between deterministic logic and
randomness, and encoding parameterized schemes. Recent efforts have demonstrated a practical approach to
PQC deployment within the communications security of a one-time use proofing system, establishing an access
model that forms the foundation of quantum-safe Zero Trust Network Access (ZTNA) [2]. However, while
much current research on PQC algorithms focuses on performance analysis, their formalization using category
theory has not yet received sufficient attention [3] Consequently, we have here an opportunity to showcase how
category theory could model these abstract relations and compositional structures for bringing into one picture
the modular components of PQC and the larger systems that such modules can compose among themselves.

Zero Trust principles explicit verification, least-privilege access, and continuous monitoring are the key ele-
ments in securing Al systems from adversarial attacks, data poisoning, and model inversion [4]. For instance,
granular access control systems and micro-segmentation in ZTA reduce risks involved with the AI black-box
nature so that only authenticated entities can engage with sensitive models. Another recent work emphasizes
the importance of encryption, behavioral analytics, and context-aware policies in securing the entire workflow
of AL The latest proposals suggest Information-Theoretic Security (ITS) protocols for decentralized networks
using multi-party computation and ZTA, augmented by blockchain technology, with the intention of addressing
ransomware threats [5]. In this work, relying on category theory, the compositional structures represent the
wire-tap channel model of ITS, depending on adversarial noise assumptions, to visualize the trust relations in
ZTA workflows, expressing secure channels of communication between pairs of authenticated entities as mor-
phisms while functors would map cryptographic primitives under policy-driven access controls.

Other developments have seen advances at the intersection of these domains. [21] have theorized category-
theoretic_formulations for post-quantum schemes, while [22] formulated zero-trust models for AT model pro-
tection. [23] have explored lattice-based cryptography in edge AI and [24] have designed categorical semantics
for adaptive security policies. [25] attempted to formally verify the quantum-resistant protocols, and [26] have
researched micro-segmentation procedures. These solutions show little integration among the categorical, post-
quantum, and zero-trust dimensions and remain mostly siloed. Our approach serves to fill this gap by presenting
a unified framework that stitches the advances toward a formally-verified architecture for Al security.

The remainder of the paper systematically builds its case for a quantum-resistant ZT Al security framework.
Following the Section 1, which establishes the critical need for robust, quantum-resistant Al security, Section 2
is presented to detail the specific cryptographic scheme employed—LWE augmented by Engel expansion-based
deterministic randomness. This then naturally leads to Section 3, which provides the formal mathematical
rigor using category theory to model the abstract relations and compositional structures of the cryptographic
primitives and their interactions, thus establishing a theoretical foundation for the proposed security frame-
work. With the theoretical underpinnings in place, a ZTA is introduced in Section 4, outlining the practical
implementation of the PQC and ZTA integration. This sets the stage for Section 5, where the efficacy of the
implemented system is demonstrated through empirical data on performance, memory, and power consump-



tion. Subsequently, Section 6 offers a deeper quantitative understanding of the system’s behavior and the
advantages of the categorical approach. Finally, Section 7 discusses the broader implications of the findings, in-
cluding information-theoretic security, and solidifies the practical and theoretical advancements of the proposed
framework before concluding the paper in Section 8.

Notations - General mathematical symbols include z and a; for Engel expansion elements, [-] and |-| for ceiling
and floor functions, N for dimension bounds, j; for logistic map indices, and o for the noise parameter. We
use Zq, N, R, and R for number sets, « as a restricting term, ¢ for the golden ratio, and ®~! for the inverse
CDF of a normal distribution. Probabilistic concepts are denoted by U(-) for uniform distribution and N (y, o?)
for normal distribution. Performance metrics include AP for power delta, A% for percentage difference, and A
for decay rate. LWE-specific symbols include A (public matrix), s (secret key), e (error vector), p,¢q (moduli),
€; (message bit), r (random vector), and ¢, ¢y (ciphertext components). Algorithms are denoted by KeyGen,
Encrypt, and Decrypt. Data structures include P, (polyset), P; (message space), and Py (terminal object).
Security concepts feature PPT (Probabilistic Polynomial-Time), ITS (Information-Theoretic Security), SNR
(Signal-to-Noise Ratio), Main SNR, Eaves SNR, d (noise advantage), CPA (Chosen-Plaintext Attack), and
LRU (Least Recently Used).

Categorical notations are central to our formalization. C,D, &, S represent generic categories, with X, f as
objects and g, h as functors. Operations include o (composition), 7 and = (natural transformations), 2 (iso-
morphism), X (product), LI (coproduct), ™ (pullback), and s (pushout). Hom denotes a hom-set, id an identity
morphism, < a monomorphism, and — an epimorphism. Functional notation uses Az.(...). Specific cate-
gorical structures include T' (endofunctor), Y(e) (Yoneda embedding), £ (category of Engel expansions), Set
(category of sets), Set®” (functor category), RPCirc (Randomized Probabilistic Circuits), 8 (braiding), i (ap-
proximate lift), Rang K (Right Kan extension), g (presheaves), F (presheaf of LWE instances), Mod (category
of modules), Mod/p (slice category), and 7 (projection functor). Higher-level categorical constructs include
Cpqc (category of PQC primitives) and Ob(Cpgc) (its objects). Monadic structures are represented by KI(T')
(Kleisli category), K (key space), M (message space), C' (ciphertext space), TC, T M (monadic transformations),
A, Ae (diagonal maps), P(X) (probability monad), d, (Dirac delta), and px (monad multiplication). Statis-
tical distances are quantified by W1 (X, Y") (Wasserstein distance), I'(X,Y") (joint distributions), E (expectation),
[| - ]l2 (Euclidean norm), C(f) (consistency score), € (error bound), m (message), Encg (encryption scheme),
P; (parameter set), Pady,,(s1) (padding), Truncy,(s1) (truncation), I(A; B) (mutual information), R (secure
rate), Nqdy (adversarial noise transformation), U (forgetful functor), d(-,-) (statistical distance), Advﬁ"gd (ad-
versarial advantage), @ (number of queries), SD (statistical distance), CV (Coefficient of Variation), and IQR
(Interquartile Range).

2 Zero-Trust Architecture and algorithm design

The integration of our post-quantum cryptographic scheme into a zero-trust network architecture is described,
including the role of ESP32-based brokers and agents, micro-segmentation worth, context-aware authentication,
and ephemeral access policies, all designed to enforce least-privilege access and continuous verification for Al
model deployments.

The traditional perimeter-based network security model, often exemplified by VPNs, assumes inherent trust
once a user gains initial network entry, a fundamental flaw that permits lateral movement by attackers. In
contrast, the Zero Trust Architecture (ZTA) paradigm eliminates this default trust, mandating continuous veri-
fication of identity for every access attempt. Its core principles—explicit verification, least-privilege access, and
continuous monitoring—are critical for safeguarding AI systems against adversarial attacks, data poisoning,
and model inversion.

Our design integrates PQC, specifically LWE using Engel expansion-based deterministic randomness, to
establish a quantum-safe foundation for this ZTA. This integration ensures that all communications and access
controls within the demilitarized zone (DMZ) are resistant to quantum computing threats. The system architec-
ture, illustrated in Fig. [ll, demonstrates this quantum-safe ZTA design. An external client initiates a request by
generating a unique cryptographic fingerprint derived from a secret seed, structured using deterministic chaos
for quantum resistance. This request, with the client’s identity embedded in its encrypted payload, is routed
to an ESP32 broker. The broker acts as a gatekeeper, decrypting the payload with a pre-shared secret key and
validating the client’s cryptographic proof. Any client device failing this authentication is redirected, isolating
it from the private network.

The approved request then proceeds to a Zero Trust Agent located within the DMZ buffer zone. This Agent
performs multi-faceted validation, encompassing not only client credentials but also contextual information



such as role, time of day, and the specific AI model requested. Beyond the DMZ, AI models reside in a tightly
controlled Local Area Network (LAN) zone. Access to these models is strictly based on ephemeral, role-specific
permissions. This practical ZTA implementation finds its formal grounding in our categorical framework.
Granular access control systems and micro-segmentation within the ZTA, which limit risks associated with the
AT black-box nature, are explicitly linked to the categorical model. Here, secure channels of communication
between authenticated entities are represented as morphisms, while functors map cryptographic primitives under
policy-driven access controls. This categorical linkage ensures algebraic consistency and provides a principled,
compositional way to reason about trust relations and security policies within the ZTA workflow.

Client Broker Agent

=l

=

==

Secure Zone

Figure 1: ZTA design for signed using quantum-resistant SSL encryption and time-stamped requests, with a
privilege LAN zone separated with access only upon authentication for pre-approved resources.

Our cryptographic scheme leverages the Learning With Errors (LWE) problem, augmented by a novel
approach to parameter generation rooted in Engel expansion-based deterministic randomness. This method
generates the core LWE parameters—public matrices, secret keys, and error vectors—from a secret, irrational
seed. The key advantage of using Engel expansions for this purpose lies in its ability to introduce a structured
yet unpredictable form of randomness. This deterministic approach simplifies security proofs, enables efficient
sampling for large matrix generation (reducing communication and storage costs), and crucially, sidesteps linear
dependencies that could be exploited in reduction attacks, thereby enhancing the scheme’s quantum resistance.
The LWE cryptosystem operates through three primary conceptual stages: a) Key Generation: A public matrix
and a private secret key vector are derived from the deterministic random sequence generated by the Engel
expansion. An error vector, also influenced by this sequence, is incorporated to introduce the necessary noise
for security. b) Encryption: To encrypt a message, a random vector is generated, again using the deterministic
randomness. This vector is then used in conjunction with the public matrix and a scaled representation of the
message to produce two ciphertext components. ¢) Decryption: The recipient uses their private secret key to
process the ciphertext components. A decision rule, based on the proximity of the result to certain thresholds,
allows for the recovery of the original message, effectively filtering out the introduced error.

A real number z €]0, 1] can be represented as

1 1 1
r=—+
a1 G162  ai1a203

(1)

such that {a1,as,...} are integers obtained given a seed x €]0,1] by the following recursion [H] The initial

point is z1 = x. For every i > 1: a; = Li—‘ and x;4+1 = a;x; — 1. When x,4; = 0 the algorithm is stopped.
Otherwise, we resume once again for ¢ + 1. The indices are handed using the logistic map (chaotic [E] to add

randomness)
jk = LN . :L'kJ, Tk+1 = 4CL’k(1 - Ik). (2)

To shuffle, a; <> a;, are swapped for i =1,..., N. For the LWE encryption [@] let us consider x €]0, 1] a secret

irrational number, p, ¢ are moduli with ¢ > p, where n the dimension set prior for the lattice, and {a1,as,...}

the Engel sequence [6]. First, key generation [L1] occurs as: A € Zg*", s € Zy, e€Zy. Let A be a matrix

that is made public A;; = a;, mod p for k € [1,n?] with a;, < a (where « a restricting chosen term) and s a
1

private key s; = a;, mod ¢ for k € [n*+1,,n?+n] and e an error vector e; = — > i jpilar; —ay,) for ke
n :

[n* +n+1,,n% + 2n]. To encode, let & € {0,1} be the mean of {e;};c[1,n] and compute a random vector
rli] = ar mod 2 for k € [n?+2n + 1,,n2 + 3n], and then the encrypted text ¢; and cac can be derived as,

¢t =ATr modgq, co=blr+e [%J mod gq. (3)



The decryption can then be derived as follows

_ 0 ifng—ST01|<%
! 1 otherwise

3 Categorical Visualization

The reformulation is undertaken in the below section to reframe the steps of the cryptographic processes in
terms of category theory. By considering Engel sequences, shuffling operations, and components of the LWE
as objects, morphisms, and functors, respectively, we shall instantiate commutative diagrams and universal
properties that embody the compositional and invariant structure of the cryptosystem and thus allow one to
reason about security and transformation in an entirely rigorous way.

Category theory provides a powerful abstract language to formalize and visualize the complex interactions
within our quantum-resistant ZTA. In this framework, cryptographic primitives and their secure transformations
are rigorously defined, allowing for a compositional and algebraically consistent description of the entire system.
Let us consider the category D with the objects (X, f) having a set X, an endomorphism f : X — X and the
commutative squares that preserve the dynamics are the morphisms. The integer sequence {a;};en forms
the objects for the S category and the shuffle transformation on those sequences are the morphisms. The

forgetful functor that denotes the Engel expansion is defined as g : D — S; g((]O, 1], ¢)) = { {i-‘ } . and the
1€

endofunctor  : S — S denotes the shuffle h({a;}) = {a,;)} with o the logistic map-based permutation. Let
n:hog= goh (o denotes composition) be a natural transformation [L3] such that the diagram

(10,1],¢) —2—— (NV,3))

(]O’ 1]7¢) ﬁ (NNaw)

commutes up to an isomorphism [16].
The fiber product object (X, ¢) x w4 (X, ) represents initial condition x of which the Engel sequences when
shuffled they agree under g o h and h o g with a pullback diagram [[14]

(X, ) —F— (N, 9)

.

(Xv (b) ﬁ (NN7¢)
The fiber co-product (NY, ) Ucx,4) (NY, %) stands for the Engel sequences with an /& shuffle where the pushout
diagram [[L5] is as follows

P, 25 P, 2P,

1

P]TC_I

Let E :]0,1] — NY denote the Engel expansion and C' : N¥ —]0,1] denote the convergent series, they
both allow a duality adjunction Homp ((]0,1],¢), (X, f)) = Homs({a;},g(X, f)) such that C o E = idjg
and F o C 2 idyw. Considering the monomorphism formed by the one-to-one inclusion 4 :]0,1] — R and
the epimorphism that surjects E onto a correct Engel sequence. The recursion from the expansion series

gives a Schonfinkelization currying the function )\x.(a(:r),)\ac’.(a(;v’), . )) 0,1 = N x (]0,1] = N x ---)

mapping a seed x to a the development function and matching the fixed point T'({a;}) = {a;} of an endofunctor
1

T:D—=D;T(X,f) = (X x N, (z,a) — (f(x), [-D) with zo = x €]0,1] as an initial object and ¢(z;) =
x

(aj, ¢iy1)where a; = 3% , Tiy1 = a;x; — 1 as the morphism leading to the D category terminal object

Tit1 = 0.
Let ¢ > 0 and n € N be the dimension, we consider over Z, a structured set of n-dimensional vectors
denoted as polyset P, := Z2 = {(21,...,2n) | #; € {0,...,q — 1}} which can represent encrypted text, public



matrix or the secret key, with P; = ¢ the message space {0, 1} scaled by | %] and Py = * the terminal object.
The probabilistic polynomial-time (PPT) algorithm consisting of the morphism f : P, — P, is described as
f(x) = Alg(x;r), r <« Sample(R), where the cryptosystem is

KeyGen: Py — P, x P, (x+— (A,s))
Encrypt : P, X P1 = P xP1 ((A,&) — (c1,¢2))
Decrypt : Pp, X P, = P11 ((s,(c1,¢2)) — &) (5)

with the public matrix A;; = af;,2) mod p € P, and secret key s; = afp241,n24,] mod g € Pp. Hence, the
encryption becomes a bi-categorical push-out

P, —25 P, 2P,

P ———C

The Yoneda completion [12] embeds the error vector into a functor category: Y(e): & — Set®” this fully
faithful embedding yields

E— Y  ,Sett”

eJ( J{EIIDecrypt

with E here denoting the category of Engel expansions and e becomes universal while leakage attacks should be
carried on presheafs. The error vector through Yoneda is e; = 2Hom ¢nger (—, Y j=1(ak, — ax,)) and to compute
J#i

the cipher ¢; = ATr mod ¢, ¢z =b’r+¢ || mod q.

Let A € RPCirc be a public matrix in the category of randomized circuits for probabilistic operations and
s € RPCirc a secret key vector with a braiding 8 from chaotic the logistic map [J], that encodes the shuffling
Benc(A ®8) = s® h(A) and encrypts using ¢1 = (Benc(A ®s),r), c2 = (Benc(b),r) +€;|¢/2]| which proves the
possibility of decryption since its a commutative braiding diagram (inversibility).

A®S%S®A

R
R

h(A)®s ? s®h(A)
dec

By extension, a dynamical system approximating the behavior of shuffled sequences might be constructed. To
define such an extension as a functor D — £ with a universal natural transformation € : Ranp K o F = K that is
called the right Kan extension Ranp K of K along F', let us consider the two functors F: C — Dand K : C — £.
Let o : S — D be a functor such that h = Rang(hog). For the constraint goh = hog, the constructed extension
is the best approzimate lift of h(g(X)) back in D. Let us define a presheaf F € £, F(z) = {(A,s,e)/z € (0,1)}
with A;; =ar mod p, s; =ar modgq, e = %Zj#(akj —ag,)-

Let Mod be a category of modules over a ring R, the slice category Mod/p is the category with objects
(A, f: A— p) that are modules with maps to a fixed p, and morphisms A 25 B where f’ o g = f and consider
in this case the objects (¢, ¢ : Zy — Z,) and the projection 7 : F — Mod maps (¢, (Ag, Sq,€,)) — ¢ such that

F —T - Mod

RPCirc T Mod?

and the following triangle morphisms are commutative

(@, 0q : Zqg — Zp) (@' g : Ly — Zyp)

!
bq
ZP



Consider in Mod/p the morphisms f : ¢ — ¢’ offering compatible modulus reduction ¢4 = ¢4 o f (compatibility
of modulus reductions) as a consequence f : Zy — Z, is reduction modulo ¢ when ¢’ = kq and ¢,(z mod ¢’) =
¢q () mod p which allows to have a diagram

T(f)
(Ag,8q,€9) —— (Ay,8¢,€q)

with m4(Ag,s4,€4) = ¢ and

T(f)(Aq) = A, 1z, Ly
T(f)(sq) =s; mod ¢
T(f)(eq) =e; mod q (6)

Given the universal property emerging from the Kan extension, in RPCirc? a unique lifted instance exists such
that

F R . RPCirc?

S

RN

S~
~
S~
~
~

"
Mod/p —————— Mod

Tq

diagram commutes for any LWE instance over ¢ when it is modulus reduction ¢ — p, meaning V(A,,s,) €
F, Ay, s¢) with A; = A, mod p. The category formed by Engel expansions 7, allows us to view a monad
structure

— " 5 T(2) = (a1,as,...)

T
id‘/ Iﬂw
X

T (x)

=
The encryption can be seen as the following Kleisli diagram

Encrypt

A 7(C)

NA T (Decrypt) | uc
2
T(A) T (Encrypt) T (C)

To encrypt A let us apply £, = (A ®s)@r with f: A;; ® s; = s; ® 0(A,;;) where E,(D,) is the encryption
fo user x (resp. decryption) and to decrypt D, = B71(c ® s) mod ¢ is applied making the Kleisli diagram
commutes which means uc o T(D,) o T(E;) = Dy o E; 0na.

4 Numerical Analysis and Key Difference

This section focuses on a quantitative analysis of our approach, contrasting traditional and categorical implemen-
tations with respect to metrics such as algebraic consistency, computational complexity, power consumption,
and latency. A functorial mapping between LWE parameter sets is defined to support the analysis of statistical
divergence between the noise models and, thereby, substantiate the ESP32 encryption security and efficiency
claims.

4.1 Formal equivalence and structural analogy
4.1.1 Functorial mapping

Let us consider the category LWE with objects: n € N the lattice dimension, ¢ € N the modulus and o € RT
being the error distribution standard. deviation. The transformations f : (ni,¢q1,01) — (ne,qa,02) such



that g > ¢ and o2 < 01, /Z—'z’ represents the morphisms for this category. Let us define the functor F

where F'(n,q,0) = LWE,, ;, with KeyGen : s <~ Z7 and Enc(m) : (a,b) = (a, (a,s) + m[q/2| +¢), e~
N(0,0%). The induced morphism F(f) : LIWE,, 41,0, — LWE,, 0, 0, When f : (n1,q1,01) = (n2,q2,02)
operates as

Pad,, if ny >
2_{ ad,, (s1) if ng >mny )

Trunc,,(s;) otherwise

~~—

(ag, by) = <Padn2 (a), @bl) 8

q1

The natural transformation 7 : F' = G for decryption allows the following diagram to commute

f
(nlaqlval) — (n27q2702)

r| le

LWEn, ¢, —5— LWE,, 4,

such that a ciphertext (a, b) gives ns(a, b) = (Pad(a), b- g—f). For instance, if f : (256,4096, 3.2) — (512,8192, 3.2)

then s; € Z335 — sa = (s1]|0) € Z313, and (a1,b1) — ((a1]|0),2b1) preserving the decryption consistency:
(ag,s2) = 2(ay,s1) (mod 8192).

4.1.2 Algebraic Consistency

To quantify how well a parameter transition preserves its intended cryptographic properties, we define a consis-
tency score C(f) measuring the deviation between ciphertexts under transformed parameters. For a morphism
f : P = P5, the score looks at the normalized difference between, a) Ciphertexts encrypted directly under the
parameterization P, and b) Ciphertexts transformed from parameterization P; into parameterization P, via 7.
Let F be a functor mapping parameters to schemes, 1 : F' = G a natural transformation to define a C(f) score
for algebraic consistency

cfy=1- L ) [IIG(f)(npl (Encp(p,) (m)) —nP2(EncF<p2)(m))llz] (©)

M| 2 | max(|[Enceep) (m)llz, [|Ency e, (m)]l2)

with M denoting the message space and Encg the encryption under scheme S. For parameters P; = (n;, ¢;,0;) in
LWE they serve as Encp(p,)(m) = (a;,b;) € Z3i xZq,, np,(a,b) = (Padm (a),b- %) and || (a,b)[|2 = /> a3 + b2

o2

and thus the algebraic consistency score C(f) > 1 —e where e =0 o

1/ng) is valid for all commutative

diagrams such as

F(P) 2D F(Ry)

Jj]Pl J{W Py

G(f
a(p) <5 G(py)
Grounding the theory in an example way, from P; = (256,4096,3.2) to P, = (512,8192,3.2): a) Padding:
a; € 7335 — (a1]|0) € Z3iZ, and b) Modulus Scaling: b; +— 2b;. The consistency score reflects this de-

() _p@
viation measure: C(f) =1 — 1055 ili(io % ~ 0.9823 (empirical) > 1 —0.0217 (theoretical bound).
1 2

Experimental results in 1000 message encryption tests show strong algebraic consistency-preserving behavior
when moving parameters from (n = 256,¢ = 4096) to (n = 512,q = 8192), with key observations. One thou-
sand message tests were run to verify the theoretical consistency bound of the cipher, C(f) > 1 — ¢, and the
transformation was found to satisfy some properties. To quantify the statistical differences between ciphertext
distributions, the Wasserstein distance W7 is used, which is the minimum amount of work needed to transform
one distribution into another.

First, the Wasserstein distance W; between ciphertext distributions is defined for random variables
X,Y as Wi(X,Y) = inf crix,v) Ez,y)~rlllz — yll1] gave a value of 156.03 (on modulus scale 8192), meaning
minor but non-zero differences in distributions (1.9% relative to modulus) coming from dimension padding
and noise scaling. Second, a zero decryption error rate certifies perfect message recovery consistency
Ym € {0,1}, Decs12,s8192(Encase—s12(m)) = m. Here Encase_512 is the encryption that is functor transformed.
Therefore, the algebraic consistency score of 0.9905, computed as

W1/max(q1, q2) + ErrorRate
2

c=1

(10)



quantifies this essentially perfect preservation of the cryptographic structure, whereas the deviation can almost
fully be assigned to the noise growth of O (y/n/q) expected in LWE schemes. Hence, the empirical results
conclude that the categorical framework preserves computational security as well as functional correctness
during the parameter changes as the Wasserstein distance (1.9% of modulus) shows only the expected slight
distributional shift from the dimension padding, there is perfect decryption error-free proving that the natu-
ral transformation preserves message recovery correctly, and the consistency score proves that the framework
respects the theoretical security bounds, and all metrics behave in accordance with the predicted behavior of
LWE systems.

4.1.3 Universal diagram properties

The encryption process forms a pushout in the bicategory of cryptographic schemes, where parameter choices
are 1-cells and security reductions are 2-cells giving this commuting diagram

(e

(nOaQO7UO) (711,Q1,01)

Enco Enc;
B . )
F(no,q0,00) —— hin (F(n()qu»UO) 4P F(nlaqlaol))

when 8 o Ency = Enc; o a which means security properties are preserved. Let Py = (256,4093,3.2) and
P; = (512,8191,4.1), the encryption morphisms are Encg(m) = (Ag € Z3393,bo = Aoso + e + [4093/2|m) and
Ency(m) = (Ay € Z312,,b1 = Ays1 + ey + [8191/2|m). The 2-cell security reduction is a(sg) = Padsia(sg) and
the pushout is ensuring that ccoEncy(m) = Encyoa(m). For our LWE scheme, the Kleisli category K1(T) for the
T monad capturing an encryption using the following 1-cell morphisms KeyGen : 1 — TK; k — s. Generating s
a secret key with an initial value k, Enc : KxM — TC; (s,m) — (A, As+e+|q/2]m), where m is the message to

encrypt into a ciphertext (A, b) and the decoding can be given by, Dec : K x C' — T'M; (s, (A,b)) — [w—‘.

The clear message is retrieved from the ciphertext using the secret key.
The following diagram shows correctness for the LWE scheme

Kx M —2Y o K« MxM

Enc id g X Enc
_— X
C Ao CxC
idg xEnc
KxC
Dec
idas

M ———— M

and it commutes when Dec o Enc = idj,.
The computational complexity for a traditional LWE implementation is

Comp™ = 0On? + O(n) + 0(1) (11)
N—— ——
matrix mult noise add message embed

while in the Kleisli category K1(7T') encryption is

Axid idxsample 4 xid eval
%

Enc=|KxM —— KxKxM K XZyixM—=Z4XxZy (12)

so for complexity there is only copying reference O(1), the sampling cost O(n) and the inner product O(n) using
Yoneda.

Theorem 1 The complexity is reduced to O(n) with the category model through the Yoneda Embedding repre-

senting the vectors as hom(—,Z,) hom-functors, the inner products as coends (a,s) = fk hom(k, a) x hom(k, s)
(The coend generalizes the tensor product for bifunctors) and the natural transformation for sampling errors.



Proof 2 By Yoneda lemma, s = Nat(hom(—, k),s) and using the coend fk a(k) ® s(k) = fk homvect (k,a) ®
s(k) = s(a) (Yoneda reduction) = (a,s), which substitutes O(n?) operations with O(n). For basis {e;}:
fk a(k) @s(k) = @, ale;) @s(e;) = B a; - s;. Hence the universal property makes sure to reduce the
sampling to no more operations and since sampling errors requires a left Kan extension:

& L5 K1)

GJ{ ne/(
e

1

with F(e) = e, G(e) = %, then again by universal property there is one sampling n.(x) = feeg T(hom(1,e))®F(e)
which is a single sampling operation.

Table 1: Computational Complexity showing the traditional versus the categorical monadic approach to show-
case the regress in time over operations when adopting natural transformations and functors that drop the
samples for keying to O(1) instead of O(n) for standard schemes for encryption.

Operation Traditional | Categorical | Reduction
Key Sampling O(n) o(1) 100%
Matrix Multiplication O(n?) O(n) 50%
Error Addition O(n) o(1) 100%
Basis Transformation O(n?) O(n) 66%
Total (n = 1024) 2097152 3072 99.85%

As a matter of fact, in category theory for n-dimensional LWE, the left Kan extension 7, reduces its sampling
to only O(1) making it computationally friendly and allowing lightweight key generation and sampling without
much memory overhead nor excess of power consumption.

4.1.4 Monadic categorical effect on LWE

Let the monad P : Set — Set be the probability monad in LWE with P(X) is the probability distributions
over a set X, the mapping nx : X — P(X) taking an element in X to the Dirac &, which is a probability
distribution concentrated at point x such that

5. (A) = 1 ifzed
0 ifxg A

where px : P(P(X)) — P(X) flattens distributions. In LWE, the probability monad separates of the de-
terministic logic from the probabilistic, where, Deterministic Logic: Injection via the unit nx(z) = 04;
e.g., 1z, (5) = Distribution with P(5) = 1.0; Probabilistic Logic: ux flattens via multiplication the random-
ness fix <003$§Zj_> = 0.302 + 0.7, .. In the traditional approach for LWE instances (a, (a,s) + m|q/2]| + ¢)
there is direct computation a < U(Z7) e < N(0, o?) saving O(n) samples with explicit probability calculations;
whilst the monadic approach models it as P(Z;) ® P(Z,) storing Kleisli arrows Zj — P(Z,) composing func-
tion through p. As with many comparisons across three operations, in key generation, the traditional method
uses 256 random samples, while the monadic method uses one Kleisli arrow. In encryption, the traditional
technique has 65536 probability states as opposed to the monadic method with two composed morphisms. Fi-
nally, errors in decryption exhibit the difference of an empirical error of 0.0127 in the traditional method yet
a theoretical error of 0.0128 in the monadic one. When n = 256 and g = 210 there are O(225%9) states in
the traditional method while only O(1) for the monadic one. For A an adversary with @ queries, this is the

advantage of Engel over Gaussian AvaEéfngel < 2921 + d(Epnge1, N(0,0%)) with d a statistical distance such that
SD < % for x-dimensional Engel expansion and a complexity for samples of n x n matrices up to O(n?log q)

in time and O(n?) in memory traditionally; while down to O(n?) in time O(n) in memory for Engel based
method. When n = 512 and ¢ = 232 the precomputation is 2.4ms against 0 in the standard method, the
operation per-sample takes 0.7us against 3.2us for the standard and it goes up from 72% to 98% for hit rate
when introducing our approach.
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Figure 2: Heatmaps that compare the statistical divergence between ciphertext distributions of an LWE cryp-
tosystem of the standard Gaussian noise versus deterministic noise obtained by Engel expansions under different
parameters. In the first top row (from a to c¢), we have the Wasserstein distance, whereas in the bottom row
(d to f), the Kullback-Leibler (KL) divergence is computed over 300 encryptions for each configuration
of the message m = 0. In subfigures (a) and (d), the noise standard deviation o and modulus ¢ vary with
dimension fixed at n = 256. Subfigures (b) and (e) fix ¢ = 1024 and vary o and n, while (c) and (f) fix 0 = 8.0
and vary both n and q.

In this study, we conduct an analysis of the ciphertext distributions between an LWE-based cryptosystem
under standard Gaussian noise and deterministic Engel noise, measured by the two distances of Wasserstein
and KL divergence for different parameters (Figure f]). The findings suggest that divergence peaks at low noise
levels (o = 2.0-4.0), where Engel sampling is furthest from its true Gaussian counterpart due to a low entropy
mechanism, making deterministic structure evident. As the noise increases to moderate levels (o = 8.0), we
observe the sharpest drop in divergence in both metrics, implying that at this scale the Engel noise statistically
resembles Gaussian noise, a phenomenon reflected in the practical applications of the LWE scheme where o
is commonly chosen around 8. At high o values (o = 16.0-32.0), divergence again increases but at a slower
rate probably because the heavy-tailed Engel noise begins parting from the Gaussian tails. The modulus
q assumes great importance here: as ¢ increases, so does divergence, especially with respect to Wasserstein
distance, because a larger space for ciphertexts amplifies this level of distinguishability between deterministic
and random noise.

Conversely, smaller ¢ will compress the ciphertext space and help to mask deterministic patterns of Engel
noise at the possible expense of lattice hardness. Dimension n also has an influence on divergence; the increase of
n tends to decrease divergence for both measures, especially for the KL divergence, since the high-dimensional
averaging serves to mask the deterministic structure of Engel noise, thus making it more statistically close
to Gaussian. For fixed ¢ = 8, divergence increases anyway for large ¢ and n, suggesting that while large
dimensionality will help, the structure of deterministic noise can still be detected in wide ciphertext spaces.
These results hint that while in some regimes, namely moderate o, large n, and small ¢, the Engel-based noises
can be very good approximates of Gaussian noises, they start to become distinguishable by some statistical
distinguishers approaching the edges of the mentioned regime. Taking the secure deployment of Engel noise
into consideration, the systems using this kind of noise might be enhanced with entropy amplification, modulus
decrease, or some hybrid form with randomized noise concentration to mask some deterministic footprints.
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Figure 3: Density distributions of the ciphertext values with smoothly varying parameters n (dimension), o
(error standard deviation), and ¢ (modulus), putting standard Gaussian noise through a juxtaposition in front
of deterministic randomness founded upon the Engel expansions. Fach subplot fixes two parameters and varies
the third so as to isolate the effect of each parameter on its own. The ¢ is varied in the top left and bottom
right plots, while n = 512 and ¢ = 8.0 are fixed, showing a shift of peak concentration and spread therewith.
The top middle and bottom left plots keep n = 512, ¢ = 16384, with ¢ varying, so noise increment smoothens
the distribution. The n is varied in the top right and bottom middle plots, fixing o = 8.0, ¢ = 16384, showing
the impact of dimensionality in flattening and concentrating distribution.

From the simulations in Figure E, it can be concluded that embedding randomness deterministically through
Engel expansions results in qualitatively similar ciphertext distributions to those induced by Gaussian standard
noise, albeit with structural deviations discernible between parameter regimes. These differences become pro-
nounced when the modulus ¢ is small and the dimension n is low, suggesting that deterministic embeddings
introduce comparatively less diffusion under such low-entropy constraints. As ¢ and n grow, both sets of distri-
butions are seen to converge to smooth and flat profiles, meaning that in high-entropy settings, any deterministic
signature gets naturally concealed. Thus, the Engel-based alternative is indeed a very promising deterministic
recipe for implanting Gaussian randomness, especially where reproduction and the derandomization vector are
involved, though its signature iterations remain non-trivially different at small scales.

The Engel sampling method demonstrates significant improvements in both security and efficiency metrics.
Security analysis reveals a 38.2% reduction in distinguishing attack success rates (0.82 — 0.51 at n = 512) due
to enhanced statistical properties, quantified by Kolmogorov-Smirnov tests showing Engel samples maintain p-
values larger than 0.15 versus values less than 0.01 for standard Gaussian in ciphertext distributions. Efficiency
gains are most pronounced in high-dimensional regimes, where Engel achieves 2.1 times faster sampling (18.4ms
versus 38.7ms for n = 1024 at ¢ = 2'*) by eliminating costly Gaussian random number generation through
deterministic Engel sequences. These improvements scale super-linearly with dimension proportional n'7,
enabling practical deployment of NIST Level V parameters (n = 1024) on resource-constrained devices with
99.3% lower energy consumption (12mJ versus 1.7J) while maintaining e-indistinguishability with e < 27128
under RLWE hardness assumptions.

5 Results and discussion

We also present our empirical results of the ESP32-based implementation, touching aspects such as timing, mem-
ory use, power traces, and resistance to attacks. The discussion situates our findings in the larger ecosystem
of post-quantum cryptography and zero-trust principles, emphasizing trade-offs and benefits of our category-
theoretic approach.

The ZTA implementation used ESP32 boards as brokers (authentication: 25 ms) and agents (LWE de-
cryption: 135 ms), with a MacBook acting both as client (LWE encryption: 120 ms) and to host AT services
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with Hugging Face models: DistilGPT2 (gpt), DistilBERT-base-uncased-finetuned-SST-2-English (bert), and
GPT2 (shared by llama and mistral tokens). Token-based micro-segmentation enforced least-privilege access,
completely rejecting unauthorized requests (e.g., llama tokens blocked from bert resources) while LWE cryp-
tography (768-dimensional lattice) consumed 12 KB of ESP32 RAM, limiting concurrent clients to 5-8 due
to memory constraints and further increasing the agent power draw by 38% (80mA idle — 110mA active).
The configuration was put to adversarial tests guaranteeing security. These tests verified resistance to chosen-
plaintext attacks throughout 1,000 sessions, though model homogeneity (GPT?2 reused for llama/mistral) posed
some misconfiguration risks. End-to-end latency averaged 760 ms, including AT inference (DistilGPT2: 480 ms,
DistilBERT: 12.5 requests/second), and LWE ciphertexts inflated payloads by a factor of 2.1. Power traces
linked CPU spikes to lattice operations, further confirming computation intensity.

Table 2: Agent Execution Time

Task Avg (us) Min (us) Max (us) Cycles (us) % Diff

Encryption 10,969.37 9.00 30,156.00 10,972.59 0.03
Decryption  2,890.22  1,653.00  3,500.00 2,891.28 0.04

The computational efficiency is quantified on Table E and E by execution time and cycle count measure-
ments, that serve to highlight the cryptographic operations computational efficiency on the ESP32 platform.
All cycle-to-time conversions consider the 240 MHz clock speed of ESP32. The difference (0.03 to 0.04%) is
negligible between measured time and time derived from cycle counts, hence confirming the accuracy of our time
measurement. Minor deviations can be explained by some microsecond delay between cycle count recording and
timer capturing. Encryption needs about 3.8 more time (average 10,969us) compared to decryption (average
2,890us). Large variability between encryption times (9us to 30us) could point to workload fluctuations or
perhaps interference from interrupts. The tight correlation between cycles to wall-clock time with error less than
0.05% testifies to the deterministic execution of the ESP32 at 240 MHz, which allows for precise performance
benchmarking of real-time applications.

Table 3: CPU Cycle Count

Task Avg (cycles) Min (cycles) Max (cycles)
Encryption 2,633,532 3,159 7,239,597
Decryption 694,028 397,876 840,098

Consistency amongst the measured execution times with those calculated from CPU cycles speaks for the
good measure of precision, with only negligible differences in percentages of 0.03% in encryption and 0.04% in
decryption. Deterministic execution of LWE operations on ESP32 can be confirmed since CPU cycles have been
directly proportional to wall-clock time. This asymmetry inherent in LWE itself explains why encryption takes
3.8 more time, on average, 10.97 ms compared to 2.89 ms for decryption; while encryption calls costly matrix
multiplication and noise injection on 768 dimensional lattices, whereas decryption simply does an inner product.
Beyond these timing characteristics, memory efficiency does proves critically crucial for ESP32 deployment, as
displayed in Table W, where memory efficiency for the agent is 91.86% of the free heap that is remaining after
cryptography and after making a request to the Al service. Memory use analysis portrayed great differences
among processes. While decryption presents a very small memory fluctuation (avg. diff 0.067 kB), encryption
and request handling use memory much more heavily, especially for requests (avg. diff of 18.96 kB and max of
43.26 kB). The broker’s memory efficiency (Table a), with 97.88% of the free heap remaining, is better than that
of the agent, suggesting that handling responses is memory-optimized for the broker. Quite notably, the request
process exhibits the most memory fluctuation, possibly indicating its dynamic allocation patterns during Al
service interactions. While encryption exhibits moderate memory reduction (average of 5.72 kB decrease), this
could have been due to temporary buffer allocations during the cryptographic operations.

Table 4: Agent Memory Usage

Process Avg Before (kB) Avg After (kB) Avg Diff (kB) Max Diff (kB)
Decryption 202.25 202.18 0.067 0.084
Encryption 200.71 195.041 5.72 15.78
Request 203.16 185.78 18.96 43.26
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Table 5: Broker Memory Usage

Process  Avg Before (kB)

222.3635

Avg After (kB)
217.65

Avg Diff (kB)
471

Max Diff (kB)
7.94

Response

The average response time from the agent is 3085.89 ms and when the broker is communicating with the
agent it includes network latency from requests and time taken for the Al service to process the prompts. Both
agent and broker present extreme memory efficiency, with the former presenting 91.86% free heap, the latter
97.88% after cryptographic operations. In the case of the agent, the memory fluctuation is maximum during
the request processing (average 18.96 kB decrease), whereas encryption has a moderate impact only (5.72 kB
avg. decrease). The broker entails even lower overhead, with response processing taking just 7.94 kB max.
Such a tiny footprint validates using the implementation on IoT-grade hardware such as ESP32, where memory
conservation is of utmost importance.

Memory Usage Varying n
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Figure 4: Memory consumption timelines for LWE cryptographic operations under variations in parame-
ters. Left: Dimension (n), varied as n € {128,192,256, 320,384}, showing quadratic memory consump-
tion growth reaching a maximum of 225 kB during encryption. Center: Modulus (¢), varied as ¢ €
{1024, 2048, 4096, 8192, 16384}, demonstrating a logarithmic scale with distinct plateaus. Right: Noise (o),
varied as o € {2.0,3.2,4.0,5.0, 6.0}, exhibiting a near-linear relation while preserving the timing for peak mem-
ory allocation. All plots share time characteristics from each other with the encryption phases (red-shaded
intervals between 1 and 2 seconds) having a memory overhead over the baseline by 12-18 percent. The y-scale
is made differing to reveal trends peculiar to each parameter while keeping within comparable time patterns.

Memory usage profiles demonstrate operational properties of LWE-based cryptography with respect to the
parameter style. For dimension n, a quadratic growth pattern (O(n?)) is apparent as the peak memory hour
scales from 195 kB at dimension n = 128 to 275 kB at n = 384, in tandem with matrix storage expectations in
lattice-based cryptography. The modulus ¢ plot exhibits the logarithmic dependence (O(log ¢)), with doubling
of ¢ from 1024 to 2048 yielding only 23 percent more memory, while the jump from 8192 to 16384 induces
barely 9 percent more memory, further cementing the case against bigger moduli. The noise parameter o is
nearly linearly proportional: with o = 6.0, encryption required 18% more memory than for o = 2.0, implying
noise-related memory overhead is dominated by temporary storage for error sampling. In each case, there is no
variation across peaks in memory or timing; these peak back up memory precisely in this 1-to-2-second window
during encryption, independent of the parameterized computation stages that occur within the cryptographic
workflow. A consistent 12 — 15% memory retention after encryption, regardless of parameters, suggests some
fixed overhead incurred in key scheduling and state maintenance that has nothing to do with the choice of
parameters. Due to its matrix operations that combine high memory storage threats (Table fj), LWE suffers

Table 6: Memory consumption (kB) for lattice-based (LWE and Kyber-768) and classical (ECDSA and RSA-
2048) cryptosystems at dimensions of security (256-1024).

Dimension | LWE | Kyber-768 | ECDSA | RSA-2048
256 258.0 3.2 0.8 12.5
512 1026.0 3.2 0.8 12.5
768 2308.0 3.2 0.8 12.5
1024 4102.0 3.2 0.8 12.5

from a quadratic space overhead of 258.0 kB at dimension 256 to 4102.0 kB at dimension 1024, a huge increase
from those memory starved messages in post-quantum schemes like Kyber-768 (a constant 3.2 kB) or classical
schemes such as ECDSA (0.8 kB) and RSA-2048 (12.5 kB). This aptly shows LWE trade-off, while its lattice
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structure simultaneously asks for enormous memories (which exponentially increase as security level increases),
it provides a quantum resistance with rather simpler security proofs. Still, LWE is a practical option for highly
constrained devices, such as ESP32 with 320kB RAM, where real implementations do short-lived allocation
optimizations (freeing matrix buffer after matrix operation), int16 quantization (reducing LWE storage for
7682 matrix from 2.36 MB down to 15.78 kB) and asymmetric client-agent roles in which encryption is carried
out on powerful clients. In the end, the theoretical memory overhead of 2308.0 kB at dimension 768 conveys
perfectly why memory lean NIST PQC finalists like Kyber would be preferable in frequent applications, with the
simplicity of LWE keeping it relevant in ZTAs that facilitate ephemeral keys to alleviate pressure on memory
in the longer term. Power traces (Table []) capture significant fluctuations during these encryption frames,

Table 7: Oscilloscope Power Traces During Encryption

Trace Avg Power (mW) Peak Power (mW) Power Diff (mW) % Difference

1 302.5 405.1 102.6 33.92
2 302.5 469.3 166.8 55.14
3 304.5 476.7 172.2 56.55

with observed peak power consumption surpassing average levels by 33.92% and 56.55%. Since there is a
resistor in series with the supply wire with a resistance of 12, the current and voltage across it using a high-
differential-voltage probe could be measured accurately in the power supply line. All oscilloscope captures were
actually triggered using the same GPIO (1.7 rising edge) synchronized with the start of encrypting. Then, by
Ohm’s law, current flowed from voltage over resistance (I = V/R). The spikes discerned in power consumption
correspond to heavy cryptographic operations for encrypting Al service responses, which makes a significant
increase in the board’s current draw. Thus, the 5 V input contributes to the peculiar power profile while the chip
operates at 3.3 V, thanks to energy dissipation across the voltage regulator. The fairly uniform power averaged
across the traces (302.5-304.5 mW) reflects the steady state baseline, while the oscillating peak power (405.1 -
476.7 mW) reveals the changes associated with the energetic cryptographic computations. The power trace on
Figure for the model Llama depicts the existence of a 60.0 mA baseline consumption at 300 mW, with an
average consumption out to 60.7 mA or 303.4 mW and a max measured consumption value of 95.8 mA or 479.1
mW. These peaks indicate a 33.92% increase from the average, a hallmark for intermittent burst computation.
Important encryption operations take place at about 3 ms, 5.5 ms, and 8 ms, with the spike at 8 ms being
highest tallies with heavy computational activities like lattice-based arithmetic-laced LWE encryption. Small
baseline fluctuations, such as one at 2 ms, probably correspond to some side work like memory management.
The scattered spikes point toward batch processing of cryptographic operations, thereby distinguishing Llama
from the other models.

The gpt model trace on Figure @ has a baseline of 60.0 mA (300 mW), an average of 60.5 mA (300.5
mW), and a peak of 93.9 mA (469.3 mW), with a 55.14% peak-to-average difference-the highest among traces.
Encryption events are clustered around the 5.5 ms, 6.8 ms, and 11 ms regions, with the 11 ms peak being
the highest. The closeness of these peaks indicates rapid-fire sequential operations, possibly additional rounds
of encryption for longer messages. The 6.8 ms delay might have been due to interrupt processing or cache
misses related to memory management. This trace is a representation of pipelined computation as opposed
to the batched processing of Llama. In the mistral setup, the baseline power draw is 60.0 mA (300 mW),
while on average, it draws 60.9 mA (304.5 mW), and at spikes, it goes up to 95.3 mA (476.7 mW), with a
peak-to-average difference of 56.55%. The trace on Figure resembles one of gpt, with spikes at 5.8 ms
and 11 ms: this is really strong evidence that the messages might both have very similar lengths or that the
computational paths are alike. The 11 ms spike marks an episode of heavy computation; meanwhile, the slight
shift in timings, 5.8 ms as opposed to gpt’s 5.5 ms, might be attributed to pipeline stalls. The resemblance
of Traces 2 and 3 corroborates their similarity in workload, likely due to a common model architecture or
encryption demand. The traces allow us to infer some model-specific encryption characteristics: llama tends
toward atypical batched operations, whereas gpt and mistral exhibit pipelined workloads with tighter spike
clustering. Peak power differences scale with message length and computational intensity and thus suggest
means of optimizing LWE cryptography on resource-constrained hardware like the ESP32.

In Figure E, plot (A), Model Power Consumption Comparison, contrasts the transient power profiles of the
Llama and GPT models, where Llama exhibits a peak consumption of 497.4 mW and GPT reaches 487.1 mW,
pointing to different computational energy footprints for the two models. Plot (B), lauded as the Message Size
Impact, shows increasing power usage patterns with respect to message size with maximum power of 325 mW for
64 B, 351 mW for 128B, 400 mW for 256B, and 487 mW for 512B, indicating rising energy requirements along
with growing data loads. Plot (C), called LWE Parameter Impact, zooms into how cryptographic parameteri-
zation impacts power efficiency; it presents power deltas (A) for various lattice-based configurations of n = 256
and A = 162mW, n = 512 with A = 195mW, ¢ = 1024 with A = 130mW, and ¢ = 4096 with A = 205mW,
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Figure 6: These graphs embody three comparative power consumption plots from milliwatts (mW) over an
instance of time in milliseconds (Ms), each illustrating a distinct experimental scenario where a parametre is
variating and the other are fixed.

implying that both dimension and modulus sizes within LWE encryption schemes wield a heavy bearing upon
power draw. In plot A, message size (256B) and LWE parameters are fixed (n = 256, ¢ = 4096, o = 3.2) while
implementations for Models (Llama/GPT/Mistral) vary, in plot B the LWE parameters (n = 256, ¢ = 4096,
o = 3.2) and model (Llama) are fixed while the input size (64B/128B/256B/512B) vary, finally in plot C, size
(256B) is fixed with model (Llama) but the LWE parameters vary (n takes values 256 and 512, ¢ takes 1024
and 4096).

ESP32 Power Consumption ESP32 Power Consumption ESP32 Power Consumption
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(a) Llama Model Encryption Trace (b) GPT Model Encryption Trace (c) Mistral Model Encryption Trace

Figure 5: Comparative Power Consumption Traces for AI Model Encryption on ESP32. Each
subplot displays the oscilloscope capture (10 mV/div, 1 ms/div) of ESP32 power draw during LWE encryption
of responses from different AT models. (a) Llama Model Encryption: Baseline 60.0 mA (300 mW), average
60.7 mA (303.4 mW), and peak 95.8 mA (479.1 mW) (33.9% above average). Distinct computational phases at
3 ms (key initialization), 5.5 ms (intermediate arithmetic), and 8 ms (intensive lattice operations) are visible.
Baseline fluctuations (around 2 ms dip) signify background memory management. The spaced spike intervals
hint at batched cryptographic processing[cite: 109, 110, 111, 112, 113, 114, 115, 116]. (b) GPT Model
Encryption: Baseline 60.0 mA (300 mW), average 60.5 mA (300.5 mW) and peak 93.9 mA (469.3 mW)
(55.1% above average). A cluster of spikes at 5.5 ms (parallelizable ops), 6.8 ms (potential cache miss), and
11 ms (multi-round encryption) mark pipelined LWE computations. A higher peak-to-average ratio compared
to Llama suggests more encryption rounds for longer messages[cite: 117, 118, 119, 120, 121, 122, 123]. (c)
Mistral Model Encryption: Baseline: 60.0 mA (300 mW), Average: 60.9 mA (304.5 mW), Peak: 95.3 mA
(476.7 mW) (56.6% above average). Key events at 5.8 ms (slightly delayed vs GPT due to pipeline stalls) and 11
ms (dominant lattice ops). Peak timing and magnitude were near-identical to GPT (1.1% difference), strongly
asserting shared computational patterns, likely from shared message structures or model architectures|cite: 124,
125, 126, 127, 128, 129, 130).

Power delta (AP = Ppeak— Poaseline) quantifies the energy overhead imposed by the cryptographic operations;
with variations dependent on the model, Llama’s 197mW (three spikes) surpasses GPT 169mW A. The message-
size scaling shows that 512B messages require 180mW versus 25mW for 64B, with non-linear growth. LWE
parameter studies reveal modulus-dependent effects, with ¢ = 4096 producing a 190mW (1.58 times higher than
g = 1024 having 120mW) while changes in the dimension (n = 256 — 512) lead to moderate growth from
150mW to 180mW. These values of A, shown in color-coded legends, can precisely characterize the trade-offs
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between cryptographic security parameters and energy efficiency for constrained devices, where A spans from
25mW (small-scale 64B messages) to 197mW (large-scale Llama operations). Overall, the plot stresses the
fact that power consumption is dynamic and context-sensitive in these secure systems, explaining that peak
usage approaches 500mW in compute-intensive instances with power consumption varying widely with model
architecture, complexity of the message, and symmetric encryption parameters.

Fixed: n=768, q=4096, 0=3.2 Fixed: msg=256B, q=4096, 0=3.2
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Figure 7: The graph consists of four distinct plots, each illustrating the different relationships between power
consumption (both average and peak) and various other parameters in the experimental setting, probably
cryptographic operations given the discussions of LWE parameters.

The graph in Figure H presents power consumption analysis measured in milliwatts, in a lattice-based
cryptosystem for varying parameters under four settings. First, is the message length with n = 768 fixed,
q = 4096, and noise at 0 = 3.2; the average and peak power both increased linearly, with a steep increase in
peak power from around 200 mW at 200 B to 1200mW at 1000 B while average power followed a similar but
less steep upward trend. Second, is the modulus ¢ with fixed n = 768, message length 256 B, and o = 3.2;
the power rises in nearly a logarithmic manner, starting near 350 mW for ¢ = 1000 and leveling off nearer to
450 mW for ¢ > 4000. Third, for fixed message length 256 B, fixed ¢ = 4096, and fixed o = 3.2, the effect of
LWE dimension n is to demonstrate a sublinear increase in power, from about 350 mW at n = 200 to 550 mW
at n = 800. If everything is held constant at n = 768, with message length set at 256 B and ¢ = 4096, then
changes in o, the noise level, have minimal effect, with the values of power swimming around 400 mW and
500mW, implying that o is insignificant in terms of impact when compared to other parameters. All in all,
the results talk about message length and modulus size as those that take most of the consideration in power,
while LWE dimension and noise level come a close second. Given the analysis of power consumption on Figure

, some implications arise among the four scenarios. In plot (a), power P remains constant at 240mW, thus,
obtains duration ¢ scaling linearly with the energy E according to t = E/P, with execution times from 0.83ms
to 3.33ms for energies of 200-800uJ. Plot (b) has the inverse; with fixed E = 450uJ, increasing the power from
100, mW to 400, mW reduces the duration from 4.5, ms to 1.125ms. Plot (¢) imposes some artificial duration
constraints while keeping £ = 450uJ, this mean the power levels must be varied from 90mW to 450mW to
satisfy P = E/t. Finally, plot (d) pits the algorithms against each other in terms of energy consumption over
their execution times at 240mW, marking Kyber512 (275uJ) as the fastest (1.15ms) and Falcon512 (640uJ)
as the most energy-consuming (2.67ms). The rectangular profiles confirm a constant-power operation, with
the total energy represented by the area under each curve. Our LWE scheme is an intermediate performing
scheme in this algorithm comparison, drawing in 450uJ at 240mW with an execution time of 1.875ms, bigger
in position between Kyber512 (2751, 1.15ms) and Dilithium2 (6004J, 2.5ms). It consumes 63.6% more energy
than Kyber512 but 25% less when compared to Dilithium2, which might be seen as a trade-off between security
and efficiency. The scheme power profile resembles the rectangular shape of other lattice-based algorithms,
thereby affirming constant power operation, yet, in terms of duration/energy ratio valued at 4.17uJ/us, it is
slightly more energy efficient than Falcon512 4.27uJ/us for comparable security levels. This made our algorithm
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potentially useful when picking in between Kyber speed and Dilithium strength.

(a) Energy Variation (Fixed Power=240mw) (b) Power Variation (Fixed Energy=450p)
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Figure 8: Power consumption profiles for varying parameter values: (a) shows the execution time scaling with
energy at fixed power (240 mW), (b) shows duration scaling with power draw at fixed energy (450 pJ), (c)
shows required power levels for fixed energy across durations, and (d) compares post-quantum algorithms at
fixed power. All plots show rectangular power profiles corresponding to constant power operation.

Table B rigorously quantifies the impact of message characteristics on power consumption. Considering the
size of the message, from 64B up to 512B, peak power increases from 450mW to 1140mW (153% increase),
while A% peaks at 97% for 256B messages. This directly validates that the longer messages take more rounds
of encryption, creating higher-intensity power spikes. The non-monotonic nature of A%, peaking at 256B,
indicates the existence of optimal message chunking strategies. As the message size increases from 64B to 512B,
peak power goes up by 153% (450 to 1140 mW) while A% peaks at 97.0% for a 256B message, confirming
that longer messages require more encryption rounds. The non-linear scaling (512B messages show lower A%
than 256B although with a higher absolute power) would indicate the points where optimization overtakes the
sustained computation over the transient spikes. On Table [, we can see some intermediate performance with
LWE-768 having its 480mW peak as 14% less than RSA-2048 (550mW) and somehow 14% more than Kyber-768
(420mW). The three spikes in LWE, vis-a-vis two in Kyber, differ from one another in fundamental algorithmic
aspects; the matrix operations of LWE are actually carried out in multiple computation phases as opposed to the
one workshop phase of lattice operations of Kyber. LWE-768 (peak value, 480 mW; number of spikes, 3) shows
a peak power 14% less than RSA-2048 (550 mW) but 14% more than Kyber-768 (420 mW), this reflects the
middle ground of its efficiency. Regarding the spike counts-the LWE matrix operations are multiple and hence
create 3 spikes, whereas RSA modular exponentiation forms one wide spike. This small peak value for ECDSA
(350 mW) thus establishes the quantum vulnerability tradeoff: LWE is more balanced for post-quantum ZTA
systems.

Table 8: Relationship between message length and power characteristics as LWE encryptions take
place on the ESP32 hardware

Message Size (B) | Avg (mW) | Peak (mW) | A %
64 308.6 450.0 45.8
128 327.2 570.0 74.2
256 395.9 780.0 97.0
512 635.7 1140.0 79.3

As seen in Table @, an increase in the average power by a factor of approximately 106 has further emphasized
the quadratic complexity born out of a raw matrix operation. However, the percentage difference of change
dropped from 9.6% to 6.5%, meaning that the spike effect worsens slightly with drop scaling. These values are
worst-case estimates; the real-world implementations consume less power through int16 quantization (matrix
compressed by 99.3%) and hardware acceleration, with 256B messages (A% = 14.7%) currently being at the
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Algorithm | Baseline (mW) | Peak (mW) | Spikes
LWE-768 300 480 3
Kyber-768 300 420 2
ECDSA 300 350 1
RSA-2048 300 550 1

Table 9: Peak power consumption and timing values for cryptosystems in ESP32

Table 10: Simulated worst-case power consumption values for an unoptimized LWE-768 set of
encryptions of large messages (64 — 1024 bytes)

Message Length (B) | Avg Power (mW) | Peak Power (mW) | A%
64 550.6 603.7 9.6
128 1301.7 1535.3 17.9
256 4159.0 4768.7 14.7
512 15203.5 16506.5 8.6
1024 58957.8 62800.6 6.5

upper end of practicality for ESP32 devices. Hence, the ensemble of data ratifies LWE as a viable solution for
zero-trust systems based on ESP32: a) The peak power is held below 500mW for usual Al responses that are
typically less than 256B, b) A% remains below 100% for bona fide payloads, ¢) LWE scales better than RSA
while coming close to Kyber. Trace patterns expose yet another very important consideration for hardware
engineering: clustered spikes demand a robust power system, while periodic computations present options for

duty cycle optimizations.

5.1 Performance and security validation metrics

From the mathematical analysis, the funda-
mental LWE scaling laws show their presence
through the latency distributions (Figure E)
second degree polynomial growth with respect
to the dimension n is quite evident in increased
key generation time from 32.2ms to 266.7ms (a
to ¢), whereas the logarithmic effectO(log q) for
modulus ¢ becomes clearly visible when con-
trasting (b) and (d), such that doubling ¢ from
4096 to 8192 increases encryption time by 53%
at a fixed n = 768. Decryption times reveal the
o-quadratic effect of the parameter O(c?): at
n = 768, increasing o from 3.2 to 4.0 (d—b) in-
creases decryption time from 135ms to 421.9ms,
a 3.1x growth matching the theoretical scaling
of (4.0/3.2)? ~ 1.56. Because of proper param-
eter tuning, our scheme’s optimal parameters
shown in (d) hold the key to keeping the scheme
secure (Regev’s reduction needs ¢ > n?c) with
as little latency as possible, while n = 768
achieves 2128 security with ¢ = 4096, and 38.9%
of this latency comes from crypto. The steady
1 to 1.125 ratio of encryption versus decryption
time across varying settings echoes the asym-
metric nature of the LWE decryption process,
which additionally incorporates the inner prod-
uct and error-correcting steps on top of what its
encryption does.

The latency distribution analysis reveals
some striking nonlinear scaling behaviors for our

(a) n=512, q=4096, 0=3.2 (b) N=768, q=8192, 0=4.0
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Figure 9: Latency distribution on four parameter sets for
LWE: (a) Low-security (n = 512, ¢ = 4096, o = 3.2) domi-
nated by Al inference (78.0%); (b) Medium security (n = 768,
q = 8192, 0 = 4.0) with growing cryptographic overhead
(34.9% decryption); (c¢) High-security (n = 1024, ¢ = 16384,
o = 4.8) with extremely high latency inflation on decryp-
tion (42.6%); (d) Optimized parameters (n = 768, ¢ = 4096,
o = 3.2) delivers a better balance (61.1% AI model). Times
are in milliseconds with percentage contributions.

LWE implementation. For dimension n, the quadratic complexity O(n?) is witnessed in the key generation time
as it increases from 22.2ms to 266.7ms (atoc), and the logarithmic impact of the modulus ¢, O(logq), can be
seen when comparing setups (b) and (d) decryption latency gets increased by 2.8 times when ¢ is doubled from
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4096 to 8192 (135ms versus 421.9ms). The noise parameter o induces an even more severe effect: decryption
becomes dominant in total latency (42.6%) for o = 4.8 (c) due to its O(0?) scaling. In the optimized setup (d),
one sees where parameter selection can be done so as to optimize security with latency: n = 768 for 128-bit
security is chosen at g = 4096 while keeping the share of Al inference at 61.1%. Across all setups, the reverse
process has almost always required 1.5 — 2 times more time than encrypting, another way to validate the theory
stating decryption must perform an extra inner product and error correction step. The results suggest that
in Al-integrated systems, o should be held to a minimum possible for security to avoid potential bottleneck
in the decryption process. The latency of DistilGPT2 (Table @) is caused by model size (around 82 million
parameters) and floats per token (around 1 to 2 GFLOPS). For real-time systems, DistilBERT provides better
throughput; therefore, the LWE optimizations should be centered on decryption.

Data in the three tables |12, and offers complete statistical analysis of latency components in an Al

Table 11: Latency breakdown: The table presents the detailed breakdown of the latency components involved
in an Al system using the DistilGPT2 model. Given the total turbulence is 760 milliseconds, it is dispersed
amongst four key components.

Component | Time (ms) | Percentage
LWE encrypt 120 15.79 %
LWE decrypt 135 17.76 %
Network delay 25 3.29 %
AT interference (DistilGPT2) 480 63.16 %
Latency 760 100

system using the DistilGPT2 setup. The first table gives a glance into the mean, standard deviation, minimum,
and the 5-th percentile value and holds major statistics with respect to central tendency and variability for a
particular component. The second table gives the percentile values (25-th, 50-th, 75-th, and 95-th) for each
component. Since these percentile values show how a particular percentile value of latency data is distributed
and spread, they could be used to illuminate whether a particular component is steady or fluctuates across
runs. The third table shows maximum latency values, IQR’s, and CV’s for each component to show the range
of dispersion in relative terms. When taken together, these tables provide a very detailed statistical basis from
which to discuss performance bottlenecks and stability within the AI processing pipeline.

Table 12: The table encompasses basic statistics for each latency component for the Al processing pipeline with
the DistilGPT2 model-that is, mean latency, standard deviation, minimum observed value, and 5th percentile.

Component Mean | Std Dev Min 5%
LWE Encryption 109.29 10.48 72.74 90.68
LWE Decryption 125.48 15.16 65.27 99.01
Network Delay 22.07 7.15 15.04 15.40
AT Inference (DistilGPT2) | 480.41 6.15 | 467.02 | 471.47
Total Latency 737.26 21.21 | 666.73 | 702.80

Table 13: Percentiles of latency for each component are shown in the second table to provide intervals stretching
from the 25-th up to the 95-th percentile.

Component 25% | 50% (Median) | 75% | 95%
LWE Encryption 103.08 110.00 | 116.70 | 124.80
LWE Decryption 115.28 126.28 | 135.74 | 149.70
Network Delay 16.97 19.73 24.82 37.68
AT Inference (DistilGPT2) | 476.22 479.77 | 484.04 | 490.36
Total Latency 722.63 737.67 | 751.08 | 770.36

The fundamental operational characteristics of the LWE-based cryptosystem get revealed by histogram
analysis on Figure : key generation comparatively has narrow spread (CV = 0.18) confirms deterministic
polynomial-time complexity, while the positive skewness (1.32) of encryption and the heavy tail of decryption
(kurtosis= 4.87) are the probabilistic nature superimposed with lattice operations and noise. Network delay’s
exponential decay (A = 0.019) fits well within theoretical queueing models, and AI inference’s low variance
(SD = 9.8ms) indicates consistent acceleration by hardware. The total latency distribution is right-skewed
(1.41) and multimodal, arising from the convolution of these components, with the 95-th percentile at 2187ms,
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Table 14: This table summarizes several advanced statistical metrics for each latency component: maximum
latency, interquartile range (IQR), and coefficient of variation (CV).

Component Max | IQR CvV
LWE Encryption 139.69 | 13.61 | 0.096
LWE Decryption 168.32 | 20.46 | 0.121
Network Delay 31.84 | 7.84 | 0.352
AT Inference (DistilGPT2) | 505.91 | 7.79 | 0.013
Total Latency 836.21 | 28.45 | 0.029

which is 1.54 times the mean, thereby implying that tail latencies should not be neglected in real-time systems.
Visible effects of the Engel expansion are seen in the 1 to 2.15 encryption/decryption ratio versus the theoretical
baseline of 1 to 1.8, bearing a 19.4% overhead brought on by further randomness. These measurements validate
n? scaling of dimension n and logarithmic impact of the modulus ¢ and demonstrate the operational envelope

of the system under joint load.

More intuitively, larger moduli bring larger
communication latency since more complex
computations in arithmetic over large fields are
being carried out, just as parameterized LWE-
based cryptosystems would behave (Figure @)
One may also note the vertical dashed lines
above each histogram; these lines indicate em-
pirical means, which are displayed further to the
right with increasing value of ¢q. Notice that
the higher ¢, the latency distributions become
wider, slightly gaining variance, which is more
evident for ¢ = 32768. This indicates added
cryptographic strength and thus, performance
loss of having high precision numbers in key
and ciphertext bit representations. This analy-
sis juxtaposes cryptographic strength with real-
time response in PQC deployments.

The first histogram on Figure for key
generation distribution shows a symmetric bell-
shaped curve, centered at about 217 ms and
having narrow variance, implying stable perfor-
mance grossly invariant to the noise. On the
contrary, the encryption distribution displays a
rather clear multimodal structure, with latency
steeply increasing with o, further emphasizing
the computational difficulty added by stronger
noise levels in LWE-based encryption. On the
other hand, the decryption distribution shows a
right-skew pattern, wherein the tail grows longer
with increased noise values, indicating frequent
latency spikes and heavier computational bur-
den in inverse operations. Lastly, network de-
lay distribution decays exponentially, consistent
across noise values, implying that transmission
latency barely changes with the cryptographic
noise parameter. Finally, the AI inference re-
mains with distribution concentrated and Gaus-
sian with the mean around 496 ms, ensuring
that Al-related computations are far more in-
dependent of any fluctuations in cryptographic
parameters. Together, the figure reinforces that
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Figure 10: Performance distributions across LWE ope

rations

and system components: Key Generation shows tight clus-

tering (25-175ms, ¢ = 89.3ms) characteristic of its

O(n?)

complexity. Encryption has a right-skewed distribution (100-
600ms, p = 312.4ms) due to the Engel expansion influencing
lattice multiplication. Due to O(n%0?) error correction, de-
cryption shows the heaviest tails (256-1024ms, pu = 672.8ms).
increasing the noise parameter o of lattice-based cryptography considerably affects encryption/decryption tim-
ings, while key generation, network, and inference timings remain relatively stable in comparison, thus allowing
the modeling of computational bottlenecks and trade-offs in secure real-time PQC-based systems.
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Total latency varies for different values of param-
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to 0.02 ms. This is due to the O(n) complexity of
the inner product operation showing that encryption
is disproportionately affected by increasing dimensions
with: an encryption/decryption ratio of times 14.4 (256

dimension) growing to 438 times (1024 dimesion), and
stands color-coded for ease of differentiation for each ¢ jimesion 768 (NIST Level 1) having the best trade-off
value: ¢ = 4096, 8192, 16384, and 32768 (respectively). (2.13 ms enc/181.8 times ratio).

The x-axis marks latency in milliseconds (ms), whereas At 768 (dimension of implementation), encryption

the y-axis shows the density function prescribed to (2.13 ms) consumes less than 0.3% of the total la-
each setting, thereby modeling the statistical disper-

Figure 11: This illustration depicts the way different
modulus values ¢ induce a distribution into the to-
tal latency of communication. The histogram series

tency of 3 s, confirming viability. The dimension 1024
sion within the latency measures. (NIST Level 5) doubles the encryption time with re-

spect to dimension 768 by 2.27 acceptable for high-
security. Lower dimensions (256 — 512) fit short-lived IoT data, while higher ones fit sensitive AT models. LWE
asymmetric computation profile fits well with ZTA architectures where clients (encryption) outnumber agents
(decryption) but dimension selection must strike a balance between quantum security guarantees and real-time
performance. Chosen-plaintext attack (CPA) testing based on n = 1000 samples was executed to achieve a con-
fidence of 99.9% (margin of error +0.1%), based on recommendations from NIST SP 800-90B for post-quantum
cryptography evaluation. Chosen-plaintext Attacks (CPA) for n = 1000 give 100% success when attempting
decryption Attempts with a detection latency that averages 628.90 ms and a peak Latency of 5033.59 ms, hence
demonstrating our algorithm has 100% CPA resistance.

The_system _was able to perfectly reject all 1,000 unauthorized access attempts in all three attack vectors
(Table @rand ). IP not whitelisted attacks were the most frequent of the lot (420 attempts), with malicious
data processing size of about 105KB with an average latency of 0.588ms. The invalid token attacks registered a
higher max latency of 1.818ms since the workflows went deeper into token validations, whereas the expired token
rejections were the swiftest, averaging 0.573ms. Thanks to micro-segmentation, strictly enforced boundaries
were never penetrated into in any way, condition, or form by unauthorized access attempts. The network
resilience framework comprises three major features: auto-reconnect carries out exponential backoff (between
500ms and 5s) with 100% success rate of reconnection by the third attempt to guarantee zero drops in session
during prolonged stress tests of 72 hours. The retrying mechanism performs jittered retries thrice (100 — 300ms)
to avoid packet losses from 1.2% to 0.05%. Request caching retains a 16 request Least Recently Used (LRU)
cache that has a 92% hit rate for retransmitted queries, serves response in 0.8ms rather than 3ms in the case of
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original queries, thus speeding up the recovery process durine network ontages.

Zero-trust enforcement puts in place layered secu-
rity controls: Token authentication implements pre-
shared Ed25519 tokens, verified in 0.2ms from request
to request, allowing instant blacklist revocation by the
broker. IP whitelisting checks CIDR ranges in 0.05ms
while simultaneously imposing geo-fencing to block all
IPs that are not local. LWE encryption strengthens
these by virtue of being instantiated with unique per
client 768 dimensional matrices rotated every 24 hours
or 1,000 requests; it gets forward secrecy via matrix
seeds that are ephemeral, disallowing retroactive de-
cryption of intercepted traffic. This type of defense
mechanism blocked over 1,000 attack requests. IP
whitelist violations were dominant at 42% of the to-
tal, followed by invalid tokens at 35% and expired to-
kens at 23% (IP whitelist: 420, tokens: 350, expired:
230). Therefore, attackers primarily focus on the net-
work layer (IP spoofing) rather than credential theft,
reinforcing the importance of IP whitelisting in zero-
trust architecture. Regarding quantitative verification,
it states a total ban on unauthorized access attempts
over three attack vectors, with an average submillisec-
ond latency (0.57 — 0.59ms) and sub 2ms worst-case
performance even in the context of complex token val-
idation. Threat intelligence shows that 72% of the at-
tacks targeted the network/transport layer (IP spoof-
ing and token theft), whereas only 23% looked at tem-
poral defects like expired tokens, showing that reusable
attack vectors are the favorite. Resource efficiency was
required a mere 14 — 105KB of data processing, with
the broker RAM utilization rising less than 0.1% in
sustained attack simulation, marking the ESP32 im-
plementation as perfect for a high-risk edge Al envi-
ronment with security enforcement below two millisec-
onds.
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Figure 12: This blocks of figures show latency distribu-
tion of five important system operations under differ-
ent noise standard deviations o € {3.2,3.8,4.4,5.0,6.4}
with color gradients.

Table 15: The time for encryption and decryption operations across dimension 256 to 1024 lattices on
ESP32 hardware. From 14.4 to 438.0 times, the ratio of encryption to decryption time grows exponentially,
giving the classical security-performance tradeoff: higher dimensions increase quantum resistance but dispro-

portionately affect encryption latency.

Dimension | Enc (ms) | Dec (ms) | Enc/Dec Ratio
256 0.23 0.02 14.4
512 0.53 0.01 01.1
768 2.13 0.01 181.8
1024 4.84 0.01 438.0

Table 16: Unauthorized request rejection performance metrics: all attacks are blocked at 100% refusal
rate. This metric proves real-time enforcement with sub-millisecond average latency.

Attack Type Attempts | Avg Latency (ms) | Max Latency (ms)
Invalid Token 350 0.590 1.818
IP Not Whitelisted 420 0.588 0.933
Expired Token 230 0.573 0.680

5.2 Crypto-agility and Low-end Systems

Novel crypto-agility is applied in the architecture to support a full transition from the classical games to the post-
quantum schemes with such mechanisms as a modular implementation of LWE facilitating dynamic algorithm
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Table 17: Resources during attack mitigation: Minimal consumption of resources during attack mitigation
confirms security implementation efficiency.

Attack Type Data Processed (KB) | RAM Impact
Invalid Token 43.75 <0.1%
IP Not Whitelisted 105.00 <0.1%
Expired Token 14.38 <0.1%

substitution without the need for system reconfiguration. The quantum-resistant instance thus relies on lattice-
based cryptography (NIST-standardized ML-KEM/ML-DSA) for protection against all “harvest-now, decrypt-
later” threats, and the ESP32 implementations deliver latency of less than 3ms in moving between cryptographic
schemes. The hybrid deployment of the system, meaning operation with both classical ECDSA and quantum-
resistant LWE concurrently during the migration phases, offers a realistic approach for organizations struggling
with the NIST PQC standardization timeline. Setting aside the speed, the 768 dimensional parameterization of
LWE maintains NIST Level 1 security while still allowing key rotation every 24 hours, thus providing forward
secrecy against future quantum attacks but at the current state of technology.

This shows lattice cryptography as viable on resources-constrained edge devices, where the ESP32 imple-
mentation contributed negligible overhead: 0.07% of the total AI response latency (2.13ms encryption out of
3s total) and 91.86% free memory sustained during operation. Owing to power-efficient design, a baseline
of 300mW is maintained, with short spikes of less than 480mW, allowing deployment on battery-based IoT
nodes. Important uplifts include int16 matrix quantization from 2.36MB storage for 7682 to 15.78kB- and
micro-segmentation selective capabilities that allow it to work within 320 kB RAM while processing 256 bytes
messages at 12.5 requests/s rates. They have enabled zero trust security for edge AI applications that were
previously unprotected-from agricultural sensors to medical wearables three times more energy-efficient than
RSA-2048 and about 14% lagging behind that of Kyber, thus bringing enterprise-grade quantum-safe security
to a 3 microcontroller.

The crypto-agility of the implementation was verified through hybrid ECDSA-LWE operations with transi-
tion latency of 2.89ms and certified compliance to FIPS 203-204 without a measurable decline in performance
(< 0.1%). At run time, the constructed scheme supports increasing dimensions to scale security: from 256 to
1024. Specific to the ESP32, the optimizations brought in record-breaking efficiency: int16 matrix quantiza-
tion removed 99.3% with storage volume reduction (of 7682 matrices to 15.78kB), power spikes were contained
with batched arithmetic by 38%, and micro-segmentation allowed 5 to 8 concurrent clients given 320kB RAM
constraints. Deployment feasibility was experimentally certified by 72 hours of continuous running on 500mAh
batteries while maintaining 12.5 requests/second throughput; this enabled zero-trust AI on devices with just
4MB of flash, equating to a 100 times down in cost against quantum-safe ASIC solutions without compromising
on NIST Level 1 security postures. While the ESP32 implementation provides a viable example, the crypto-
agile system finds its formal foundation in category theory. The mathematical framework thereby allows one
to rigorously analyze transitions in cryptography while maintaining a security property, and this is explained
in the subsequent section.

Crypto-Agile Transition using Categorical Proofs

To formalize crypto-agility, we model cryptographic primitives as objects in a category Cpqc, where a) Objects
represent primitives and b) Morphisms encode secure transitions. This abstraction enables protocol-preserving
substitutions via functors F' : Cpqc —+ S to a have a category-based security specification, where security goals
such as IND-CPA, EUF-CMA, or forward secrecy are expressed. Let A € Ob(Cpqc) be such a PQC primi-
tive that is replaced by another B would be otherwise crypto-agility instantiable by a natural transformation
n : F4 = Fp such that it holds for every security goal s € S that: F(fa)(s) = ns o F(fg)(s). This, in
turn, guarantees protocol semantics compatibility without rewriting said morphisms or reproving the full stack.
Compared to the traditional systems where cryptographic procedures are built into the procedural code, this
model-theoretic abstraction allows for interchangeable modules whose correctness is preserved via diagrammatic
reasoning, thereby reducing re-validation costs and allowing ready migration to other PQC primitives, such as
substituting an LWE-based encryption for a SIDH-based or hash-signature-system, with very little disruption
to any of the higher-level constructs.

In simulating a protocol stack in both categorical and non-categorical terms, we compare the migration
expense to replace a lattice-based PQC primitive (Kyber) with another (NTRU). In the traditional architecture,
replacing the cryptographic backend entails changing an average of 370 lines of code and weeks of re-certification.
Interface mismatches, incompatibilities between structures of data, and cross-layer validation of security proofs
are some of the reasons for these delays. In contrast, in the categorical architecture, cryptographic schemes
are viewed as functorial modules, with morphisms representing transformations and policies. Migration is an
operation on the co-domain of the functor: substituting one object A € Ob(Cpqc) with another B, along with
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the invocation of an already-existing natural transformation 7 : F)y = Fp, which requires only an average of 42
lines of code changes and less than a few days of modularly re-certifying the protocol. This dramatic reduction
is brought upon by the compositional nature of the categorical semantics: cryptographic constructions preserve
structure and constraints by construction, allowing localized updates and automated conformance checks. The
operational implications of these results emphasize that categorical frameworks are an ideal candidate, given
their low-cost management of evolving cryptographic landscapes.

6 Features and Performance Implications

In this section, we delve into advanced topics such as information-theoretic security via wire-tap channel models
and the effects of Engel noise on reduction attacks. Additionally, we analyze crypto-agility, the seamless transi-
tion between cryptographic schemes using categorical proofs, that are directly in line with how our framework
holds support for future-proof security updates.

6.1 Information-Theoretic Security (ITS) and Wire-Tap Channel Model

Wire-Tap Channel Security Regions
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Figure 13: Security regions for an LWE cryptosystem modeled as a wiretap channel for different SNR regimes and
showing achievable secure rate as a function of the eavesdropper SNR, main channel SNR, and noise advantage
0. Subplots (a)—(c) fix the noise advantage § and vary both the main channel SNR and the eavesdropper SNR
to show clearly how the secure region expands when § increases from 0 dB to 8 dB. Subplot (d)—(f) fix the main
channel SNRs to 5 dB, 10 dB, and 15 dB while plotting the secure rate over the grid of eavesdropper SNR and
noise advantage . The lower plots stress out that the noise gap J has to increase for the security to remain
intact as the SNR of the adversary increases. The yellow region promises high achievable secure rates, while the
dark purple regions convey insecure communication. This simulation numerically quantifies the secure capacity
boundaries for the categorical study of LWE-based cryptosystems and portrays the comparative study of their
robustness versus classical information-theoretic secure communication.

Channel wire-tapping is a canonical model considered in ITS. It is categorically represented by a symmetric
monoidal functor F : C — S which maps the category of communication channels to that of secure systems, and
adversarial noises are modeled as natural transformations 7,4y : F = Dpoise- More precisely, with f: A — B
(main) and g : A — F (eavesdropper) channels, the secure rate R; will arise as a limit in the functor category:
R, = lim.,o [I(A; B)r — I(A; E) Fon,,,] Where I are mutual information functors. The naturality condition
Nadv © F(f) = Dhoise © F(g) states that the adversarial noise could be described as a commutative diagram in
which increasing the noise to the eavesdropper % will result in the decrease of I(A; E), formally captured by
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the adjunction:
Homg (]:(SNRB), ]:(SNRE> ® Dnoise) =~ Homc (SNRB, U(SNRE>> (13)

where U refers to the forgetful functor, and SNR = 1/02. Such a setting moreover guarantees e-security once
Nadv induces a monic in S (corresponding the information-theoretic requirement that 02, > 0% + ¢ for § > 0).
Figure B represents the numerically simulated secure rate regions for a LWE-based cryptographic channel
through an analysis based on a categorical modeling framework. Each subplot lays an emphasis on the interplay
between three core variables: signal-to-noise ratio of the main channel (Main SNR), signal-to-noise ratio of the
eavesdropper channel (Eaves SNR), and noise advantage ¢, which represents the difference in noise levels favoring
the legitimate receiver. Subplots (a), (b), and (c) represent the cases when the noise advantage § is set at 0 dB,
4 dB, and 8 dB, respectively, while varying the Main SNR and Eaves SNR over range. From these, one observes
that a larger ¢ corresponds to a more tolerant system with respect to stronger adversaries (higher Eaves SNR)
while still yielding a secure rate greater than zero. On the other hand, Subplots (d), (e), and (f) take the Main
SNR to be 5 dB, 10 dB, and 15 dB, respectively, while observing the variations of secure rate over § and Eaves
SNR. These slices show the importance of sustaining an adequate noise gap for a given main channel quality
to have at least some level of security, especially when the eavesdropper SNR, improves. The categorical model
chosen to emulate this behavior coincides with the algebraic structure of the LWE cryptosystem and hence
provides an extremely principled compositional way of reasoning about secure communication well beyond the

classical Shannon-theoretic constraints.
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Figure 14: Graphs comparing error rates under adversarial noise, one categorical versus the other being the
traditional I'TS method. Each subplot illustrates some other parameter in relation to system performance. In
subplot (a), the degree of adversarial noise o increases while n = 256, ¢ = 2048, and base noise o = 8.0 are held
constant. In subplot (b), the modulus size g changes with n = 256, o = 8.0, and adversarial noise fixed at 40. In
subplot (c), the lattice dimension n is varied with ¢ = 2048, ¢ = 8.0, and adversarial noise fixed at 40. Subplot
(d) examines the impact of increasing base noise o on the error rate keeping n = 256, ¢ = 2048, and adversarial
noise at 40. In all plots, we have three quantities that are charted: the categorical error rate (accepted messages
that were incorrect), the traditional error rate (which is almost always zero), and the rejection rate (how often
a distributer rejects a potentially insecure transmission). Error and rejection rates are given on the left and

right axes, respectively.

These plots on Figure @ reveal the hardness comparison between these two communication models: one
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categorical secure communication mode (based on the trust, policy, and access control abstraction through
functors and natural transformations) and the traditional ITS (information-theoretic security) protocol. As
adversarial noise increases in severity (Plot a), the categorical framework sees the error rate remain stable
while the rejection rate shoots up, displaying that the system can explicitly reject messages it can potentially
classify as compromised via its internal categorical decision structures. On the other hand, the traditional
ITS model shows zero error because it is structurally deficient; it does not possess the expressiveness to reject
or filter messages based on trust relations but passively accepts or decodes all messages given to it. Varying
the modulus ¢ (Plot b) gives a slight improvement in security for the highest modulus, but even then, the
categorical model is better at selective enforcement of rejection policies. Subplots (c¢) and (d) demonstrate a
steady behavior under all changes in dimension n and base noise ¢: the categorical error rate remains bounded
and relatively stable, whereas traditional methods provide no rejection logics and thus become blind to trust
violations. Essentially, this experiment confirms that categorical simulation can adapt dynamically to adversarial
perturbations with policy-aware structure, showing the possibility of categorical frameworks enforcing security
properties as morphisms in a functorial setting, beyond the passive assumptions of ITS paradigms.

6.2 Security Proofs and Reduction Attacks

Engel coefficients create a method for noise generation that is simultaneously structured and highly unpre-
dictable, and thus changes the very landscape of the hardness of reduction attacks. Consider a reduction attack
attempting to solve LWE by reducing it to a lattice problem with a basis matrix B € Z™*™. For the tradi-
tional LWE with Gaussian noise, the complexity of the attack is O(27°829°¢), for some constant c, leveraging
linear dependencies in the noise distribution. When the Engel coefficients are in play, the noise e; = ®~1((i¢
mod 1);0,02) inherits multiplicative structure arising from Engel expansions, where ¢ = (1 + 1/5)/2 is the
golden ratio and ®~1 is the inverse CDF of a normal distribution. This induces non-linear dependencies that
standard lattice reduction techniques cannot exploit and increases the complexity of the attack from (27182 9)
to O(2n1og2a¢lo8 o) wwhere the attacker has to factor in transcendental number theory properties of ¢ and
the non-uniform concentration of measure in the noise distribution. The Engel structure preserves statistical
properties of Gaussian noise while introducing computational hardness against linear algebra attacks.

The Engel LWE cryptosystem, by utilizing the deterministic redundancy and the smooth algebraic structure
of Engel expansions to encode randomness, performs sufficiently well in all aspects. Table [L§ depicts the success
probabilities of attacks as negative powers of 2, for easy comparison. This implies that adversarial advantage
experiences exponential decay with security level; thus, Engel LWE achieves the best exponent, thanks to
hardness-preserving transformations given close enough to ideal LWE bounds. Also observed in Table [L9, Engel
LWE enjoys fewer computations than Kyber or Dilithium because its decryption method precludes the use of
Gaussian sampling and instead uses the bounded error procedure from a deterministic series. Memory efficiency
is measured in Table since application components in Engel LWE can be compactly encoded in bounded
depth expansion terms, key size is consistently smaller. All the features points indicate that Engel LWE offers
not only theoretical security guarantees but also practical efficiency advantages to the commonly accepted PQC
schemes.

Table 18: Attack Success Rates: Conditional probability that a successful lattice reduction attack or key recovery
succeeds against each cryptosystem at the standard NIST security levels. The lower, the more secure. Engel
LWE achieves the ideal theoretical bounds, proving the resilience against cryptanalysis.

Security Level Engel LWE Kyber Dilithium

128-bit 2-128 27120 9-122
192-bit 27192 27180 2185
256-bit 2-2%6 27240 9-248

Table 19: Computational Time: The average time in seconds per encryption/decryption cycle. Engel LWE
displays faster runtime at all levels because of its deterministic nature of the Engel expansion that makes key
sampling and modular arithmetic easier.

Security Level Engel LWE (s) Kyber (s) Dilithium (s)

128-bit 0.00015 0.00083 0.00052
192-bit 0.00032 0.00085 0.00120
256-bit 0.00061 0.00165 0.00235
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Table 20: Memory Requirements: The quantity of memory (in KB) required to store a key is something with
which Engel LWE can benefit from the compact representation due to recursive properties of Engel expansions,
thereby making it conducive to constrained environments.

Security Level Engel LWE (KB) Kyber (KB) Dilithium (KB)

128-bit 0.8 1.5 2.2
192-bit 1.7 3.2 4.8
256-bit 3.2 6.0 9.1

7 Conclusion

We have demonstrated a practical and formally verified ZT-PQC system for AI models, underpinned by cate-
gory theory, showcasing its viability on resource-constrained devices like the ESP32. Our experimental results
highlight the practical utility of lattice cryptography on low-end systems, with LWE encryption execution time
averaging 10.97 ms and decryption 2.89 ms, thereby minimally impacting overall latency where network delays
and Al inference are dominant factors. Power analysis confirmed a stable baseline of 300 mW, with peaks up
to 479 mW, consistent with cryptographic workloads. The system achieved a 100% rejection rate for unautho-
rized access attempts with sub-millisecond average latency and sustained minimal resource consumption during
attack mitigation. Furthermore, the categorical framework facilitates crypto-agility, significantly reducing code
changes for algorithm substitution, and theoretically reduces computational complexity for key operations from
O(n?) to O(n), alongside a 100% reduction in key sampling from O(n) to O(1). This approach transforms
the landscape of Al security by offering a robust, quantum-resistant solution adaptable to real-time, resource-
constrained environments, critical for the proliferation of Al in IoT and edge computing. Future work will focus
on enhancing transport security with SSL/TLS, implementing advanced error handling, and enabling dynamic
key rotation to further harden the system against evolving threats.
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