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Abstract

Regulatory limits on explicit targeting have not eliminated algo-
rithmic profiling on the Web, as optimisation systems still adapt ad
delivery to users’ private attributes. The widespread availability of
powerful zero-shot multimodal Large Language Models (LLMs) has
dramatically lowered the barrier for exploiting these latent signals
for adversarial inference. We investigate this emerging societal
risk, specifically how adversaries can now exploit these signals to
reverse-engineer private attributes from ad exposure alone. We
introduce a novel pipeline that leverages LLMs as adversarial infer-
ence engines to perform natural language profiling. Applying this
method to a longitudinal dataset comprising over 435,000 ad impres-
sions collected from 891 users, we conducted a large-scale study to
assess the feasibility and precision of inferring private attributes
from passive online ad observations. Our results demonstrate that
off-the-shelf LLMs can accurately reconstruct complex user pri-
vate attributes, including party preference, employment status, and
education level, consistently outperforming strong census-based
priors and matching or exceeding human social perception, while
operating at only a fraction of the cost (223x lower) and time (52x
faster) required by humans. Critically, actionable profiling is feasible
even within short observation windows, indicating that prolonged
tracking is not a prerequisite for a successful attack. These findings
provide the first empirical evidence that ad streams serve as a high-
fidelity digital footprint, enabling off-platform profiling that inher-
ently bypasses current platform safeguards, highlighting a systemic
vulnerability in the ad ecosystem and the urgent need for responsi-
ble web Al governance in the generative Al era. The code is available
at https://github.com/Breezelled/when-ads-become-profiles.
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1 Introduction

Online advertising serves as the primary economic engine of the
Web, enabling the free distribution of content and services. To max-
imise relevance and revenue, platforms like Facebook and Google
deploy sophisticated, opaque algorithms to deliver personalised
content, matching advertisements to users based on granular in-
ferred profiles and behaviours [25]. However, as privacy concerns
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have mounted, the Web ecosystem has shifted toward stricter gover-
nance and regulatory compliance [28]. A pivotal moment occurred
in 2022, when major platforms like Meta removed "Detailed Tar-
geting" options for sensitive categories, including political beliefs,
health causes, sexual orientation, and religious practices, to prevent
potential abuse and discrimination ®. This shift was intended to
enhance user privacy by limiting how advertisers could directly
target vulnerable groups through the platform’s native tools.

While these policies limit explicit targeting options, they do not
neutralise the demographic skews introduced by the platform’s
optimisation algorithms. Prior studies have established that ad de-
livery remains highly correlated with private attributes, even under
neutral targeting settings [1-3, 17], as an artifact of algorithmic
optimisation for user engagement. Our own preliminary analysis
confirms that these correlations persist within the dataset we use,
creating a discernible link between ad exposure and user private
attributes. Consequently, the stream of advertisements shown to a
user continues to serve as a high-fidelity proxy for their identity,
containing latent fine-grained signals about their private attributes.

The emergence of generative Al challenges the efficacy of exist-
ing governance frameworks, introducing potential vulnerabilities
by diversifying attack pathways and increasing uncertainty. Previ-
ously, exploiting these signals required significant resources: collect-
ing massive labeled datasets and training classifiers 7, 14, 20, 30, 35].
However, this barrier has been fundamentally altered by the rapid
democratisation of powerful generative Al like Large Language
Models (LLMs). Such technologies demonstrate remarkable abilities
to understand and generate nuanced, human-like content [15, 24],
reason about complex contexts [12, 18], adapt to user-specific pref-
erences [23, 41], and even integrate multimodal information [4, 9,
15, 24], bringing immense convenience but also raising new soci-
etal concerns in domains such as online advertising [13]. As these
models become increasingly accessible and capable [25], not only
through APIs or open-source implementations but also via free,
public-facing web interfaces to some of the most advanced propri-
etary models [4, 9, 12, 15, 24], which dramatically lower the barrier
for conducting sophisticated analyses at scale, including those with
potentially harmful intent.

Today, even individuals with only basic technical skills can lever-
age these models to perform such inferences, making the threat

Uhttps://www.facebook.com/business/news/removing-certain-ad-targeting-options-
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Figure 1: Conceptual overview of the adversarial profiling threat from the passive ad exposure to the user.

of misuse more probable and more accessible. The convergence of
latent ad signals and zero-shot capabilities of LLMs creates societal
risks: regulatory evasion via off-platform profiling enabled
by scalable yet imperceptible privacy violations. Critically, this
profiling does not require the distribution of specialised malware, it
can be opportunistically deployed within the existing ecosystem of
benign-looking browser extensions (e.g., ad blockers, coupon find-
ers), utilising legitimate permissions to silently harvest ad creatives
while evading both user suspicion and platform audit trails.

In this work, we present a large-scale Web privacy study to
quantify privacy implications of this societal risk. We propose a
novel pipeline that leverages the zero-shot capabilities of multi-
modal LLMs to act as an adversarial inference engine. Utilising a
filtered longitudinal dataset collected via a browser extension from
891 Australian Facebook users (spanning over 435,000 individual
ad impressions across more than 63,000 sessions), we simulate an
attacker’s perspective to answer the following: To what extent can
multimodal LLMs reconstruct a user’s private attributes solely from
the sequence of advertisements that are shown to the user?

Our findings reveal that LLMs can reconstruct private attributes
such as age, gender, education, employment status and party prefer-
ence with high accuracy, outperforming strong census-based priors
and matching human annotators. Crucially, we demonstrate that
this inference is feasible even with short observation windows
(session-level), meaning prolonged tracking is not a prerequisite
for a successful attack. These findings provide the first empirical
demonstration that multimodal LLMs can reverse-engineer user
private attributes from passive observation alone, highlighting the
scale of privacy risks and the urgent need for safeguards in the era
of accessible, high-capacity generative AL

Our work makes the following contributions: (1) A Novel
Pipeline for Uncovering Emerging Societal Risks in Web Ad-
vertising. We introduce a methodology that leverages multimodal
LLMs to perform zero-shot natural language profiling on ad con-
tent. Unlike traditional methods that rely on behavioural metadata,
our pipeline decodes the semantic signals embedded in visual and
textual ad creatives, establishing a new approach for uncovering the
privacy dimension of societal risk from unstructured digital foot-
prints. (2) Empirical Quantification of Privacy Risk in Passive

Ad Streams. We provide the first large-scale empirical evidence
that ad streams serve as a high-fidelity digital footprint. By evalu-
ating LLMs performance against strong census-based priors and
human annotators, we demonstrate that LLMs can accurately recon-
struct private attributes from passive observation alone, achieving
comparable accuracy at a dramatically lower marginal cost (223x
cheaper) and latency (52x faster) than human analysis. (3) Char-
acterisation of Scalable Profiling. We reveal the operational
viability of this threat by demonstrating that prolonged tracking
is unnecessary. We discuss how this capability enables profiling
that bypasses governance and regulation, highlighting urgent gaps
in current Web privacy protection that are exacerbated as LLMs
become increasingly capable and accessible.

2 Related Works

In this section, we situate our work at the intersection of digital
footprint analysis and the emerging privacy risks posed by LLMs.
We review how traditional methods established the link between
online behaviour and user attributes, and how recent advancements
in LLMs have transformed this landscape from resource-intensive
modeling to scalable adversarial inference.

2.1 Digital Footprints and Traditional Inference

Prior to the emergence of LLMs, research had established that digital
footprints are predictive of private user attributes. Studies have
demonstrated that diverse traces, ranging from Facebook Likes [20]
and social media language use [30] to search logs [7] and even
public Spotify playlists [35], contain latent demographic signals. In
the visual domain, tasks such as human attribute recognition and
pedestrian attribute recognition have achieved high precision in
identifying traits like gender and age from images [36, 39]. However,
these traditional approaches typically required significant resources,
relying on massive labeled datasets to train bespoke classifiers via
supervised learning [14].

Within the advertising domain, extensive auditing literature has
similarly documented systematic demographic skews in ad deliv-
ery algorithms [1-3, 17]. While these studies originally aimed to
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detect algorithmic discrimination, they provide the crucial empiri-
cal evidence that ad streams carry latent signals. Our work builds
upon this foundation by shifting the lens to adversarial inference,
demonstrating how these established correlations can be exploited
by off-the-shelf LLMs without the need for the resource-intensive
training pipelines required by previous methods.

2.2 Utility and Risks of LLM Profiling

The rise of LLMs has fundamentally altered user profiling, shift-
ing from opaque vector representations to transparent, language-
based reasoning. In recommender systems, this capability is widely
leveraged to construct scrutable user models from interaction histo-
ries [6, 26, 27, 42], or to infer detailed preferences from sparse inputs
like POI check-ins and collaborative signals [29, 37, 38]. Beyond rec-
ommendation, LLMs demonstrate strong reasoning capabilities in
broader user modeling tasks, ranging from inferring latent interests
to generating personalized content [22, 33].

Recently, this inferential power has raised significant concerns
regarding inferential privacy, where adversaries exploit models to
deduce private information from user content. Studies have demon-
strated that LLMs can infer personal attributes from online text
posts [32], highlighting that such automated inference operates at
a fraction of the cost and time required by human analysts. Extend-
ing this to the visual domain, recent works utilise vision-language
models to extract attributes from user-uploaded images [34] and
aggregate clues across personal photo albums using agentic frame-
works [21]. Our work identifies a critical gap in this emerging
literature. While previous studies focus on active digital footprints,
content users voluntarily create or upload, we investigate passive
digital footprints: the stream of advertisements pushed to users by
algorithmic systems. By demonstrating that off-the-shelf LLMs can
reverse-engineer user private attributes from these passive expo-
sures, we uncover a systemic vulnerability where the platform’s
own targeting logic can be exploited to compromise user privacy.

3 Threat Model

We consider a privacy threat aimed at profiling users based on
their passive exposure to algorithmic content. We formalise the
adversary’s goal, capabilities, and the specific attack vector within
the modern Web ecosystem.

3.1 Adversary Goal and Capabilities

The adversary aims to infer a target user’s private attributes A
(e.g., party preference, employment status) by observing the stream
of advertisements S delivered to them. This adversary seeks to
exploit the real-time, high-fidelity targeting intelligence embedded
in the ad platform itself. This approach differs fundamentally from
existing data acquisition methods. Unlike scraping public social
media profiles [32, 34], which relies on active user disclosure, this
attack exploits passive exposure. Furthermore, unlike purchasing
data from brokers and targeting from the platform, which creates
discoverable records and is subject to regulatory scrutiny.

We characterise the adversary based on three operational as-
sumptions that reflect the democratised nature of this threat. First,
the adversary does not require specialised machine learning exper-
tise or resources to train bespoke classifiers. Instead, they leverage

off-the-shelf multimodal LLMs via public APIs (e.g., OpenAl) or lo-
cal open-source models, making the attack accessible to individuals
with only basic technical skills. Second, regarding data access, the
adversary is limited to client-side rendered content. They observe
the visual and textual components of advertisements exactly as dis-
played in the user’s browser, without requiring privileged access to
the ad platform’s internal databases. Finally, the adversary operates
without access to the user’s ground truth private attributes.

3.2 Attack Vector

We identify browser extensions that abuse legitimate privileges as
the potential primary vector for this attack. This scenario is partic-
ularly severe due to its inherent stealth and scalability. Rather than
distributing specialised malware, an adversary can opportunisti-
cally deploy this attack within the existing ecosystem of widely in-
stalled, benign-functioning extensions, such as ad blockers, coupon
finders, or page translators. These extensions legitimately require
permissions to read web page content to function, providing a
perfect cover for data harvesting [31].

This vector effectively bypasses both user and platform scrutiny.
Users typically focus their privacy concerns on invisible trackers
and cookies while overlooking the semantic signals embedded in
visible ad creatives [40]. Similarly, app or plugin store reviews often
focus on code safety rather than the privacy implications of data
inferred from legitimate content access [31]. This creates a regu-
latory blind spot where a benign-looking extension can silently
harvest ad content without triggering security alarms. Furthermore,
by leveraging the zero-shot capabilities of LLMs, the adversary can
automate this process for scalable profiling. As we demonstrate in
Section 5.3.1, actionable profiles can be reconstructed from short
observation windows, meaning the adversary does not need to
maintain long-term persistence to be effective. Ultimately, this vec-
tor offers a distinct strategic advantage: it enables off-platform
profiling that evades the platform’s own privacy safeguards, such
as the removal of sensitive targeting options. The adversary ef-
fectively exploit the optimisation logic of the ad platform to build
sensitive user profiles at a low marginal cost and without leaving
an audit trail.

4 Methodology

To empirically evaluate the feasibility of the threat model defined in
Section 3, we formalise the User Profile Reconstruction task. Let U be
a set of users, where each user u € U is associated with a ground-
truth set of private attributes Ay = {agender> @age> Gincome - - - }- The
user is exposed to a chronological stream of advertisements S, =
(di,do, . ..,d,), where each ad d; consists of multimodal content
(image V; and text T;) and metadata. Our research procedure is
illustrated in Figure 2. We assume an adversary M, parameterised
by an LLM, who seeks to leverage the LLM to perform the mapping
function f : S, — ﬁu that reconstructs the private attributes
solely from the ad stream. To achieve scalable and cost-effective
inference without model training, we decompose this mapping
into a three-stage pipeline: (1) Multimodal Feature Extraction, (2)
Session-Level Inference, and (3) Longitudinal User Profiling.
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Figure 2: Overall Study Procedure. Begins with data collec-
tion from 2000+ Australian Facebook users, then data prepro-
cessing from the data sources. A multimodal LLM generates
sequential structured outputs for user profile reconstruction
and potential harm analysis.

4.1 Multimodal Ad Understanding

To transform raw, multimodal ad data into a structured represen-
tation suitable for profiling, we employ an LLM-driven extraction
process. Let each advertisement d; in our dataset consist of visual
content V; (one or more images) and textual metadata T; (title, body,
call-to-action). We utilise Gemini 2.0 Flash [11] as our inference
engine M, selected for its balance of multimodal reasoning and
cost-efficiency required to process N > 435, 000 impressions. For
each ad, conditioned on an extraction prompt Peyiract, the model
M maps the input into a structured feature set F;:

F; ZM(VDTL | Pextract) = {Ci, D, L;, 81} (1)
This structured output F; encapsulates four semantic compo-
nents: (1) a Caption (c;) summarising the core message and vi-
sual elements of the ad; (2) Descriptive Categories (D;), a set
of free-form labels characterising tone, style, and communication
strategy; (3) IAB Categories (£;), a multi-label zero-shot classifi-
cation into a controlled vocabulary of 45 options based on the IAB
taxonomy [16]; and (4) Key Entities (&;), a list of extracted specific
brands, products, or locations. This transformation d; — F; extracts
high-dimensional multimodal signals into a concise textual repre-
sentation. We validate the quality of these model-generated features
in Appendix C and discuss a case of Human-AI disagreement in
Appendix D.

4.2 Session-Level User Profile Reconstruction

To capture short-term profiling signals, we segment the continuous
user stream S, into discrete sessions. Let a session S be a chrono-
logically ordered sequence of n structured ad features observed
within a continuous browsing window (segmentation details in
Section 5.2):

SS=(F31,F52,...,FSn) (2)

where each F;; corresponds to the structured feature set extracted
in the previous stage. We construct a textual representation Ts by
concatenating the components of each F € Ss in temporal order.
This text-centric transformation is a deliberate methodological
choice designed to mitigate two critical limitations of processing
raw visual sequences. First, computational feasibility: user sessions
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vary significantly in length (n € [3, 50]). Processing such long se-
quences of high-resolution images exceeds the token limits and
budget constraints of current API-based models. Second, contextual
fidelity: presenting a collage of disparate ad images simultaneously
can induce visual-textual alignment ambiguity, where the model
struggles to associate specific textual claims with their correspond-
ing visual creatives. We define a session-level inference function
that maps the textual representation T;, conditioned on a profiling
prompt Pprofile session, t0 a prediction of user’s private attributes As
and a reasoning summary rs:

(‘ﬁs’ rs) = M(Ts | Pproﬁle session) (3)

Here, A, contains zero-shot classifications for the six private at-
tributes derived from the current session. The model generates a
reasoning summary (rs), a natural language explanation contains
the key demographic signals identified within that specific session.
This summary serves as the compact information carrier for the
subsequent longitudinal analysis.

4.3 User-Level User Profile Reconstruction

While session-level analysis captures short-term context, a user’s
full ad exposure history offers a richer and more stable signal.
To leverage this, we construct a user-level profile by aggregating
the reasoning summaries derived in the previous stage. Let R, =
(rs;T'sys - - -, Ts,,) denote the chronological sequence of reasoning
summaries generated for user u across m sessions. These summaries
are concatenated to form a longitudinal narrative, representing a
condensed history of the inferred demographic signals over the
entire two-year observation period. The final profiling is performed
by the model M, conditioned on a synthesis prompt Pprofile user» t0
predict the final attribute set Ay:

yiu = M(Ru | Pproﬁle user) (4)

This hierarchical aggregation allows the adversary to synthesise
cumulative evidence (i.e., aggregate semantic signals) and detect
temporal patterns (e.g., shifts in interests or trends) from the full
reasoning summaries of an user R,. Crucially, this approach re-
mains computationally tractable by processing condensed sum-
maries rather than the prohibitive raw ad stream S,,.

5 Results
5.1 Dataset

To empirically evaluate our threat model, we utilise a large-scale,
longitudinal dataset sourced from a data donation project. The
project recruits volunteer participants from the Australian public to
donate data about the advertisements they encounter on Facebook
via a custom-built, privacy-preserving browser plugin. Crucially,
this collection mechanism mirrors the exact vantage point of the
malicious browser extension described in our threat model (Sec-
tion 3) it passively captures the stream of sponsored posts directly
from the user’s feed as they browse the website. Participants joined
by installing the plugin and completing a detailed demographic
questionnaire, which provides the high-fidelity ground truth neces-
sary to benchmark adversarial inference accuracy. The collected
data for each ad includes the ad creative (image and text), associated
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Method | Gender | Age | Income | Education | Employment | Party

| Acc(%) F1(%) | Acc(%) F1(%) MAE NMAE | Acc (%) F1(%) MAE NMAE | Acc (%) F1(%) | Acc(%) F1(%) | Acc(%) F1(%) |
Random Guessing | 50.00 50.00 | 1429 1429 229 038 | 833 833 397 036 | 2500 2500 | 20.00 20.00 | 20.00 20.00 |
Random Control | 5880 5850 | 20.56 15.88 1.63 0.27 | 10.12 504 3.17 029 | 4276 1813 | 4829 1972 | 3463 21.07 |
Gemini 20 Flash | 59.13 58.85 | 2041 1562 164 027 | 994 456 317 029 | 4270 1804 | 4838 19.92 | 3513 2099 |

Table 1: Session-level performance on all 63,864 sessions.

metadata, and a link to the de-identified user profile. This method-
ology provides a unique, user-centric view of the ad ecosystem,
capturing the personalised ads that are otherwise inaccessible to
public scrutiny via scraping or ad libraries. The full dataset made
available to us comprises over 700,000 ad observations collected be-
tween 2021 and 2023 including demographic information from over
2,000 Australian Facebook users. This extensive, real-world dataset
allows us to conduct a robust, large-scale study of the potential for
user profiling attack by LLMs under realistic conditions.

5.2 Preprocessing

To simulate a realistic attack scenario where an adversary observes
users in short discrete time windows, we must segment the con-
tinuous stream of ad exposures into meaningful units of analysis.
We use a data-driven, principled way to define what counts as a
“session” in our dataset, instead of arbitrarily choosing a cutoff.
Users’ ad exposures arrive as a continuous, non-uniform timeline
of events over days and weeks. To segment each user’s ad viewing
history into coherent sessions, we identify a robust threshold for
the maximum time interval that can elapse between consecutive
ads such that they still belong to the same session.

We compute a session threshold 6 by applying a kernel density
estimator (KDE) over the log-transformed inter-ad time intervals.
This process yields a global threshold of 6 = 389 seconds (refer
to Appendix E for the detailed preprocessing details). Thus, two
consecutive ads t;, t;+1 are considered to belong to different sessions
iftiyg —t; > 6.

This data-driven approach allows us to transform the continu-
ous variable of time gaps into a principled categorical distinction
(same session vs. new session) based on real user behavioural pat-
terns observed in the data. Following temporal segmentation, we
apply additional filtering steps to ensure data quality and modelling
tractability: (1) Source filtering: We retain only ad impressions
sourced from Facebook, excluding other platforms and modalities
such as video-only content. (2) Session length bounds: We dis-
card sessions with fewer than 3 or more than 50 ad impressions
to eliminate sparse sessions and abnormally long sequences. This
range aligns with recent studies on LLM-based user profiling and
prediction on sequential data [10, 37]. (3) User filtering: We ex-
clude users who contributed fewer than 3 ad session, as such short
histories are insufficient for meaningful profiling.

After filtering, the dataset contains: 891 unique users, 63,864 total
ad sessions and 435,314 total ad impressions. To further prepare the
ad text for subsequent processing, we remove all HTML elements
and markup to produce clean plain-text representations. The demo-
graphic composition of the final filtered user cohort is detailed in

Table 4. This table provides the operational definitions for all demo-
graphic categories, such as age ranges (older or younger), income
brackets and education levels (higher or lower), used throughout
our subsequent analyses. All monetary values, including income
brackets, are reported in Australian Dollars (AUD). The distribution
of ad content across IAB categories, which forms a core feature
for our subsequent analyses, is visualised in Figure 4. These dis-
tributions provide the foundational context for our user profile
reconstruction experiments.

5.3 User Profile Reconstruction

As detailed in Section 1 and 2, algorithmic optimisation inherently
introduces demographic skews in ad delivery. Our preliminary ex-
amination of specific categories within our dataset, namely Educa-
tion and Careers, Gambling, Alcohol, and Politics, confirms that these
correlations persist locally. Specifically, we observed heightened ex-
posure of gambling content to socioeconomically vulnerable groups,
along with distinct age and gender stratifications in alcohol and
political advertising. This validates the premise of our threat model:
an ad stream serves as a rich digital footprint containing latent
private attribute signals. To quantify the extent to which these sig-
nals can be exploited, we deploy the adversarial inference pipeline
defined in Section 4. Treating the sequence of advertisements as
the sole input, we tasked the LLM with performing zero-shot clas-
sification of private attributes. We structure our evaluation in two
stages: first assessing the feasibility of inference from short obser-
vation windows (Session-Level), and then aggregating these insights
to construct longitudinal profiles (User-Level). In both stages, we
benchmark performance against strong census-based priors and
human evaluators to rigorously characterise the privacy risk.

Experimental Setup. We evaluate model performance using
Accuracy and Macro F1-score, ensuring robust assessment even
in the presence of class imbalance. For ordinal attributes such as
Age and Income, where exact classification is overly punitive and
“near misses” retain profiling utility, we additionally report Mean
Absolute Error (MAE). This measures the average index distance
between the predicted and ground-truth bins. To allow for com-
parison across attributes with differing granularities (e.g., 7 age
brackets vs. 12 income brackets), we also report Normalised MAE
(NMAE). Complete model hyperparameters and configurations are
detailed in Appendix B.

5.3.1 Session-Level Reconstruction. We first conduct our analysis
at the most granular level: the user session. A user session is
defined as the sequence of ads a user is exposed to within a single,
continuous period of platform usage. This session-level analysis
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Methods Gender Age ‘ Income Education Employment Party
Acc (%) F1(%) Acc (%) F1(%) MAE NMAE ‘ Acc (%) F1(%) MAE NMAE Acc (%) F1(%) Acc (%) F1(%) Acc (%) F1(%)
Random guessing 50.00 50.00 14.29 14.29 2.29 0.38 ‘ 8.33 8.33 3.97 0.36 25.00 25.00 20.00 20.00 20.00 20.00

\ \
\ \
\ \
Human | 73.6715.13 73.054495 |
\ \
\ \
\ \

\ \ \
\ \ \
\ \ \
| 33671543 25.104641 | 37.831578 20.42x395 |
\ \ \
\ \ \
\ \ \

|

|

21.831534 15.641434 1.5820.00 0.262001 | 8.5:274 6942235 3.332031 0.3040,03 25.0046.10 1668454 |

GPT 40 6000 59.86 3600 2756 126 021 | 1400 1136 266 024 4600 2529 49.00 2287 2600 1615 |

Gemini 2.0 Flash 60.00  59.86 3000 2003 133 022 | 600 231 284 026 4700 2610 5100 2331 3200 1524 |

Gemini 2.5 Flash 6400  63.99 3000 2631 124 021 | 700 330 304 028 4300 2414 4900 2290 2500 1373 |
Thinking Models

GPT 5 Mini | 6900 6897 | 2900 1972 129 022 | 900 660 2.9 026 | 4300 2359 | 4900 2262 | 2600 1581 |

GPT 5 | 76,00 7565 | 3100 @ 24.82 123 021 | 1100 591 281 026 | 4600 2712 | 5100 2411 | 2500 1437 |

Gemini2.5Pro | 7500 7480 | 3000 2645 115 019 | 800 580 302 027 | 5100 3054 | 5300 2633 | 3100 2172 |

Table 2: Comparison of Human and random guessing against LLMs on 100 sampled human-evaluated sessions.

allows us to test the LLM’s inference capabilities on short, contextu-
ally coherent ad sequences. To ensure data quality and meaningful
classification, we excluded responses where users selected “prefer
not to say” for any given attribute. We also excluded the “other”
category for gender due to its small sample size (N=6 users), which
is insufficient for a reliable model evaluation. We then tasked Gem-
ini 2.0 Flash, a state-of-the-art multimodal LLM, with performing
zero-shot classification for six demographic attributes across the
remaining 63,864 user sessions from our dataset.

Gender

== Human

GPT-40
—— Gemini-2.0 Flash
—— Gemini-2.5 Flash

—— GPT-5 Mini
GPT-5
—— Gemini-2.5 Pro

Employment = ** Income

Education

Figure 3: Accuracies of 6 state-of-the-art LLMs and human
across different demographic categories on 100 sampled
human-evaluated sessions.

Performance on Full Dataset. Table 1 presents the model’s
performance benchmarked against a random guessing baseline and
a “Random Control” group (where ad order within a session is
shuffled). For categorical attributes, Gemini 2.0 Flash consistently
outperforms the random baseline. For instance, the model achieves
59.13% accuracy for Gender, and substantial gains are observed for
Education (42.70%) and Employment (48.38%), more than doubling
the random guess performance. Similarly, for Party preference, the
model achieves 35.13% compared to the 20.00% baseline, showing
that political orientation is discernible even within short browsing
sessions. This indicates that ad sequences, even at the session level,
contain sufficient demographic signals for the LLM to make infer-
ences better than chance. For ordinal attributes (Age and Income).
While the F1-scores for Age (15.62%) and Income (4.56%) appear low

due to the difficulty of pinpointing exact brackets, the MAE metrics
reveal a deeper insight. The model achieves an MAE of 1.64 and 3.17
(NMAE 0.27 and 0.29) for Age and Income, significantly lower than
the random baseline of 2.29 and 3.97. This implies that the model’s
errors are not random noise, rather, predictions are typically “near
misses” falling within 1-2 buckets of the truth. This suggests that ad
streams contain a robust signal for a user’s approximate life stage
and economic standing, which the model effectively decodes even
if exact precision remains challenging.

Impact of Temporal Order (Random Control). To isolate the
value of sequential information at the session level, we compare the
standard model against the Random Control group in Table 1. The
performance difference is negligible across all metrics. For example,
Party preference accuracy shifts marginally from 34.63% (Control)
to 35.13% (Sequential). This finding confirms that at the granular
level of a single, short user session, the specific chronological or-
der of ads provides little additional signal. The model’s inferences
appear to be based primarily on the aggregate semantic content
present in the session, rather than their temporal arrangement.

Human vs. Al Evaluation. To contextualise these LLMs capa-
bilities, we conducted a human evaluation on randomly sampled
100 user sessions, stratified to match the demographic distribution
of our dataset as detailed in Table 4. We recruited six human an-
notators (2 female, 4 male) with diverse professional backgrounds,
including legal and privacy expertise, computer science, and hu-
man resources. Each annotator was tasked with inferring the six
demographic attributes for each of the 100 sessions, based solely on
the same ad content shown to the LLM. To best capture intuitive hu-
man inference in a realistic and tractable manner, annotators were
shown the raw, human-readable visual images of the ads within
each session, as processing the full structured textual captions, cate-
gories, key entities from all ads in 100 sessions would be cognitively
overwhelming. In contrast, the LLM received the structured textual
input generated by our multimodal understanding pipeline (as de-
scribed in Section 4.1) as in our session-level analysis. This design
allows for an valid comparison between intuitive human inference
and systematic algorithmic inference. The results are detailed in
Table 2 and visualised in Figure 3.

The comparison reveals a significant evolution in the capabilities
regarding Gender classification. While this task relies heavily on
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Method Gender Age Income Education Employment Party
Acc (%) F1(%) Acc (%) F1(%) MAE NMAE Acc (%) F1(%) MAE NMAE Acc (%)  F1(%) Acc (%)  F1(%) Acc (%) F1(%)
36.47 26.72 20.84 4.93 2.04 0.34 9.25 1.54 3.07 0.28 21.81 11.94 56.71 24.13 3.14 1.22

Prior-Sampling

8.32:£0.96 8.03£0.95 4.06:0.10 0.37+0.01

19.8541.25 16.2011.13

\
\
Prior-Mode ‘
\
\

\ \
\ \
\ \
49.89:168 49.035168 | 14.85:122 14015118 2.11x005 0352001 |
\ \
\ \

\ \ \
\ \ \
\ \ \
| 26.63:124 24.205138 | 46.904179 32772177 |
\ \ \
\ \ \

Random Control 70.39 70.38 38.00 32.02 0.90 0.15 10.27 6.31 2.73 0.25 43.48 33.60 61.36 33.59 39.92 23.81
Gemini 2.0 Flash ‘ 74.88 74.87 41.18 34.57 0.85 0.14 9.11 5.46 2.73 0.25 44.87 34.13 61.95 34.66 39.91 23.90
Gemini 2.0 Flash® 76.38 76.35 40.84 34.39 0.95 0.16 8.99 5.76 2.77 0.25 44.41 34.37 62.46 35.63 41.60 25.82

Table 3: User-level performance on 891 users. | denotes the LLM augmented with an Australian-specific context prompt.

decoding subtle, socially-cued signals, a domain where human intu-
ition typically excels (73.67% accuracy), state-of-the-art LLMs now
demonstrate remarkable proficiency that rivals or even exceeds
human performance (GPT-5 at 76% and Gemini 2.5 Pro at 75%). This
indicates that modern multimodal models have reached a level of
social perception comparable to humans, effectively bridging the
gap in interpreting nuanced demographic cues from visual content.
Furthermore, for complex socio-economic and political attributes,
LLMs consistently matched or surpassed human capabilities. For
Education and Employment, the best-performing model (Gemini 2.5
Pro) achieved significantly higher accuracies (51% and 53%) com-
pared to the human average (33.67% and 37.83%). A similar trend
was observed for Party preference, where the model reached 32%
accuracy against the human baseline of 25%. This indicates that
LLMs are more effective at identifying non-obvious correlations be-
tween commercial content and users’ professional backgrounds or
ideological leanings. Crucially, the MAE analysis for Age highlights
the superior calibration of LLMs. While humans achieved an MAE
of 1.58, the best LLM (Gemini 2.5 Pro) achieved 1.15. This confirms
that even when the model fails to predict the exact age bracket, its
estimates are semantically closer to the ground truth than human in-
tuition. Both humans and LLMs struggled with Income, reinforcing
that this attribute is less reliably encoded in short-term ad content.

In summary, our session-level analysis provides empirical ev-
idence that LLMs can extract private attribute signals from short
observation windows, achieving performance that rivals or even
exceeds human capabilities. The models demonstrate a “directional
correctness” (low MAE) for ordinal attributes and significantly out-
perform human annotators on complex traits like employment and
education. This feasibility of short-term profiling motivates our sub-
sequent analysis at the user level, where aggregating information
across multiple sessions may amplify these signals.

5.3.2  User-Level Reconstruction. Building on the hierarchical ag-
gregation pipeline defined in Section 4.3, we reconstruct longitu-
dinal user profiles by synthesizing reasoning summaries across
all sessions. This holistic approach allows the model to leverage
cumulative evidence and temporal shifts in ad exposure over the
user’s entire history. For this more rigorous user-level evaluation,
we introduce two stronger baseline models derived from Australian
census data [5], which reflect the prior demographic distribution
of the population. The Prior-Mode baseline always predicts the
majority class for each attribute. The Prior-Sampling baseline pro-
vides a more robust chance-level comparison by making predictions
through random sampling from the census distribution; we report

the mean and standard deviation of its performance over 1,000
independent runs in Table 3. To ensure a fair comparison, we har-
monised our dataset with the census data. For all attributes, we
excluded responses where users selected “prefer not to say.” We
excluded gender-diverse respondents from this analysis because
the census prior reports only male and female categories. For edu-
cation, we aligned with the higher education census distribution
by merging all non-degree categories in our data into a single “No
Degree” class. Census data for individual income, reported weekly,
was annualised and aligned perfectly with our income brackets.
For employment, we merged our two “unemployed” categories to
match the census, which does not distinguish between looking for
work or not; we also excluded “retired” individuals from this specific
attribute’s evaluation, as the census employment data pertains only
to the labour force. Detailed demographic statistics are based on the
Australian Census [5] and the Australian Federal Election Study [8].
We evaluate three versions of LLM: the standard Gemini 2.0 flash
model, an augmented version, Gemini', which was provided with
a prompt about the Australian cultural context and a a “Random
Control” group (where ad session order within an user is shuffled).
This augmentation is designed to create a more equitable compari-
son with our census-derived baselines. Since the Prior-Sampling
baseline inherently incorporates “Australian context” by drawing
from national demographic data, providing the LLM with similar
high-level contextual information ensures that our evaluation more
accurately assesses the model’s ability to infer information from ad
content, rather than simply penalising it for a lack of geographical
and cultural knowledge.

The user-level reconstruction performance is presented in Ta-
ble 3. The results show a marked improvement over the session-
level analysis and demonstrate the LLM’s strong capability to recon-
struct user profiles. Gemini significantly outperforms both the Prior-
Mode and Prior-Sampling baselines across nearly all attributes in
both accuracy and F1-score. The most striking performance is in
Gender reconstruction, where Gemini' achieves 76.38% accuracy
and a 76.35% F1-score, far exceeding the baselines and indicating a
very strong and reliable signal in the ad streams. Substantial gains
are also evident for attributes that were challenging at the session
level. For Education, the F1-score jumps to 34.37%, nearly tripling
the baseline performance. The model’s performance on Employ-
ment is also noteworthy. While the Prior-Mode baseline achieves a
high accuracy of 56.71% due to a large majority class (employed full-
time), its F1-score is low (24.13%). Gemini', in contrast, achieves a
higher accuracy (62.46%) and a significantly better F1-score (35.63%),



demonstrating a superior ability to correctly identify users in non-
majority employment categories. For Party preference, the LLM’s
accuracy (41.60%) and F1-score (25.82%) are dramatically better than
the baselines, suggesting that political orientation is encoded in ad
content. For ordinal attributes, Age, Gemini’s accuracy (41.18%) is
double that of the Prior-Mode baseline (20.84%), but the MAE pro-
vides a deeper insight: the model achieves an MAE of 0.85 (NMAE
0.14), which is significantly lower than the Prior-Mode (2.04) and
Prior-Sampling (2.11). An MAE below 1.0 indicates that on aver-
age, the model’s predictions are less than one age bracket away
from the ground truth. This confirms that the model successfully
identifies the user’s approximate life stage with high “directional
correctness.” A similar pattern is observed for Income. While the
absolute accuracy (9.11%) remains low and comparable to baselines,
the MAE of 2.73 is substantially better than the Prior-Sampling
baseline (4.06). This reduction in error magnitude suggests that
while pinpointing the exact income bracket remains difficult, the ad
content contains a coarse but discernible signal of a user’s general
economic standing, allowing the model to place users in brackets
semantically closer to the truth than random chance.

To isolate the value of sequential information, we compare the
standard model against a “Random Control” group where the chrono-
logical order of ads within sessions was shuffled. The results indicate
that temporal order contributes differently across attributes. For
Age and Gender, preserving the chronological sequence yields no-
ticeable gains (e.g., Age accuracy improves from 38.00% to 41.18%,
and MAE decreases to 0.85), suggesting that temporal evolution in
ad delivery captures signals related to life stages or identity stabil-
ity. However, for socio-economic attributes like Income, Education,
and Employment, performance remains comparable between the
sequential and shuffled inputs. This implies that for these traits,
the cumulative semantic content: the specific collection of ads a
user sees, serves as the primary predictive signal, regardless of the
specific viewing order.

In summary, our analysis reveals a clear privacy risk. At the
session level, LLMs can extract actionable signals from short ob-
servation windows; at the user level, aggregating these signals
significantly amplifies profiling precision. The strong performance
of the Random Control group and non-augmented version Gemini
demonstrates that the mere accumulation of ad exposures creates
a high-fidelity digital fingerprint even without temporal structure
and cultural context. This confirms that passive ad streams are
not just ephemeral noise but a leakage vector that allows LLMs to
reverse-engineer private attributes with alarming accuracy.

6 Discussion

The Shift to Passive Privacy Risk. Our findings mark a critical
shift in the understanding of digital privacy. The high accuracy
of our LLM-based reconstruction, which consistently outperforms
census priors and matches human intuition, confirms that gen-
erative Al can now systematically decode granular demographic
signals inherently encoded in ad-delivery algorithms. Furthermore,
our analysis of ordinal attributes (Age, Income) reveals that even
when the model’s exact predictions fail, they remain “direction-
ally correct” (low MAE), placing users in semantically accurate
categories (e.g., “young”, “low-income”). The democratisation of
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multimodal LLMs transforms this from a theoretical risk into an
immediate operational threat. Unlike traditional profiling that re-
quired collecting massive labeled datasets to train bespoke classi-
fiers [7, 14, 20, 30, 35], our zero-shot approach demonstrates that ad-
versaries can now leverage off-the-shelf models to perform scalable
profiling with minimal technical expertise. While prior research
demonstrated that LLMs can infer attributes from user content
such as Reddit posts [32, 34] or personal photo albums [21], our
work reveals that passive consumption of algorithmic content con-
stitutes an equally potent leakage vector. This capability is par-
ticularly dangerous within the browser extension ecosystem [31],
where benign-looking tools (e.g., ad blockers) possess legitimate
permissions to read page content. An adversary can thus deploy a
“silent” profiler that bypasses platform targeting restrictions (e.g.,
on political affiliation) by reverse-engineering the platform’s own
optimisation logic locally on the user’s device. This vector exploits
a critical gap in user understanding: users typically focus privacy
concerns on invisible trackers and cookies, rarely perceiving the
visible ad creative itself as a leakage vector [40]. This creates a pri-
vacy dilemma: users can choose not to post content, but they cannot
easily opt out of the ad ecosystem, and they are often unaware that
even passive exposure can be harvested to reconstruct their identity.
Taken together, these findings suggest that current privacy policy
may underestimate risks by focusing on exact identification rather
than semantic profiling.

Limitations. Our study has limitations that contextualise these
findings. First, our dataset is drawn from a self-selected cohort of
Australian Facebook users via a desktop browser plugin. This sam-
ple may not fully generalise to mobile-only populations or other
cultural and regulatory contexts [19]. Second, our analysis is limited
to Facebook; other ecosystems like TikTok or open programmatic
web advertising involve different ad formats and delivery logics
that may yield different leakage patterns. Finally, our reconstruc-
tion pipeline separates visual captioning from reasoning to manage
token costs. While effective, a end-to-end multimodal model might
capture even subtler visual cues, potentially yielding higher infer-
ence accuracy and greater privacy risk than reported here. Future
work should extend this framework to cross-platform environments
and explore adversarial defenses against LLM-based profiling.

7 Conclusion

This work reveals a critical blind spot in Web privacy: the latent
leakage of user private attributes through passive exposure to algo-
rithmic advertising. By leveraging multimodal LLMs as adversarial
inference engines, we demonstrate ad streams serve as high-fidelity
digital footprints, enabling accurate reconstruction of private at-
tributes, often surpassing human social perception. Our findings
confirm that this threat is operational and scalable: actionable
profiles can be derived from short observation windows without
long-term tracking, and even “near-miss” predictions for age and
income yield semantically invasive insights. As off-the-shelf Al
tools democratise this capability, they increase the risk that benign
browser extensions could be repurposed to circumvent platform
targeting restrictions. Addressing this risk requires moving beyond
current regulatory frameworks to recognise and govern the latent
semantic signals embedded in the content users passively consume.
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A Statistics

Demographic Count %
Gender

Male 554  62.18
Female 318  35.69
Prefer not to say 13 1.46
Other 6 0.67
Age Range

18-24 113 12.68
25-34 184  20.65
35-44 112 12.57
45-54 112 1257
55-64 152 17.06
65-74 158 17.73
75 and over 52 5.84
Prefer not to say 8 0.90
Income Bracket

$1-$15,599 59 6.62
$15,600-$20,799 47 5.27
$20,800-$25,999 58 6.51
$26,000-$33,799 55 6.17
$33,800-$41,599 59 6.62
$41,600-$51,999 55 6.17
$52,000-$64,999 67 752
$65,000-$77,999 56 6.29
$78,000-$90,999 72 8.08
$91,000-$103,999 49 5.50
$104,000-$155,999 129 14.48
$156,000 or more 77 8.64
Prefer not to say 108 12.12
Education Level

Postgraduate degree level 315 3535
Bachelor degree level 366  41.08
Year 12 or equivalent 145  16.27
Less than year 12 or equivalent 45 5.05
Prefer not to say 20 2.24
Employment Status

Employed full time 359  40.29
Employed part time 199 2233
Unemployed and looking for work 34 3.82
Unemployed and not looking for work 41 4.60
Retired 224 2514
Prefer not to say 34 3.82
Party Preference

Labor 331 3715
Liberal (National Coalition) 28 3.14
Greens 315 3535
None 166  18.63
Other 51 5.72

Table 4: Filtered Users’ demographics.
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Figure 4: Category Distribution from the filtered dataset.

B Parameters of Models

In the multimodal understanding stage, we used Gemini 2.0 Flash 2
with a temperature of 0.3 to allow a small degree of creativity
needed for fluent yet faithful captions, while constraining outputs
to a structured JSON format. For the reconstruction stages (session-
and user-level), we set temperature to 0.0 to maximize determinism
and reproducibility. When employing a thinking model, we used
Gemini 2.5 Pro * with the default dynamic-thinking configuration
enabled (thinking budget = -1). For GPT-5 * and GPT-5 mini °, we
retained the default reasoning effort setting (“medium”). All other
non-thinking models followed the same configuration as Gemini
2.0 Flash in the reconstruction stage (i.e., temperature set to 0.0).

C Gemini Quality Evaluation

Dimension / Metric Value (%)
Caption Overall 99
Caption Relevance 100
Caption Correctness 99
Caption Informativeness 100
Descriptive Category Accuracy 99
IAB Tier 1 Category Accuracy 97
Key Entities Accuracy 99

Table 5: Evaluation of Gemini caption quality with break-
down by sub-dimensions.

To ensure the reliability of Gemini’s structured outputs from the
multimodal understanding stage, we conducted a systematic human
evaluation across multiple dimensions of caption and metadata qual-
ity (Table 5). Three human annotators were involved in the process.
Two annotators independently evaluated a set of 100 advertisements
generated by Gemini. Each output was judged against the original
advertisement image and text, assessing whether the generated
caption, descriptive category, IAB Tier 1 category, and key entities
accurately represented the ad content. To resolve cases of disagree-
ment, a third annotator who had no stake or involvement in this
https://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini/2-0-flash
3https://cloud.google.com/vertex-ai/generative-ai/docs/models/gemini/2- 5-pro

“https://platform.openai.com/docs/models/gpt-5
Shttps://platform.openai.com/docs/models/gpt-5-mini
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work acted as an independent judge. For caption evaluation, given
its natural language nature, we considered three sub-dimensions:
Relevance, Correctness, and Informativeness. A caption was marked
as Owverall correct only if all three sub-dimensions were judged to
be true. This adjudication procedure ensured that the evaluation
results were consistent, unbiased, and suitable for supporting the
accuracy of subsequent analyses and reconstruction tasks.

The evaluation results in Table 5 demonstrate that our multi-
modal understanding stage achieved consistently high accuracy
across all assessed dimensions. In particular, caption were near-
perfect, with an overall correctness of 99%. Likewise, the descriptive
category, IAB Tier 1 classification, and key entity extraction all ex-
hibited similarly strong performance. These findings indicate that
the structured outputs produced by Gemini 2.0 Flash are highly ro-
bust and reliable, providing a strong foundation for the subsequent
analysis and session-level and user-level reconstruction stages.

D Example of Human-Gemini Disagreement

In Figure 5, we further illustrate how human annotators evaluated
Gemini’s caption quality across multiple dimensions. While the
model-generated caption successfully identifies the product (Tesla
Powerwall), the context (residential solar energy use), and the in-
tended audience (homeowners), the human annotator flagged a
factual error. Specifically, the highlighted sentence incorrectly de-
scribes the woman in the advertisement as holding a white cloth
for cleaning or maintenance, which was judged as inaccurate. This
example demonstrates how human evaluation can accept the topi-
cal relevance and coverage of a caption while still rejecting specific
erroneous details. Importantly, it also shows that occasional mi-
nor errors do not undermine the overall utility of the generated
captions, highlighting the robustness of our evaluation framework.

E Temporal Segmentation and Data Cleaning
Details

To rigorously define user sessions, given a user with a sequence of
ad timestamps {t1, t3, . .., fn }, we compute the inter-ad time inter-
vals:
At; = tiy1 — £, ViE{l,,..,n—l} (5)
Since these intervals are often highly skewed, with short gaps
reflecting within-session activity and long gaps reflecting offline
periods, we apply a logarithmic transformation to better capture
the underlying multimodal structure:

d; = log(At;) (6)

We then fit a kernel density estimator (KDE) over the set {5;} to
obtain a smooth estimate of the gap distribution. The KDE curve
typically reveals two prominent modes: (1) the first local maxi-
mum Jpeak, corresponding to frequent short gaps within sessions,
and (2) the first local minimum &yayiey, marking the transition to
between-session gaps. We define a session threshold 0 as the mid-
point between these extrema in log-space, exponentiated back to
the time domain:

1) + dy.
0= exp ( peak alley ) (7)
2
We compute a session threshold 0 by averaging the per-user

KDE-derived midpoints, resulting in a global threshold of 6 = 389

seconds. Additionally, to further prepare the ad text for subse-
quent processing after filtering, we remove all HTML elements
and markup, resulting in clean plain-text representations free from
formatting artifacts.

F Scalability and Economic Feasibility of the
Attack

To quantify the operational scalability of our threat model, we re-
port the average computational time (52x) and cost (223x) derived
from processing the full dataset with our LLM pipeline, bench-
marked against the manual effort required by human annotators.
We used Gemini 2.0 Flash via API for the complete pipeline (which
can parallelise multiple instances of Gemini 2.0 Flash), comprising
Multimodal Understanding and Session-level Reconstruction. Based
on the aggregate runtime over the entire dataset, the average time

Human-Gemini Disagreement

AdTitle ACT Rebate Finder

Ad Text We Need Homeowners Interested In Trying Solar Energy. Generate your
own electricity — you may pay nothing for it. | Eligible participants must: | 1. Own a
home... See more

Gemini Caption

The advertisement features a woman standing next to a Tesla Powerwall, a home
battery system designed to store solar energy. The woman is holding a white cloth,
possibly indicating cleaning or maintenance of the unit. The Powerwall is installed
on an exterior brick wall, suggesting a residential setting. The slogan mentions the
possibility of generating your own electricity and potentially paying nothing for it,
which aligns with the purpose of the Tesla Powerwall to store solar energy for home
use. The slogan also mentions homeowners interested in trying solar energy, which is
the target audience for this advertisement.

Evaluate Caption (Yes/No for each dimension)

Q1. Does it describe the core target/subject of this advertisement (such as the brand, product,
service, event, etc.)?

v Relevant (Yes) Not Relevant (No)

Q2. Does it contain no factual errors (such as getting the categories, brands, discounts, or
themes wrong)?

Correct (Yes) v Incorrect (No)

Q3. Does it cover the key elements?

v Informative (Yes) Not Informative (No)

Descriptive Category

Informative, Eco-friendly, Home improvement, Clean energy promotion

v Accurate (Yes) Inaccurate (No)

IAB Tier 1 Category

Home and Garden Services, Green/Eco, Real Estate

v Accurate (Yes) Inaccurate (No)

Key Entities

Tesla Powerwall, Solar energy, Home battery system, Homeowners, Electricity genera-
tion

v Accurate (Yes) Inaccurate (No)

Figure 5: Example of a Human—Gemini disagreement on
caption quality. The image and ad metadata are shown above.
Human evaluation accepts the caption’s topical relevance
and coverage but flags a factual error (highlighted).



required to process 100 sessions (containing approximately 680
ads on average) is 138.41 seconds, corresponding to roughly 1.38
seconds per session. Using the pricing of $0.10 per 1M input tokens
and $0.40 per 1M output tokens for Gemini 2.0 Flash, the average
inference cost for 100 sessions is $0.179, or approximately $0.0018
per session. In contrast, our study (Section 5.3.1) indicated that
human annotators required approximately 2 hours (7,200 seconds)
to analyse and annotate the same 100 sessions. At a standard wage

Chen et al.

of $20 USD per hour, this incurs a labour cost of $40. Comparing
these metrics reveals a dramatic disparity in efficiency: the LLM
approach offers a speed-up factor of approximately 52x (7,200s /
138.41s) and a cost reduction factor of 223x ($40.00 / $0.179). These
figures show that automated adversarial profiling is both techni-
cally feasible and highly scalable, requiring minimal computational
and financial resources.



	Abstract
	1 Introduction
	2 Related Works
	2.1 Digital Footprints and Traditional Inference
	2.2 Utility and Risks of LLM Profiling

	3 Threat Model
	3.1 Adversary Goal and Capabilities
	3.2 Attack Vector

	4 Methodology
	4.1 Multimodal Ad Understanding
	4.2 Session-Level User Profile Reconstruction
	4.3 User-Level User Profile Reconstruction

	5 Results
	5.1 Dataset
	5.2 Preprocessing
	5.3 User Profile Reconstruction

	6 Discussion
	7 Conclusion
	Acknowledgments
	References
	A Statistics
	B Parameters of Models
	C Gemini Quality Evaluation
	D Example of Human-Gemini Disagreement
	E Temporal Segmentation and Data Cleaning Details
	F Scalability and Economic Feasibility of the Attack

