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Abstract

Recent advancements in machine learning have improved per-
formance while also increasing computational demands. While
federated and distributed setups address these issues, their
structures remain vulnerable to malicious influences. In this
paper, we address a specific threat: Byzantine attacks, wherein
compromised clients inject adversarial updates to derail global
convergence. We combine the concept of trust scores with trial
function methodology to dynamically filter outliers. Our meth-
ods address the critical limitations of previous approaches,
allowing operation even when Byzantine nodes are in the ma-
jority. Moreover, our algorithms adapt to widely used scaled
methods such as ADAM and RMSPROP, as well as practical
scenarios, including local training and partial participation. We
validate the robustness of our methods by conducting exten-
sive experiments on both public datasets and private ECG data
collected from medical institutions. Furthermore, we provide
a broad theoretical analysis of our algorithms and their exten-
sions to the aforementioned practical setups. The convergence
guaranties of our methods are comparable to those of classical
algorithms developed without Byzantine interference.

Code — https://github.com/brain-lab-research/Bant

1 Introduction

As the field of machine learning expands, researchers are con-
fronted with challenges stemming from increasingly complex
models and larger computational demands. To address these
issues, distributed and federated learning scenarios have been
developed (Kairouz et al. 2021; Konec¢ny et al. 2016; Li et al.
2020). These approaches are crucial for a wide range of tasks
(Smith et al. 2017; McMahan et al. 2017; Verbracken et al.
2020), yet, they introduce several complications. Making the
training process multi-node leads to threats related to data
storage and transmission. These vulnerabilities manifest as
device malfunctions, incorrect data relays, or even initial data
corruption (Biggio, Nelson, and Laskov 2012). (Wang et al.
2023) demonstrated how adversarial attacks on data integrity
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compromise training. In the midst of them are Byzantine at-
tacks. They occur in networks where certain workers, known
as Byzantines, may corrupt data (Blanchard et al. 2017).
This paper specifically examines the threat of Byzantine at-
tacks. We highlight the limitations of existing protection
mechanisms, particularly their reliance on strong assump-
tions. In response, we propose an approach that leverages
diverse concepts to develop a universal method, free from
these constraints and applicable to practical scenarios.
Setup. We examine the problem often encountered in dis-
tributed machine learning, with D; representing an unknown
distribution of the training sample data on the i-th device:

min [f(r) =+ 3 Beon, e @] ()
=1

r€R4

We consider a setup involving n workers connected to a cen-
tral server. These workers are divided into two categories:
Good (or Honest) workers, indicated by G, and Byzantines,
indicated by B. At each iteration ¢, the sets G(¢) and B(t) are
redefined. This allows the composition of honest and Byzan-
tine workers to vary dynamically over time. At every step, we
assume that the set of honest workers G(¢) is nonempty, i.e.,
G(t) := |G(t)| = 1. During training, the number of Byzan-
tines at each iteration remains unknown. This number is used
only in the theoretical analysis of the worst-case scenario.

2 Related work

Sophisticated attacks. Methods resistant to Byzantine at-
tacks are crucial for solving optimization problems. Classical
methods for distributed optimization, such as SGD (Robbins
and Monro 1951; Bottou 2012; Recht and Ré 2013; McMa-
han et al. 2017), ADAM (Kingma and Ba 2014; Reddi et al.
2020), and SCAFFOLD (Karimireddy et al. 2020), average the
received gradients or models. However, they cease to operate
when even a single Byzantine worker appears in the network
(Blanchard et al. 2017). Given the critical importance of this
problem, numerous publications have addressed it (Feng,
Xu, and Mannor 2014; Damaskinos et al. 2019). Initial ap-
proaches proposed robust aggregation rules for data from
devices, such as COORDINATE-WISE MEDIAN, TRIMMED
MEAN (Yin et al. 2018), KRUM (Blanchard et al. 2017),
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BULYAN (Mhamdi, Guerraoui, and Rouault 2018). However,
sophisticated attacks, such as ALIE (Baruch, Baruch, and
Goldberg 2019) or INNER PRODUCT M ANIPULATION (Xie,
Koyejo, and Gupta 2020), managed to circumvent these ag-
gregation rules by shifting the mean they sought to find.
Clipping, Momentum, and Variance Reduction. Aggre-
gation rules are non-robust even in the absence of attacks.
For example, this occurs in cases of imbalanced classes. This
issue was addressed in (Karimireddy, He, and Jaggi 2021b),
where CENTERED CLIP (CC) technique was revealed. Ad-
ditionally, the authors highlighted that the aforementioned
Byzantine-robust methods cannot converge with any prede-
termined accuracy. Given the importance of this issue, they
added client momentum, effectively addressing the problem.
Another approach to combat the Byzantines is the application
of the variance reduction technique. Originally introduced
to eliminate irreducible errors in stochastic methods, it was
subsequently proposed as an effective way to mitigate the
presence of noise in computing stochastic gradient estima-
tors (Gorbunov et al. 2023). Then this idea was developed in
(Malinovsky et al. 2023).

These methods demonstrated significant improvements in re-
silience against Byzantine attacks. However, they also contain
notable limitations. First, variance reduction methods exhibit
moderate convergence in deep learning applications and are
prone to overfitting (Defazio and Bottou 2019). Additionally,
all aforementioned approaches suffer from the requirement
that the majority of devices must be honest.

Validation tests. Another approach to achieving solutions
with any specified accuracy involves techniques such as val-
idation tests (Alistarh, Allen-Zhu, and Li 2018; Allen-Zhu
et al. 2020) or computation checks (Gorbunov et al. 2022).
Nevertheless, they still require a majority of honest devices
and rely on strict assumptions in the analysis (Alistarh, Allen-
Zhu, and Li 2018; Allen-Zhu et al. 2020).

Heterogeneous setup. While much work on the Byzantines
focused on the distributed case with homogeneous data, a
different series of papers allowed for data heterogeneity (Wu
et al. 2020; El-Mhamdi et al. 2021; Data and Diggavi 2021;
Nguyen et al. 2022). This corresponds, for example, to the
federated setting. Methods were primarily built around robust
aggregation (Karimireddy, He, and Jaggi 2021a; Chang et al.
2019; Data and Diggavi 2021; Allouah et al. 2024c; Dorfman,
Yehya, and Levy 2024; Allouah et al. 2024b), and variance
reduction techniques (Allouah et al. 2023). One of the most
advanced approaches assigned coefficients (TRUST SCORES)
to clients based on their reliability, using these scores to
perform gradient steps (Cao et al. 2021; Yan et al. 2024).
These studies provided a foundation for Byzantine-robust
optimization in the federated setup, yet suffered from the
aforementioned drawbacks.

Majority of attackers — trial function. To avoid requir-
ing a majority of honest workers, several methods leverage
server-held ground-truth data to filter compromised updates.
ZENO (Xie, Koyejo, and Gupta 2019) implements this idea
by maintaining a small validation set on the server and scor-
ing each incoming gradient against the gradient computed
on that set. We define the function evaluated on the valida-
tion set as the TRIAL FUNCTION. As for ZENO, it uses the

trial function to compute trust scores but primarily aggre-
gates updates through simple averaging, down-weighting or
excluding devices with very low trust. As a result, its per-
formance depends strongly on the devices that are treated
as trusted. (Cao and Lai 2019) proposed an alternative that
filters updates by comparing them to a noisy gradient approx-
imation computed on a small dataset, which is effectively
equivalent to using a validation set as in ZENO. The idea of
using a small server-side dataset to validate local updates
was also utilized in SAGEFLOW (Park et al. 2021), which
handles majority adversarial clients. However, this method
performs poorly under an attack ratio of 60%. Moreover, all
aggregation schemes that discard clients based on trust scores
remain sensitive to hyperparameters, as they require thresh-
old choices to label devices as malicious. It requires tuning,
and we discuss such instability regarding ZENO in Appendix,
Table 7.

The authors of (Xie, Koyejo, and Gupta 2019; Cao and Lai
2019; Park et al. 2021) extended their results to address data
heterogeneity by requiring the server to possess a represen-
tative sample of all device data. However, this assumption
is unrealistic in real-world scenarios, undermining the fun-
damental achievements of federated learning with respect to
privacy. Approaches (Guo et al. 2021, 2024) also accumulate
user data on the server, raising doubts about applicability.

Other shortcomings of previous research. In addition to
aforementioned limitations, many studies in this field are pre-
dominantly heuristic and lack rigorous theoretical analysis
(Yan et al. 2024; Guo et al. 2021, 2024; Chang et al. 2019;
Xu and Lyu 2020; Rodriguez-Barroso et al. 2022; Nguyen
et al. 2022; Zhang et al. 2022; Huang et al. 2024). Moreover,
in some studies, the practical component seems flawed due to
the absence of experiments assessing test accuracy (Gorbunov
et al. 2023). Furthermore, theoretical settings often do not
align with practical aspects. For instance, in (Cao et al. 2021),
homogeneous data sampling is assumed while focusing on
the federated learning. Besides, the analysis of SAGEFLOW
is confined to an unrealistic strongly convex setup.

Furthermore, when addressing problems in the distributed
or federated setups, local methods (Woodworth, Patel, and
Srebro 2020; Khaled, Mishchenko, and Richtarik 2020; Gor-
bunov, Hanzely, and Richtarik 2021; Nguyen et al. 2022), as
well as the partial participation scenario (Yang, Fang, and
Liu 2021; Kairouz et al. 2021; Sadiev et al. 2022; Nguyen
et al. 2022), is typically assumed. While these options im-
prove computational efficiency and reduce data transmission
overhead, only a few studies (Data and Diggavi 2021; Mali-
novsky et al. 2023; Allouah et al. 2024a; Dorfman, Yehya,
and Levy 2024) address these aspects, whereas the major-
ity of works do not. In addition, research is often limited to
SGD-like methods, neglecting adaptive algorithms such as
ADAM (Kingma and Ba 2014) and RMSPRoP (Tieleman and
Hinton 2012), which are widely used in machine learning.
Given the challenges and gaps identified in the existing lit-
erature, we aim to advance the trust score methodology and
trial function concept to enhance defense mechanisms.



Contributions

Our main results are summarized as follows.

e Combine trust scores with the trial function approach.
Trial loss is based on a subset of the training data stored on the
server. Weights are assigned to the gradients sent from each
device based on the extent to which these gradients reduce
the trial function in each iteration. In real networks, honest
stochastic gradients may increase the target loss. We account
for this by incorporating weights from the previous epoch
and a momentum parameter for more stable convergence.

e Milder assumptions. Unlike most existing studies, our
approach requires only one reliably honest worker instead
of a majority. Moreover, unlike previous trial function-based
methods that assume data homogeneity (Cao et al. 2021;
Gorbunov et al. 2022), our algorithms operate under the more
realistic assumption of data similarity in federated learning.
o Extensions. We adapt our algorithms to important scenarios
that are often overlooked in research.

(a) Local methods. In our work, we propose utilizing Lo-
cal SGD to address the high communication costs typi-
cally associated with distributed training.

(b) Partial participation. Our algorithms incorporate the
option for partial participation. Thus, devices may not
participate in every learning step, and the attackers may
vary across iterations.

(c) Adaptive methods. In this work, we extend our analy-
sis to adaptive algorithms (e.g., ADAM and RMSPROP),
which are widely used in machine learning.

e Convergence guarantees. We prove upper bounds on the
convergence rates of the main methods and extensions pre-
sented for the smooth problem under various assumptions
regarding the convexity of the target function (strong convex-
ity, convexity, non-convexity).

e Experiments. We demonstrate the superiority of our
method in both previously studied attacks and scenarios
where alternative methods fail. Our experiments are per-
formed on the CIFAR-10 dataset and real ECG data, utilizing
RESNET-18 and RESNET-1D 18 neural networks, respec-
tively. Additionally, we validate our approach to Learning-to-
Rank tasks by training a Transformer-based ranking model.

3 Methodology

To tackle Byzantine attacks, we introduce a pivotal compo-
nent of our methodology — a trial loss function f . In the homo-
geneous setting (1) with D; = D, we take a separate sample
from D, but in a smaller volume than the enEire dataset. The
trial function calculated on this data forms f. Under the het-
erogeneous data scenario, we sample from the distribution D;
on the server to obtain delayed data for f (indexing the server
does not violate generality; we further consider it a device
with index 1). Formally, we can write the trial function as

f(z) = + qu\;1 fi(z, &), where N is the number of sam-

ples in f . This function is stored on the server (obviously, an
honest device). The sample distribution of the trial function is
similar to the entire distribution D due to the property of data
similarity. Besides, in practical scenarios, a server may not

be able to share the entire dataset, providing only a sample of
size N. Depending on the size of this sample, f; may differ
from f . Nevertheless, the larger the volume of this delayed
sample, the closer f approximates the function f; (discussed
in Lemma C.1 in Appendix). A small public or synthetic trial
dataset is a practical assumption in Byzantine-robust feder-
ated learning. Methods such as FLTrust (Cao et al. 2021) and
Zeno (Xie, Koyejo, and Gupta 2019) utilize such datasets.
Here we outline the assumptions under which we establish
the convergence rates.

Assumption 3.1. The function f is L-smooth, i.e., ||V f (z)—
VIl < Ljjz -y forany z,y € R%.

Assumption 3.2. The function f is:

(a) p-strongly convex if for all 2,y € R, it satisfies:
fy) = f@) +(Vf(x),y — ) + §lly — =]
(b) convex if for all z,y € RY it satisfies:
fy) = f(@) + (Vf(2),y — ).
(c) non-convex if it has at least one (not necessarily unique)
minimum, i.e., f(£*) = inf f(z) > —o0.
zeR

Assumption 3.3. Each worker ¢ € G(t) has access to an inde-
pendent and unbiased stochastic gradient with E[g;(z, &;)] =
V fi(x) and its variance is bounded by o*:

Ellgi(z, &) — Vfi(z)|? < o®, forallz € RY.

We also assume data similarity — a common premise for
ensuring convergence in Byzantine literature (Karimireddy,
He, and Jaggi 2021a; Gorbunov et al. 2023; Yan et al. 2024).

Assumption 3.4. We assume data similarity in the following
way: good clients possess (01, d2)-heterogeneous local loss
functions for some §; > 0 and d, > 0, such that for all
x € R, the following holds:

IV fi(z) = V(@) <61 + 8V f(2)|* Vieg(t).

In over-parameterized models, introducing a positive 5 can
sometimes reduce the value of d;. Several studies have ex-
plored heterogeneous scenarios in which honest workers han-
dle distinct local functions (Wu et al. 2020; Karimireddy,
He, and Jaggi 2021a). Note that achieving a predefined
accuracy becomes feasible in the presence of Byzantines
only when heterogeneity is limited to do-bounded settings
(61 = 0)(Karimireddy, He, and Jaggi 2021a). Under a more
general assumption, which we utilize, the term with ¢; inad-
vertently appears in the estimate.

Assumption 3.5. Byzantine workers are assumed to be om-
niscient, i.e., they have access to the computations performed
by the other workers.

4 Algorithms and Convergence Analysis
4.1 First method: Bant

In this section, we introduce our method, termed Byzan-
tine ANTidote (Bant) — Algorithm 1. Our method relies on
the core idea of assigning trust scores to devices. We inte-
grate this with the concept of a trial function by aggregating
the stochastic gradients g! of devices with their respective



Algorithm 1 Bant

1: Input: Starting point 2° € R%, w9 = 1/, Vi

2: Parameters: Stepsize v > 0, momentum S € (0, 1]

3: fort=0,1,2,..., 7 —1do

Server sends x? to each worker

for all workers ¢ = 1,2,...,n in parallel do
Generate &! independently
Compute stochastic gradient g! = g;(z, &!)
Send ¢! to server

end for

100 wh=(1-pwi " +5
11: 1feach [f ()
=(1-

R AN AN

[f (") = f (=" —vgD)]o
PSR Eh =@t gl
f(x —79%)]o = 0 then
4Bl

12: Bw
13: end 1f
n
14 e = et =y 3 i fat g0 @idi
15: end for
16: Output: St

weights wf To find the latter, we first calculate the contri-
bution coefficients for each worker i at each step: 6! =

f(at) — f(a* — yg!) . These coefficients demonstrate how
the i-th device affects convergence. If 6! > 0, the stochastic
gradient minimizes trial loss and is assigned a weight. Other-
wise, it is assigned a weight of zero (Line 10 in Algorithm
1). We ensure non-negativity with [0], = max{6!,0} and
normalize to provide a total weight of 1.

To address stochastic gradient instability, which can increase
the loss function, we introduce a momentum parameter for
the weights (Line 10). If all gradients increase the loss, they
are assigned zero weights, thereby stopping the minimiza-
tion process even in the absence of Byzantine devices in the
network.

By adding momentum, we achieve a more stable convergence
in practice. This allows previous favorable gradients to in-
fluence current weights, even if a device receives a small or
zero weight in the current iteration. An indicator in the step
(Line 14) ensures that gradients maximizing trial loss are
ignored, thereby guaranteeing minimization at each step. We
also define G = min;G(t) as the minimum, taken over all
iterations, of the number of honest workers at each iteration.
Now we are ready to proceed with the theoretical results.

Theorem 4.1. Under Assumptions 3.1, 3.2(b), 3.3, 3.4 with
0y < % 3.5, for solving the problem (1), after T iterations
of Algorithm I with v < ﬁ the following holds:

= E[f(=")—f(&")
3 2 EIvsE) Pt el

+36, + 4C(N).

The first two terms in the result of Theorem 4.1 replicate
the findings from the standard SGD analysis, up to constant
factors. The last term, which depends on ((IV), is of special
interest. The function {(NN) reflects the relationship between
f1 and the trial loss f and represents an approximation er-
ror. The dependence of ((N) on N is natural: the larger

4n % +6Lyo?

N, the smaller the error becomes. More precisely, for our

function f, this error is ((N) = O () (see Lemma C.1 in
Appendix). Although this error degrades convergence, it is
common in machine learning tasks. In particular, the original
learning problem, like (1), is often replaced by its Monte
Carlo approximation (Johnson and Zhang 2013; Defazio,
Bach, and Lacoste-Julien 2014; Allen-Zhu 2018), and the
resulting problem is commonly referred to as empirical risk
minimization (Shalev-Shwartz and Ben-David 2014). This
replacement also leads to an error. Finally, J; is a typical
term that represents data similarity (Assumption 3.4) and is
unavoidable in the presence of Byzantines (Wu et al. 2020;
Karimireddy, He, and Jaggi 2021a; Gorbunov et al. 2022).

Since our approach resembles ZENO (Xie, Koyejo, and Gupta
2019) in its use of the trial function, we should mention
that we found some issues in their proofs. In Theorem 1 of
(Xie, Koyejo, and Gupta 2019), the authors incorrectly ap-
ply the expectation operator when deriving their recursion.
They sample a trial function from the full dataset and use
E[f!(x)] = f(z), which is valid for a random point. How-
ever, in the case of point 2tt1 a mistake was made. Since
they sample f* in every iteration, the point z+1 depends
on the sample f*, leading to E[ff(z+1) | 2t] # f(att1).
By carrying the conditional expectation without considering
the full expectation, it becomes impossible to enter the re-
cursion and achieve convergence regarding the function f
itself. In turn, we explicitly bound the gradient discrepancy
|V f1(2t) — V f(at)|, leveraging trial function sampling to
ensure convergence as the sample size increases. This differ-
ence in Theorem 4.1 is represented by the discussed ¢(N).

Corollary 4.2. Under the assumptions of Theorem 4.1, for
solving the problem (1), after T  iterations of Algorithm 1 with

1 VE[f)—F@)]n
7S mln{li’)L’ ov/3LGBT

}, the following holds:

E[f(z*)—f(2")]Ln

b S EIVSaI = o L)
o [B[F@0)— 7 (")] Ln

+ [ VBT | +51+C(N)>.

If we consider the first two terms in the convergence estimates
from Corollary 4.2, the only difference from the classical
SGD convergence results (Moulines and Bach 2011; Stich
2019) is the additional factor %, however, the rate is asymptot-
ically optimal. The proofs and results for the strongly-convex
objective can be found in Appendix D.

4.2 TImproving theoretical estimates: AutoBant

Despite practical advantages of Bant, it has some theoreti-
cal imperfections related to the mechanism of assigning trust
scores. While parameter 3 helps honest clients maintain trust
scores despite occasional bad gradients, it also enables Byzan-
tine devices to retain their weights during attacks. To combat
this, we add an indicator for the trial function reduction (the
indication of the device being Byzantine at the considered
iteration). However, this limits the theoretical applicability
of the method to non-convex problems prevalent in modern



Algorithm 2 AutoBant

1: Input: Starting point 20 € R?
2: Parameters: Stepsize v > 0, error accuracy o
3: fort=0,1,2,..., 7 —1do

4:  Server sends z to each worker
5. for all workers ¢ = 0,1,2,...,n in parallel do
6: Generate &! independently
7: Compute stochastic gradient g! = g;(z*, &!)
8: Send ¢! to server
9:  end for .
10:  w'=arg min f (2! — v " wigl)
wWEAT
1 2ttt =gt — 43" wigt
12: end for

13: Output: % ST "ot

machine learning. To resolve these limitations, we present
our second method, called AUxiliary Trial Optimization for
Byzantines ANTidote (AutoBant), Algorithm 2.

The idea of assigning weights to devices as part of the op-
timization process has gained popularity in federated learn-
ing. For instance, in many works, it leads to improved so-
lution quality (Li et al. 2023; Tupitsa et al. 2024), or it is
used in more specific settings, such as personalized learn-
ing (Mishchenko et al. 2023). We propose adapting this to
Byzantine-robust learning by optimizing f regarding weights
calculated after each algorithmic step (Line 10).

To solve the minimization problem, we can use various meth-
ods, e.g., Mirror Descent (Beck and Teboulle 2003; Allen-
Zhu and Orecchia 2014):

k+1 ] (st —~ SS kgt
Wt = argwnelgl?{n <wa (l‘ 7;% gz> ,w>
+Lw]lw)

where KL(-]|-) denotes the Kullback-Leibler divergence. The
error in solving this is bounded by 4:

~ n ~ n
min f (xt —vaigf) - f (xt—72w595>’ <9
weAY i=1 i=1

After solving this auxiliary problem, we produce an actual
model update using the optimized weights (Line 11). In light
of the proposed method, the question of the cost of imple-
menting such an optimal scheme comes to the forefront. Note
that the computational complexity of solving this subprob-
lem at each iteration is only O(logn/s%) (Beck and Teboulle
2003), which is not critical. For the following theoretical anal-
ysis, we assume the minimization subproblem can be solved
to arbitrary precision, neglecting errors in our estimates. In
practice, however, the convergence rate is directly influenced
by the accuracy of this solution. A numerical study of this
effect is presented in Table 6 in Appendix. Now we are ready
to present the main theoretical result of this section.

Theorem 4.3. Under Assumptions 3.1, 3.2(c), 3.3, 3.4 with

d2 < ﬁ, 3.5, for solving the problem 1, after T iterations of

Algorithm 2 with v < the following holds:

1
3L’

=1 4E[f(2®)— f(2™)
b X EIVIEP B ] g,

+852652 + 2¢(N).

Corollary 4.4. Under assumptions of Theorem 4.3, for solv-
ing the problem (1), after T iterations of Algorithm 2 with
1 2E[f(20)—f(3")]G

< mi =
Y S mng 375, AT

}, the following holds:
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+

oy /E[f(z0)—F(&")|L
VTG :

Detailed proofs are presented in Appendix E. In the first and
second terms, we observe that the method converges in the
same pace as the standard SGD only with honest workers
(Ghadimi and Lan 2013; Ghadimi, Lan, and Zhang 2016).
It turns out that we throw out all Byzantines, and this result
is nearly optimal and unimprovable. As in Algorithm 1, a
term responsible for the approximation error ¢(N) appears.
Compared with the result of Corollary 4.2, we improve the
rate through a more advanced aggregation mechanism. We
remove the factor 6% from the main term and achieve a
decrease in variance by a factor of G. However, an additional
error ¢ is incurred, which can be viewed as a trade-off for
solving the subproblem. Furthermore, our approach applies
to a broader class of non-convex functions. Addressing the
dependence of the stepsize on the number of Byzantines,
this choice is based on the theoretical analysis of the worst-
case scenario, considering the number of Byzantines. If this
number is unknown, setting the minimum possible value of 1
eliminates this dependency.

5 Extensions

Byzantine robust optimization, as discussed earlier, lacks a
solid theoretical foundation in several real-world settings. We
address this gap. This section provides a brief overview of
the scenarios to which we extend our analysis.

5.1 Local methods

The main idea is that each device performs a predefined
number of local steps. Then the aggregation of gradients and
the mutual updates of model parameters, initialized by the
server, take place. This reduces the number of communication
rounds. However, it affects the convergence proportionally to
the length of the communication round. Complete updates are

performed only at specific iterations: ¢ = tj.; for some k =
0, |Z/t]. During the remaining iterations, we perform local
updates using the rule xﬁ“ = a! — vg!. This approach
ensures that communication overhead is minimized while
maintaining efficient convergence.




Algorithm 3 Scaled AutoBant (part)
N N -1
10: w' =~ arg min f (mt — (Pt> > wigf)
WEAT =

N -1
11: 2ttt =gt —~ (Pt) o wigt

Algorithm 4 SimBant (part)

Dot (1 t—1 sim(m(z? —vgt, D), m(z* —vg%,D))
10: wi = (1= Blo;™" + B Simmat gl B) (=79, D)
11: 't

ot n t i
satth=at =y Y wigd

5.2 Partial participation

It occurs when only a subset of clients actively participates
in the training process during each communication round
(Yang, Fang, and Liu 2021), allowing clients to join or leave
the system. This approach is beneficial in scenarios such as
mobile edge computing. However, it poses challenges such
as incomplete model updates and potential degradation in
model performance due to missed contributions from inactive
clients (Wang and Ji 2022; Li et al. 2022). Our methods
adapt to the scenario of partial participation by assigning
trust scores to devices explicitly participating in training
during the considered iteration. Furthermore, it is crucial to
account for the minimum number of nodes participating in
training across all iterations. Specifically, we analyze G(t) =
ming <7 G(t), where G(t) denotes the set of active honest
workers at iteration ¢.

5.3 Scaled methods

Adaptive methods such as ADAM (Kingma and Ba 2014) and
RMSPROP (Tieleman and Hinton 2012) have become widely
popular due to their superior performance compared to stan-
dard SGD-like methods. We propose corresponding methods
that utilize a diagonal preconditioner (Pt)_l, which scales
a gradient to (P*)~'g?, and the step is executed using this
scaled gradient. We present the part of Scaled AutoBant
based on Algorithm 2. The estimates obtained are identical to
those derived from the scaled methods in the non-Byzantine
regime. All details can be found in Appendix F.

5.4 Finding scores from validation

Another interesting direction to obtain trust scores wj is to
calculate similarity between the logits obtained on the server
and on the device. The trust score for the i-th device is the
function a; — sim(m(z*—vgt, D), m(z*—vg},D)). Based
on Algorithm 2, we present a part of the SimBant algorithm
(see details in Appendix I).

6 Experiments

To evaluate the performance of the proposed methods, we
conduct experiments on several benchmarks.

* Classification Task: We first validate our approach on the
public dataset. We use RESNET-18 (He et al. 2016) for
CIFAR-10 (Krizhevsky, Hinton et al. 2009) classification.

* ECG Abnormality Detection: In multi-hospital collabora-
tions, labels are derived from expert annotations and auto-
mated pipelines, making attacks and subtle manipulations
practical threats that can compromise patient safety. We
obtain a proprietary dataset of 12-lead digital electrocardio-
grams (ECG) from five hospitals and train RESNET1D18
model for ECG abnormality detection.

* Learning-to-Rank (Recommender Systems): We con-
ducted a series of experiments applied to the Learning-
to-Rank (LTR) task, common in information retrieval and
recommendation systems. We adopt the Transformer archi-
tecture (Vaswani et al. 2017), evaluating its performance
on the dataset WEB30K (Qin and Liu 2013) under attacks.

We consider various Byzantine attacks to test our methods.
e Label Flipping. Attackers send gradients based on the loss
calculated with randomly flipped labels.

o Sign Flipping. Attackers send the opposite gradient.

e Random Gradients. Attackers send random gradients.

e IPM (Inner Product Manipulation). Attackers send the
average gradient of all honest clients multiplied by a factor
of -k (we set « to 0.5) (Xie, Koyejo, and Gupta 2020).

e ALIE (A Little Is Enough). Attackers average their gradi-
ents and scale the standard deviation to mimic the majority
(Baruch, Baruch, and Goldberg 2019).

We define the number of Byzantine clients as a percentage
of the total number of clients, and specify it in the attack
name. We train Bant and AutoBant in the scaled ver-
sion (see Section 5.3) with the ADAM preconditioner. We
include SimBant, ADAM, and the existing methods: ZENO
(Xie, Koyejo, and Gupta 2019), RECESS (Yan et al. 2024),
CENTERED CLIP (Karimireddy, He, and Jaggi 2021b), SAFE-
GUARD (Allen-Zhu et al. 2020), VR MARINA (Gorbunov
et al. 2023) and FLTRUST (Cao et al. 2021). For CENTERED
CLIP, we added techniques FIXING BY MIXING (Allouah
et al. 2023) and BUCKETING (Karimireddy, He, and Jaggi
2021a). The methods were trained on the CIFAR-10 and ECG
datasets for 200 and 150 rounds, respectively.

CIFAR-10 and ECG setups. For the CIFAR-10 dataset,
we divide the data among 10 and 100 (see Appendix A.3)
clients. We consider a homogeneous split with 5,000 images
per client, as well as a Dirichlet split with &« = 0.5 and o = 1.
We use 500 separate samples to form f . For the ECG dataset,
we consider five clients, each representing a hospital with

10,000 and 20,000 records. To form f on ECG, we use 100
samples from the publicly-available external PTB-XL dataset
(Wagner et al. 2020). We solve the task of multiclass classifi-
cation for CIFAR-10 and binary classification of 4 heart ab-
normalities for ECG: Atrial FIBrillation (AFIB), First-degree
AV Block (1AVB), Premature Ventricular Complex (PVC),
and Complete Left Bundle Branch Block (CLBBB).

The accuracy for all considered attacks on the CIFAR-10 test
dataset are illustrated in Figure 1. To further stress test the
proposed methods, we consider the most strong Byzantine
attacks under heterogeneous setups, as well as homogeneous
split under 100 clients. Figure 2 shows the accuracy plots of
the proposed methods with Dirichlet o = 0.5 for the ALIE
and Random Gradients attacks. More details are presented in
the Appendix.



Aleorithm ‘ Without Attack | Label Flipping (60%) | Random Gradients (60%) | IPM (80%) | ALIE (40%) |
& | Gmean | fl-score | G-mean | fl-score | G-mean | fl-score | G-mean [ fl-score | G-mean [ fl-score |
ADAM 0.956+0.017 | 0.8114£0.016 | 0.262+0.023 | 0.041£0.019 | 0.3484+0.011 | 0.126£0.016 | 0.19740.027 | 0.036+0.015 | 0.1254+0.011 | 0.123+0.020
FLTRUST 0.952+0.020 | 0.800£0.019 | 0.952+0.016 | 0.7534+0.011 | 0.617£0.020 | 0.1744+0.019 | 0.061£0.017 | 0.125+0.015 | 0.0174+0.013 | 0.123+0.018
RECESS 0.949+0.016 | 0.783£0.019 | 0.366+0.019 | 0.128+0.020 | 0.593+0.020 | 0.163£0.020 | 0.4934+0.019 | 0.112+0.015 | 0.45040.014 | 0.127+0.018
ZENO 0.921£0.012 | 0.78740.014 | 0.014+0.017 | 0.110£0.015 | 0.163+0.010 | 0.089+0.014 | 0.1024+0.012 | 0.066+0.018 | 0.0104+0.009 | 0.091+0.011
CcC 0.949+0.020 | 0.7724+0.019 | 0.285+0.018 | 0.11440.020 | 0.580+0.019 | 0.1554+0.020 | 0.084+0.019 | 0.014+0.020 | 0.53040.018 | 0.154+0.020
CC+FBM 0.954+0.016 | 0.808+0.020 | 0.840+0.019 | 0.716£0.014 | 0.562+0.011 | 0.151£0.020 | 0.0274+0.018 | 0.123+0.015 | 0.87640.017 | 0.594+0.013
CC+BUCKETING| 0.947+£0.013 | 0.790£0.018 | 0.8294+0.011 | 0.708£0.020 | 0.5704+0.012 | 0.164+0.018 | 0.0354+0.020 | 0.118+0.012 | 0.870+0.019 | 0.587+0.014
SAFEGUARD 0.957+0.020 | 0.8214+0.019 | 0.107+0.012 | 0.123£0.020 | 0.2584+0.011 | 0.124+0.019 | 0.9514+0.018 | 0.082+0.020 | 0.0104+0.009 | 0.123+0.012
VR MARINA 0.010+0.014 | 0.12040.010 | 0.027+0.018 | 0.12340.020 | 0.176£0.012 | 0.103+0.013 | 0.127£0.013 | 0.079+0.019 | 0.0124+0.010 | 0.108+0.013
Bant 0.953+0.017 | 0.830+0.020 | 0.956+0.016 | 0.77740.020 | 0.948+0.018 | 0.809+0.020 | 0.946+0.020 | 0.676+0.015 | 0.947+0.018 | 0.770+0.020
AutoBant 0.953+0.019 | 0.781£0.020 | 0.790+0.020 | 0.276£0.020 | 0.946+0.019 | 0.748+0.018 | 0.94240.020 | 0.690+0.020 | 0.8924+0.016 | 0.585+0.020
SimBant 0.956+0.020 | 0.7904+0.018 | 0.949+0.020 | 0.774+0.020 | 0.9454+0.020 | 0.712+0.018 | 0.9554+0.020 | 0.783+0.018 | 0.946+0.019 | 0.705+0.020

Table 1: RESNET1D18 on ECG (AFIB) for Byzantine-tolerance techniques under various attacks.
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Figure 1: Test accuracy, ResNet18 on CIFAR-10.
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Figure 3: Test NDCG@5, Transformer on LTR task.

To assess model performance on the ECG data, we use the G-
mean (the square root of sensitivity multiplied by specificity)
and the f1-score metrics. Table 1 summarizes the results of
the methods for the AFIB disease classification. Detailed re-
sults for all considered abnormalities across multiple metrics
are presented in Tables 9-12 in Appendix.

Unlike previously established techniques, our methods ex-
hibit robustness against all Byzantine attacks across differ-
ent benchmarks. We note that Aut oBant performs slightly
worse than Bant and SimBant under Random Gradients
and ALIE attacks. This occurs due to solving an auxiliary
subproblem (Line 10 in Algorithm 2) using MIRROR DE-
SCENT with KL-divergence. According to its properties,
the algorithm assigns small but non-zero weights to Byzan-
tines, contributing to unstable convergence, while Bant and
SimBant lack this drawback. We analyze the required num-

ber of such iterations and the size of f in Appendix A.4.
RECESS and FLTRUST leverage the concept of trust scores
but rely on a majority of honest devices. As a result, this
leads to a significant decrease in the final quality under the
majority of Byzantines in Random Gradients, IPM, and ALIE
attacks that simulate a malicious majority. Similar behavior is
observed for the CC and SAFEGUARD methods, which suffer
from sensitivity to parameter tuning. FIXING BY MIXING
and BUCKETING increase Label Flipping and ALIE metrics
for ECG setup, but do not provide reliable convergence for
all cases. ZENO exploits the trial function approach, however,
it relies on the number of Byzantine clients. We address this
in Appendix, Table 7.

Learning-to-Rank. In the LTR task, the goal is to learn a
ranking function over query-document pairs. Each pair is rep-
resented using standard frequency-based feature vectors. The
target labels correspond to human-assigned relevance scores,
reflecting how well a document matches a given query. This
setting provides a natural context for exploring Byzantine
robustness. For example, label flipping attacks arise from this
scenario. Annotators may provide inconsistent or biased rel-
evance assessments. Such inconsistencies reflect real-world
challenges in supervised learning from human-generated data.
The quality of labeling is influenced by personal biases or
mistakes. We compare our methods against the baselines
from prior experiments — under the most severe attacks (La-
bel Flipping 50%, Random Gradients 50%), see Figure 3.
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Appendix

A Additional Experiments

Overview. This section provides an extensive overview of additional experiments. We begin by outlining the key technical
details relevant to our experimental setup, including a description of the computational resources and a complete list of
hyperparameters for all compared methods. We then present a series of extended experiments across various settings.

In Section A.2, we compare the final test accuracies of all methods under different attack scenarios, accompanied by training loss
curves over epochs. We also provide a comprehensive table reporting the runtime of all methods both in the absence of attacks
and under the ALIE attack.

We then address another important factor: the number of samples used in the trial function. A key question in our methodology is
how the size of the local dataset on the honest device influences convergence. We demonstrate that while such an effect exists, it
remains minor, and even with a small number of samples, our methods maintain strong convergence properties.

Next, we analyze how the solution quality of the inner minimization problem in Aut oBant affects the final performance. By
varying the depth of the mirror descent procedure, we obtain different levels of accuracy in solving the inner problem and assess
their influence on downstream metrics.

In Section A.3, we investigate the impact of scaling the number of clients and data heterogeneity. As claimed in the main part of
the paper, our methods remain effective in these stressful conditions. For the first one, we split the CIFAR-10 training dataset
between 100 clients. For the second, we simulate heterogeneity using a Dirichlet(«) distribution with varying values of «.
Section A.4 focuses on experiments in the ECG domain. We start by analyzing the sensitivity of the ZENO algorithm to its
hyperparameters. Although ZENO performs well in the main part of the paper, we show that this is largely due to a correctly
chosen estimate of the number of Byzantine clients. In scenarios where this proportion is unknown, the method fails to converge.
We also provide extended results on the detection of various cardiac conditions, including AFIB, 1AVB, PVC, and CLBBB.
Finally, we present additional experiments for the Learning-to-Rank task in Section A.5. While the main part of the paper
includes a comparison of our proposed methods with only the most robust baselines under strong attacks, this section offers a
broader experimental validation to further support the superiority of our approach.

A.1 Technical details
Compute resources. Our implementation is developed in Python 3.10. We simulate a distributed system on a server. The
server is equipped with an AMD EPYC 7513 32-Core Processor running at 2.6 GHz and 4 xNvidia A100 SXM4 40GB. This
configuration is used for the experiments described in Section 6.

Table 2: General hyperparameter setup

| Hyperparameters | CIFAR-10,LTR | ECG |
Batch Size 32 64
Client Ir 0.003 0.003
Loss Cross-Entropy (CE) | Binary CE

Hyperparameters and strategies. To ensure a fair comparison, we maintain consistent hyperparameters across all methods.
Table 2 summarizes them. The batch size is set to 32 for CIFAR-10 and 64 for the ECG dataset, with a local client learning rate
of 0.003 and ADAM preconditioner. All clients perform local computations for 1 epoch. For CIFAR-10, cross-entropy was used
as the local client loss function, while for ECG is was its binary version. To address the problem of imbalance of positive and
negative examples in the ECG, the minority class was reweighted to the majority in the corresponding loss function. For the
ECG classification task, we train the models on 10-second 12-lead ECG records, with all records resampled to a frequency of
500 Hz. Additionally, we train the models exclusively on patients older than 18 years of age.

We also select specific parameters for the implemented methods. Table 3 summarizes them. For the SAFEGUARD method, we
use window sizes of 1 and 6 for two different accumulation settings, with the threshold chosen automatically, as described in
the original paper. We adapt the CC method to a local computation case and set the clipping coefficient 7 = 0.1 and the SGD
momentum 5 = 0.9 for CIFAR-10, as well as 7 = 1 and 8 = 0.5 for the ECG case. For both setups we fixed the number of
clipping iterations to [ = 1. For the FIXING-BY-MIXING technique, we set the number of Byzantine clients f to be less than
half of all clients as suggested in the article: for the CIFAR-10 and LTR f = 4, while for the ECG f = 2. For the BUCKETING
technique we apply 2-bucketing strategy with global learning rate 7 = 0.9. For the RECESS method, we set the decrease score
equal to 0.1. For the Bant method, we set the momentum parameter 8 = 0.5. The AutoBant method uses the number of
optimization epochs equal to 5 and v = 1. For SimBant, we set the softmax temperature parameter for the model logits to 0.05.
Specifically, we want to highlight the choice of hyperparameters for the ZENO method. We set the regularization weight
p = 0.0005 as a default value in the paper. As for the threshold for defining Byzantines — trim parameter — we set b = 2 for
the ECG setup, b = 3 for CIFAR-10 and b = 5 for Learning-to-Rank. We address the choice of hyperparameter b in Table 7 in
Appendix A.4, as it is critical in real-world scenarios.



Table 3: Specific hyperparameter setup

Method Hyperparameters
Window Sizes (1y,T4)
SAFEGUARD * CIFAR-10, LTR: To=1,T, =6
* ECG: To=1,T, =6
Clip coefficient (7) Momentum (3)  Clip iterations (/)
CENTRAL CLIP * CIFAR-10: 7=0.1 68 =0.9 =1
* ECG: T=1 68 =0.5 =1
Number of Byzantines (f)
FIXING-BY-MIXING * CIFAR-10, LTR: f=4
* ECG: f=2
Global Learning Rate ()
BUCKETING ¢ CIFAR-10: n=20.9
* ECG: n=0.9
Decrease Score (d)
RECESS * CIFAR-10, LTR: d=0.1
* ECG: d=0.1
Regularization weight (p) Trim parameter (b)
ZENO * CIFAR-10, LTR: p = 0.005 b=3,5
* ECG: p = 0.005 b=2
Momentum () Trial size (ts)
Bant ¢ CIFAR-10, LTR: 8 =0.5 ts = 500
* ECG: 8 =0.5 ts = 100
Mirror epochs (e) Mirror ~ Trial size (ts)
AutoBant * CIFAR-10, LTR: e=5 =1 ts = 500
* ECG: e=5 vy=1 ts = 100
Softmax temperature (1')  Similarity function v Trial size (¢s)
SimBant e CIFAR-10, LTR: T =0.05 see eq. (3) ts = 500
* ECG: T =0.05 see eq. (2) ts = 100

Additionally, we define distinct functions for SimBant based on the dataset, as ECG classification is binary, whereas CIFAR-10

is a multi-class classification problem. Specifically, for the ECG dataset, we use:

simeca(z,y) =1 — [z —yl,

where z is the output of the client model, and y is the output of the model fine-tuned on the server. For the CIFAR-10 dataset, we

apply cosine similarity:

simcrar (2, y) =

where y is one-hot encode targets.

A.2 CIFAR-10 Experiments

-yl

Final accuracy. In this section, we present supplementary data regarding the experiments conducted. As mentioned in the
main part of the paper, we utilized RESNET-18 models on the CIFAR-10 dataset. We begin with a comparative Table 4 of the
methods applied to the CIFAR-10 dataset.

This table illustrates the performance of different algorithms under various attacks, highlighting their effectiveness. We’ve
supplemented it with scenarios of Sign Flipping (40%) and IPM (50%) attacks compared to the main part to demonstrate the
results of baselines in less stressfull conditions. It is noteworthy that while existing methods provide some level of protection
against certain attacks, none are effective when faced with a majority of malicious clients in gradient attacks, as well as in IPM
(70%) and ALIE (40%), which simulates the majority. In contrast, all three of our methods demonstrate impressive performance
in such attack scenarios. Furthermore, it is important to compare these results with those in the first column, which represents the
metric in the absence of attacks. As we can see, our methods achieve only a slight reduction in the metric, yet they maintain
relatively strong performance even under the most severe attacks. This resilience underscores the effectiveness of our approaches
and their potential for real-world applications where robust defense mechanisms are crucial.



Table 4: RESNET18 on CIFAR-10. Accuracy under various attacks.

Algorithm Without Label Flipping Sign Flipping Random Gradients IPM ALIE Sign Flipping IPM

Attack (50%) (60%) (50%) (70%) (40%) (40%) (50%)
ADAM 0.902 0.207 0.100 0.100 0.100 0.100 0.624 0.832
FLTRUST 0.767 0.694 0.100 0.100 0.100 0.100 0.254 0.519
RECESS 0.887 0.633 0.100 0.103 0.106 0.128 0.488 0.774
ZENO 0.910 0.156 0.410 0.100 0.100 0.100 0.838 0.100
cC 0.917 0.603 0.102 0.100 0.100 0.100 0.511 0.864
CC+FBM 0.915 0.887 0.098 0.100 0.101 0.100 0.823 0.923
CC+BUCKETING 0.845 0.818 0.089 0.101 0.100 0.101 0.815 0.100
SAFEGUARD 0.918 0.102 0.100 0.102 0.104 0.113 0.826 0.112
VR MARINA 0.100 0.100 0.100 0.100 0.100 0.100 0.100 0.100
Bant 0.864 0.861 0.846 0.846 0.725 0.856 0.856 0.751
AutoBant 0.906 0.884 0.783 0.898 0.666 0.882 0.839 0.847
SimBant 0.909 0.855 0.827 0.865 0.623 0.878 0.852 0.827

Decrease of loss functions. Now we examine the graphs depicting the reduction of loss over the course of training (Figure
4). The result is similar: as the number of attackers increases, the existing methods exhibit divergence, while our methods
continue to decrease the loss effectively. As mentioned in the main part of the paper, Aut oBant may behave inconsistently
under Random Gradients and ALIE attacks. This instability can be attributed to the solution of an additional minimization
problem and the absence of an indicator that prevents theoretical advancement in non-convex scenarios. Nevertheless, even under
these circumstances, Aut oBant demonstrates significantly better results compared to its counterparts.

Table 5: Time per communication round under ALIE attack (40%). RESNET18 on CIFAR-10 and RESNETID18 on ECG
(AFIB).

CIFAR-10 (ResNet18) ECG (AFIB) (ResNet1d18)

\ Algorithm \ ALIE (40%) \ \ Method \ ALIE (40%) \
ADAM 15.38 £ 0.94 ADAM 32.14 +2.83
FLTRUST 36.38 +£0.92 FLTRUST 48.57 £ 8.17
RECESS 38.50+3.14 RECESS 49.55+2.24
ZENO 27.44 +2.36 ZENO 34.23 £4.22
CC 21.67+£3.14 CC 43.36 £3.47
CC+FBM 23.59 +3.98 CC + FBM 45.84 +4.41
CC+BUCKETING | 21.73 +3.10 CC + BUCKETING | 47.13 £3.56
SAFEGUARD 29.15+1.16 SAFEGUARD 35.67 £2.34
VR MARINA 36.96 +3.45 VR MARINA 45.13 £ 6.41
Bant 2794 +3.14 Bant (ours) 36.10 £2.63
AutoBant 33.63+1.74 AutoBant (ours) | 41.34+1.03
SimBant 30.05 £4.35 SimBant (ours) 36.24 +3.82

Time measurement. Tables above report the average time per communication round, including standard deviation for various
federated learning algorithms using RESNET18 on CIFAR-10 and RESNET1D18 on ECG (AFIB) in two settings: Without
attack and ALIE. We see that RECESS took the longest time, since it requires double local calculations of the client in one
round of communication. Aut oBant requires a little more time compared to baselines, except for the RECESS and FLTRUST
methods. We attribute this to the solution of the auxiliary task Algorithm 5.3, Line 10), which is slightly longer than in the ECG
setup and has a greater impact on the execution time. However, it is not expected that the size of f increases significantly as the
system scales. Thus, this contribution is negligible in real-world scenarios, as demonstrated by the ECG experiment in Table 5.
In addition, these computations are performed on the central node, which has more computational resources in the federated
learning paradigm. All of this reflects the applicability of the proposed methods in real-world setups.

Sensitivity to Trial Set Size. The trial dataset plays a central role in all proposed methods, serving as a reference for evaluating
client gradients via the surrogate loss f . While our theoretical analysis suggests that the impact of finite sampling is mild (via
C(N)), it remains essential to validate this empirically — particularly for small N, which is desirable in privacy-sensitive or
resource-constrained settings. A robust method should maintain performance even when the server has access to only a limited
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Figure 4: RESNET18 on CIFAR-10. Loss on test for Byzantine-tolerance techniques under various attacks.

trial set. To this end, we investigate the impact of the trial set size N on convergence and stability for Bant, SimBant, and
AutoBant. In the main experiments, we use N = 500. Here, we vary N € {100, 150, 200, 250, 500, 1000}.

Bant and SimBant demonstrate stable convergence across all values of N, even as low as 100, confirming their robustness to
trial set sampling. Aut oBant, however, exhibits higher sensitivity. At N = 100, convergence breaks down entirely, and even
for N < 200, we observe increased variance and less stable updates. Nonetheless, performance remains strong in the range
N = 250-1000, with fluctuations that do not degrade the overall results. This behavior aligns with the design of AutoBant,
which solves an optimization problem over client weights using noisy evaluations of the surrogate objective f . When N is too
small, noise dominates, leading to unstable direction selection. In contrast, the trust-averaged updates in Bant and SimBant
mitigate this effect and remain effective even under highly reduced supervision.

Nevertheless, we address the issue related to unstable minimization problem solving in the Aut oBant algorithm below.
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Study on precision of the auxiliary minimization task in AutoBant. AutoBant introduces an adaptive weighting
mechanism via an optimization step over the client weight simplex. The quality of this step is controlled by the number of
iterations in the mirror descent routine, corresponding to a target precision d. From a practical perspective, this parameter governs
a trade-off between computational cost and stability. On the one hand, too coarse a solution may lead to noisy updates. On the
other hand, the method may overfit transient fluctuations in the trial loss. Therefore, it is important to assess how sensitive the
method is to this optimization accuracy and whether reliable convergence is retained under realistic constraints. In our main
experiments, we set the number of mirror descent steps to T = 75. Here, we vary T' € {15, 30, 45,60, 75}.
Table 6: Accuracy and training time from the Number of Mirror Descent steps.

| T | Accuracy | Mirror Time |

15 0.565 18.35 +4.19
30 0.686 27.62 +£5.11
45 0.744 37.58 £3.16
60 0.833 50.43 £4.25
75 0.715 67.27 £ 3.49

We mention that due to the inherent stochasticity arisen from solving a convex minimization problem over the client weight
simplex, the method is potentially unstable. To mitigate this, we adopt a natural stabilization strategy in our experimental setup.
Thus, we leverage the history of client weights over the last round via momentum mechanism, thereby smoothing abrupt shifts
that may result from sample-level variability. This prevents the algorithm from over-committing to transiently favorable clients
and promotes consistent progress.

‘We observe that:

* AtT = 15and T' = 30, a low deterioration in convergence occurs.
* AtT =45 and T' = 60, convergence improves significantly, yielding smooth and high-quality updates.

» AtT = 75, performance becomes less stable due to overfitting to a single dominant client, a known issue when mirror descent
pushes weights too aggressively toward one vertex of the simplex.

Despite this instability, convergence is preserved, and the method still outperforms baselines. Moreover, according to our
convergence analysis (see Theorem 4.3), the error introduced by inexact minimization—quantified by the optimization precision
parameter J—only enters as a second-order additive term and does not fundamentally affect the convergence rate. As evident from
Table 6, reducing the number of mirror descent iterations directly corresponds to a lower computational overhead, with T' = 45
requiring approximately 45% less computation time than 7" = 75 while still maintaining reasonable accuracy. This trade-off is
particularly valuable for resource-constrained server node where computation time can bottleneck synchronization, affecting
overall system efficiency. These findings highlight that Aut oBant benefits from moderate optimization depth and additional
smoothing over rounds, confirming that its performance can be controlled through simple and intuitive mechanisms without
excessive parameter tuning.

A.3 Stress Testing conditions

To further test the proposed methods, we examine the stress conditions of the experiments. For this purpose, the strongest
Byzantine attacks (Random Gradients, ALIE, IPM) were considered, in which only Bant-like methods show resistance. The
first experiment splits CIFAR-10 homogeneously among 100 clients, while the second splits heterogeneously among 10 clients
using the Dirichlet distribution.

CIFAR-10 on 100 clients. To test the robustness of the methods in a scalable setup, we split CIFAR-10 homogeneously
among 100 clients. In this case, each client has less local data and its results are less representative compared to the Byzantine,
which affects our methods when measuring f . Due to computational challenges, we test only the ALIE (40%) attack. Figure 7
illustrates the convergence results on the test part of the dataset.



ALIE (40%)

o
[
|

Accuracy
o
>

o
[
)

—@- BANT (ours)
—$— AutoBANT (ours)
—- SimBANT (ours)

0.2 1/

0 100 200 300 400 500 600 700 800
Communication rounds

Figure 7: Test Accuracy for RESNET18 on CIFAR-10 with 100 clients.

Comparing with the corresponding plot in Figure 1, we observe visible changes for the Bant and Aut oBant methods. However,
the effects described below are due to the complication of an already extreme setup. All methods demonstrate fundamental
robustness, which was the goal of this experiment. More noisy results for AutoBant are related to solving an additional
subproblem on a higher-dimensional simplex. As we mentioned in the main part of the paper, the method produces small
non-zero trust scores for Byzantine clients, which is further highlighted when the number of clients increases. The Bant method
directly compares the Byzantines to the global state of the model, so we observe periodic dips during federated training. All
methods are trained over 800 rounds and exhibit slower convergence.

Dirichlet Scenario. To examine the robustness of the proposed methods under a heterogeneous setup, we perform Byzantine
attacks on CIFAR-10 with Dirichlet distribution of client data (Yurochkin et al. 2019; Wang et al. 2020; Noh and Yi 2022). We
partition each global dataset among n clients according to Dirichlet distribution with concentration parameter «.. As v decreases,
the distributions on different clients become more skewed, which empirically increases both the inter-client gradient variance and
the bias of each client’s expected gradient from the true global gradient. Concretely, under a Dirichlet(c) partition, one observes
that §; and J2 grow monotonically as v — 0 (stronger non-1ID) and shrink as « — oo (nearly IID).
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Figure 8: Test accuracy for RESNET18 on CIFAR-10 with Dirichlet heterogeneity.

We note that p;, ~ Dir(« - 1,,) represents distribution of samples with label k¥ = 1, K over n clients, i.e. p;, € S, (1) where
Sp(1) is the standard » unit simplex. We address two heterogeneity regimes: medium with « = 1 and strong with o« = 0.5. Since
the goal of the experiment is to test the robustness of the proposed methods, we consider the 3 strongest attacks in our setup:



Table 7: RESNET1D18 on ECG (AFIB). G-mean and f1-score for Zeno under various attacks. The value in parentheses indicates
the assumed number of Byzantines.

‘ Algorithm Without Attack Label Flipping (60%) Random Gradients (60%) IPM (80 %) ALIE (40 %) ‘

G-mean | fl-score G-mean | fI-score G-mean |  fI-score G-mean | fl-score G-mean | fl-score

ZENO (60%) | 0.953+0.018 0.806+0.017 | 0.950+0.020 0.753+0.019 | 0.954+0.020 0.7704+0.017 | 0.945+0.017 0.730+0.020 | 0.946+0.015 0.717+0.016
| ZENO 0.921£0.012  0.787£0.014 | 0.014£0.017 0.110£0.015 | 0.163£0.010  0.089£0.014 | 0.102£0.012  0.066+0.018 | 0.010£0.009 0.091£0.01T |

‘ZENO(SO%) 0.860+0.016  0.707+£0.015 | 0.735£0.023  0.61940.010 | 0.82440.018 0.696+£0.014 | 0.930£0.011  0.71540.023 | 0.930+0.017 0.705+0.013

Random Gradient (50%), ALIE (40%), and IPM (70%). Figure 8, 9 illustrates the performance of the Bant-based methods.
In the presence of Dirichlet-induced heterogeneity and high-fraction Byzantine attacks, the proposed automated defenses exhibit
fast convergence and generalization compared to the original Bant protocol. As shown in Figures 8 (a - ¢) and 9 (a - ¢), under
mild skew (o = 1) and Random Gradient, ALIE, or IPM attacks, AutoBant drives test accuracy above 80% and reduces test
loss below 0.7 in roughly 100 communication rounds, approximately half the rounds required by Bant, while SimBant achieve
intermediate performance.

As illustrated in Figures 8 (d - f) and 9 (d - f), when the heterogeneity is intensified (a« = 0.5), Bant’s accuracy curves develop
large oscillations and its loss decay slows substantially, whereas both AutoBant and SimBant maintain smooth, rapid descent to
peak accuracies of 85-88% and asymptotic losses in the 0.5-0.9 range.
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Figure 9: Test loss for RESNET18 on CIFAR-10 with Dirichlet heterogeneity.

A.4 ECG Experiments

On ZENO’s sensitivity to hyperperameters. Now, let us move on to the choice of the trim hyperparameter b in the ZENO
method. This parameter cuts off the number of clients that will not be used in the aggregation of the global model in the training
round. The ranking of clients is based on Score,, ,, which exploits the trial function approach. In the paper, it is assumed that
b > q, where ¢ is the number of Byzantines participating in the training. Thus, the method provides protection against an
arbitrary number of malicious participants and can be stable in critical attack setups. However, in real-world scenarios, we do
not have a priori information about the number of Byzantines. As a result, ZENO does not show comparable quality metrics in
the ECG setup for b = 2 compared to the Bant-like methods, which is reflected in Table 1. We address the issue of choosing
this hyperparameter in the ECG setup in Table 7. As can be seen from the results, a suitably selected trim coefficient value of
b = 3, which cuts off 60% of Byzantine clients, shows comparable results with the Bant-like methods in all considered attack
scenarios. Cutting 80% of Byzantines leads to a slightly lower quality, which also highlights the hyperparameter sensitivity.

Metrics for all abnormalities. Here, we present all the obtained metric results for the four heart abnormalities we investigated:
Atrial FIBrillation (AFIB), First-degree AV block (1AVB), Premature Ventricular Complex (PVC), and Complete Left Bundle
Branch Block (CLBBB). In Table 8, we show results for AFIB pathology under 2 additional attacks scenarios: Sign Flipping
(60%) and IPM (60%). In addition, we compare all methods for the attacks described in 6 section in Tables 9 - 12. To obtain
confidence intervals in Tables 1, 7, 8, each run was repeated 5 times. We do not report the variance of metrics for the 1AVB,



PVC and CLBBB pathologies in Tables 10-12 due to overabundance and computational factor.

Table 8: RESNET1D18 on ECG (AFIB). G-mean and fl-score for Byzantine-tolerance techniques under 2 attacks.

. Sign Flipping (60 %) IPM (60%)
Algorithm G-mean | fl-score G-mean | fl-score
ADAM 0.304+0.015 0.1164+0.018 | 0.9524+0.014 0.738+0.011
FLTRUST 0.586+0.018 0.17940.015 | 0.0114+0.014 0.123+0.013
RECESS 0.359+0.018 0.1154+0.014 | 0.9334+0.017 0.611+£0.018
ZENO 0.017£0.016  0.130+0.018 | 0.010+0.018 0.14040.020
CC 0.479+0.020 0.124+0.017 | 0.945+0.020 0.710+0.016
CC+FBM 0.155+0.016 0.124+0.017 | 0.948+0.018 0.695+0.020
CC+BUCKETING| 0.13740.017 0.119+0.010 | 0.944+0.016 0.689+0.013
SAFEGUARD 0.084+0.016 0.014+0.018 | 0.109£+0.010 0.123+0.016
VR MARINA | 0.0961+0.017 0.078+0.019 | 0.0984+0.011 0.110£0.014
Bant 0.943+0.019 0.79240.019 | 0.9494+0.020 0.704+0.017
AutoBant 0.737+£0.020 0.243+0.019 | 0.948+0.018 0.695+0.015
SimBant 0.951+0.020 0.760+0.020 | 0.965+0.017 0.753+0.020




Table 9: RESNETID18 on ECG (AFIB).

Table 10: RESNET1D18 on ECG (1AVB).

| Algorithm | Sensitivity | Specificity | G-mean | fl-score
ADAM 0.940 0.974 0.956 0.811
FLTRUST 0.932 0.972 0.952 0.800
RECESS 0.929 0.969 0.949 0.783

& | ZENO 0.890 0.952 0.921 0.787
g | cc 0.932 0.966 0.949 0.772
< | CC+FBM 0.930 0.978 0.954 0.808
‘g CC+BUCKETING 0.910 0.985 0.947 0.790
= | SAFEGUARD 0.940 0.976 0.957 0.821
'§ VR MARINA 0.150 0.001 0.010 0.120
Bant 0.929 0.978 0.953 0.830
AutoBant 0.940 0.967 0.953 0.781
SimBant 0.943 0.969 0.956 0.790
ADAM 0.089 0.774 0.262 0.041
FLTRUST 0.943 0.961 0.952 0.753
RECESS 0.146 0.920 0.366 0.128

8 | Zeno 0.160 0.001 0.014 0.110
Q| cC 0.840 0.097 0.285 0.114
E CC+FBM 0.880 0.801 0.840 0.716
E CC+BUCKETING 0.870 0.789 0.829 0.708
< SAFEGUARD 0.018 0.063 0.107 0.123
< VR MARINA 0.210 0.003 0.027 0.123
~ | Bant 0.947 0.966 0.956 0.777
AutoBant 0.964 0.647 0.790 0.276
SimBant 0.932 0.967 0.949 0.774
ADAM 0.096 0.961 0.304 0.116
FLTRUST 0.466 0.738 0.586 0.179
RECESS 0.142 0.906 0.359 0.115

§ ZENO 0.230 0.001 0.017 0.130
% cC 0.328 0.701 0.479 0.124
— | CC+FBM 0.270 0.089 0.155 0.124
.5 | CC+BUCKETING 0.250 0.075 0.137 0.119
P~ | SAFEGUARD 0.007 0.998 0.084 0.014
En VR MARINA 0.150 0.061 0.096 0.078
» | Bant 0.915 0.972 0.943 0.792
AutoBant 0.854 0.636 0.737 0.243
SimBant 0.940 0.963 0.951 0.760
ADAM 0.136 0.893 0.348 0.126

< | FLTRUST 0.623 0.611 0.617 0.174
% RECESS 0.562 0.626 0.593 0.163
< | Zeno 0.300 0.088 0.163 0.089
= | CC 0.459 0.733 0.580 0.155
£ | cc+rMm 0.500 0.632 0.562 0.252
(‘53 CC+BUCKETING 0.420 0.774 0.570 0.164
= | SAFEGUARD 0.929 0.071 0.258 0.124
S | VR MARINA 0.320 0.096 0.176 0.103
£ | Bant 0.922 0.975 0.948 0.809
& | AutoBant 0.932 0.961 0.946 0.748
SimBant 0.951 0.940 0.945 0.712
ADAM 0.947 0.957 0.952 0.738
FLTRUST 0.210 0.001 0.011 0.123
RECESS 0.947 0.919 0.933 0.611
ZENO 0.200 0.001 0.010 0.140

g | cc 0.940 0.950 0.945 0.710
o | CC+FBM 0.950 0.946 0.948 0.695
E | CC+BUCKETING 0.940 0.948 0.944 0.689
= | SAFEGUARD 0.190 0.062 0.109 0.123
& | VR MARINA 0.170 0.056 0.098 0.110
Bant 0.950 0.947 0.949 0.704
AutoBant 0.950 0.945 0.948 0.695
SimBant 0.974 0.955 0.965 0.753
ADAM 0.043 0.904 0.197 0.036
FLTRUST 0.220 0.016 0.061 0.124
RECESS 0.456 0.533 0.493 0.112
ZENO 0.131 0.080 0.102 0.066

g | cc 0.007 0.997 0.084 0.014
o | CC+FBM 0.210 0.003 0.027 0.123
£ | CC+BUCKETING 0.220 0.005 0.035 0.118
= | SAFEGUARD 0.200 0.060 0.110 0.082
& | VR MARINA 0.240 0.067 0.127 0.079
Bant 0.954 0.939 0.946 0.676
AutoBant 0.940 0.945 0.942 0.690
SimBant 0.950 0.960 0.955 0.783
ADAM 0.265 0.058 0.125 0.123
FLTRUST 0.220 0.001 0.017 0.123
RECESS 0.249 0.811 0.450 0.127

~ | ZENo 0.180 0.001 0.010 0.091
S| cc 0.370 0.758 0.530 0.154
I | CC+FBM 0.870 0.882 0.876 0.594
B | CC+BUCKETING 0.890 0.850 0.870 0.587
<—t] SAFEGUARD 0.150 0.000 0.010 0.123
VR MARINA 0.200 0.001 0.012 0.108
Bant 0.929 0.966 0.947 0.770
AutoBant 0.861 0.924 0.892 0.585
SimBant 0.943 0.949 0.946 0.705

| Algorithm | Sensitivity | Specificity | G-mean | fl-score
ADAM 0.896 0.871 0.884 0.335
FLTRUST 0.857 0.883 0.870 0.344
RECESS 0.909 0.870 0.889 0.337

&4 | ZENO 0.890 0.883 0.886 0.353
g | cc 0.864 0.896 0.880 0.371
< | CC+FBM 0.888 0.868 0.877 0.353
§ CC+BUCKETING 0.869 0.887 0.877 0.351
< | SAFEGUARD 0.877 0.883 0.880 0.350
% | VR MARINA 0.825 0.922 0.872 0.420
Bant 0.831 0.916 0.873 0.408
AutoBant 0.825 0.922 0.872 0.420
FINETUNED 0.851 0.894 0.872 0.362
ADAM 0.210 0.002 0.022 0.069
FLTRUST 0.870 0.903 0.886 0.388
RECESS 0.210 0.001 0.017 0.113

S | Zeno 0.400 0.039 0.125 0.309
Q| CC 0.290 0.120 0.187 0.112
o, | CC+FBM 0.725 0.866 0.792 0.265
LT: CC+BUCKETING 0.740 0.818 0.778 0.305
< SAFEGUARD 0.100 0.001 0.010 0.069
< VR MARINA 0.220 0.002 0.023 0.125
~ | Bant 0.812 0.934 0.871 0.455
AutoBant 0.877 0.895 0.886 0.373
FINETUNED 0.890 0.857 0.873 0.311
ADAM 0.597 0.685 0.640 0.119
FLTRUST 0.007 0.980 0.080 0.008
RECESS 0.058 0.874 0.226 0.026

§ ZENO 0.190 0.079 0.123 0.015
S | CC 1.000 0.002 0.041 0.070
< | cC+rBM 0.260 0.080 0.145 0.122
é‘ CC+BUCKETING 0.250 0.076 0.138 0.117
P~ | SAFEGUARD 0.981 0.030 0.170 0.070
5 | VRMARINA 0.130 0.058 0.087 | 0.065
©“ | Bant 0.669 0.951 0.797 0.447
AutoBant 0.916 0.845 0.879 0.301
FINETUNED 0.617 0.616 0.616 0.103
ADAM 0.220 0.005 0.036 0.074

< | FLTRUST 1.000 0.001 0.027 0.069
% RECESS 0.468 0.757 0.595 0.117
e ZENO 0.220 0.061 0.116 0.098
= | CC 0.909 0.227 0.455 0.080
ﬁ CC+FBM 0.610 0.390 0.487 0.362
S CC+BUCKETING 0.650 0.416 0.520 0.340
= SAFEGUARD 1.000 0.020 0.140 0.071
S VR MARINA 0.230 0.057 0.115 0.103
£ | Bant 0.805 0.919 0.860 0.405
& | AutoBant 0.896 0.864 0.880 0.324
FINETUNED 0.857 0.890 0.873 0.357
ADAM 0.933 0.622 0.762 0.154
FLTRUST 0.013 0.964 0.112 0.013
RECESS 0.922 0.852 0.886 0.313
ZENO 0.260 0.169 0.210 0.098

g | cc 0.571 0.649 0.609 0.104
o | CC+FBM 0.700 0.480 0.580 0.130
E | CC+BUCKETING 0.610 0.374 0.478 0.142
= | SAFEGUARD 0.050 0.001 0.008 0.078
& | VR MARINA 0.200 0.036 0.085 0.115
Bant 0.721 0.945 0.825 0.449
AutoBant 0.890 0.865 0.877 0.323
FINETUNED 0.857 0.893 0.875 0.363
ADAM 0.312 0.580 0.425 0.050
FLTRUST 0.201 0.751 0.389 0.051
RECESS 0.558 0.508 0.533 0.076
ZENO 0.240 0.065 0.125 0.110

g | cc 0.857 0.310 0.515 0.084
o | CC+FBM 0.220 0.220 0.038 0.113
£ | CC+BUCKETING 0.230 0.008 0.045 0.107
= | SAFEGUARD 0.481 0.499 0.490 0.064
& | VR MARINA 0.260 0.063 0.128 0.083
Bant 0.857 0.884 0.870 0.345
AutoBant 0.851 0.900 0.875 0.375
FINETUNED 0.903 0.876 0.889 0.344
ADAM 1.000 0.001 0.031 0.069
FLTRUST 0.220 0.032 0.085 0.150
RECESS 0.220 0.055 0.110 0.065

< | ZENO 0.220 0.025 0.075 0.124
g | cc 0.520 0.443 0.480 0.115
I | CC+FBM 0.690 0.626 0.657 0.350
B | CC+BUCKETING 0.700 0.585 0.640 0.380
21 SAFEGUARD 1.000 0.000 0.000 0.069
VR MARINA 0.200 0.001 0.010 0.103
Bant 0.935 0.850 0.892 0.314
AutoBant 0.818 0.888 0.852 0.339
SimBant 0.968 0.818 0.890 0.282




Table 11: RESNETID18 on ECG (PVC).

Table 12: RESNET1ID18 on ECG (CLBBB).

| Algorithm | Sensitivity | Specificity | G-mean | fl-score
ADAM 0.977 0.974 0.975 0.790
FLTRUST 0.972 0.971 0.972 0.772
RECESS 0.972 0.961 0.967 0.720

& | ZENO 0.977 0.975 0.976 0.801
g | cc 0.972 0.959 0.965 0.707
< | CC+FBM 0.960 0.980 0.970 0.755
‘g CC+BUCKETING 0.950 0.986 0.968 0.740
£ | SAFEGUARD 0.977 0.965 0.971 0.743
'§ VR MARINA 0.240 0.060 0.120 0.098
Bant 0.931 0.981 0.955 0.810
AutoBant 0.972 0.970 0.971 0.765
FINETUNED 0.963 0.971 0.967 0.770
ADAM 0.639 0.710 0.673 0.180
FLTRUST 0.220 0.059 0.114 0.096
RECESS 0.931 0.937 0.934 0.596

8 | Zeno 0.310 0.037 0.108 0.210
Q| cC 0.005 0.999 0.068 0.009
E CC+FBM 0.930 0.920 0.925 0.760
E CC+BUCKETING 0.910 0.910 0.910 0.735
< SAFEGUARD 0.981 0.971 0.976 0.782
< | VR MARINA 0.200 0.036 0.085 0.115
~ | Bant 0.870 0.979 0.923 0.767
AutoBant 0.972 0.976 0.974 0.805
FINETUNED 0.944 0.957 0.951 0.686
ADAM 0.639 0.710 0.673 0.180
FLTRUST 0.220 0.032 0.085 0.118
RECESS 0.931 0.937 0.934 0.596

§ ZENO 0.190 0.069 0.115 0.010
S | CC 0.005 0.999 0.068 0.009
S | cc+rBM 0.250 0.072 0.135 0.117
.5 | CC+BUCKETING 0.230 0.055 0.113 0.096
P~ | SAFEGUARD 0.981 0.971 0.976 0.782
En VR MARINA 0.120 0.035 0.065 0.010
» | Bant 0.870 0.979 0.923 0.767
AutoBant 0.972 0.976 0.974 0.805
FINETUNED 0.944 0.957 0.951 0.686
ADAM 0.220 0.005 0.035 0.120

< | FLTRUST 0.220 0.063 0.118 0.110
g | Recess 0255 0.845 0464 | 0.122
< | Zeno 0.180 0.053 0.098 0.010
£ | CC 0.250 0.048 0.110 0.130
;5 | CC+FBM 0.270 0.083 0.150 0.117
(‘5‘-’ CC+BUCKETING 0.220 0.043 0.098 0.123
= | SAFEGUARD 0.009 0.997 0.096 0.017
S | VR MARINA 0.120 0.037 0.067 0.010
£ | Bant 0.944 0.969 0.957 0.747
& | AutoBant 0.963 0.978 0.970 0.809
FINETUNED 0.963 0.945 0.954 0.644
ADAM 0.796 0.976 0.882 0.708
FLTRUST 0.240 0.046 0.106 0.114
RECESS 0.944 0.938 0.941 0.608
ZENO 0.220 0.025 0.075 0.124

g | cc 0.944 0.933 0.939 0.590
o | CC+FBM 0.930 0.960 0.945 0.625
E | CC+BUCKETING 0.930 0.950 0.940 0.610
= | SAFEGUARD 0.782 0.217 0412 0.095
& | VR MARINA 0.190 0.037 0.084 0.115
Bant 0.931 0.977 0.954 0.790
AutoBant 0.949 0.971 0.960 0.762
FINETUNED 0.954 0.965 0.959 0.729
ADAM 0.958 0.005 0.069 0.093
FLTRUST 0.005 0.991 0.068 0.008
RECESS 0.426 0.502 0.462 0.079
ZENO 0.300 0.225 0.260 0.108

g | cc 0.463 0.265 0.350 0.061
o | CC+FBM 0.220 0.010 0.047 0.114
£ | CC+BUCKETING 0.200 0.006 0.035 0.105
= | SAFEGUARD 0.065 0.831 0.232 0.031
& | VR MARINA 0.210 0.063 0.115 0.086
Bant 0.931 0.980 0.955 0.807
AutoBant 0.970 0.965 0.968 0.820
FINETUNED 0.963 0.937 0.950 0.611
ADAM 0.200 0.021 0.065 0.120
FLTRUST 0.398 0.581 0.481 0.086
RECESS 0.200 0.028 0.075 0.135

< | ZENO 0.190 0.063 0.110 0.078
S| cc 0913 0.116 0.325 0.084
I | CC+FBM 0.880 0.821 0.850 0.580
B | CC+BUCKETING 0.890 0.870 0.880 0.610
<—t] SAFEGUARD 0.218 0.881 0.438 0.126
VR MARINA 0.240 0.064 0.124 0.105
Bant 0.954 0.955 0.954 0.680
AutoBant 0.954 0.981 0.967 0.826
FINETUNED 0917 0.954 0.935 0.658

| Algorithm | Sensitivity | Specificity | G-mean | fl-score
ADAM 0.979 0.957 0.968 0.508
FLTRUST 0.990 0.947 0.968 0.462
RECESS 0.969 0.963 0.966 0.538

& | ZENO 0.990 0.957 0.973 0.509
g | cc 0.979 0.945 0.962 0.445
< | CC+FBM 0.970 0.970 0.970 0.480
‘g CC+BUCKETING 0.950 0.950 0.950 0.465
= | SAFEGUARD 0.990 0.961 0.975 0.537
'§ VR MARINA 0.220 0.021 0.068 0.117
Bant 0.990 0.947 0.968 0.460
AutoBant 0.989 0.936 0.962 0.415
FINETUNED 0.990 0.953 0.971 0.491
ADAM 0.220 0.065 0.120 0.115
FLTRUST 0.198 0.630 0.353 0.023
RECESS 0.021 0.873 0.135 0.006

S | zeno 0.190 0.084 0.127 0.005
Q| cC 0.764 0.854 0.808 0.199
E CC+FBM 0.860 0.800 0.830 0.210
E CC+BUCKETING 0.790 0.830 0.810 0.214
< SAFEGUARD 0.989 0.958 0.974 0.517
< VR MARINA 0.260 0.042 0.105 0.125
— | Bant 0.990 0.923 0.956 0.370
AutoBant 0.990 0.955 0.972 0.502
FINETUNED 0.990 0.952 0.971 0.487
ADAM 1.000 0.001 0.027 0.044
FLTRUST 0.865 0.747 0.804 0.134
RECESS 0.220 0.102 0.150 0.044

§ ZENO 0.250 0.193 0.220 0.054
S | CC 0.260 0.177 0.215 0.117
S | cc+rBM 0.320 0.204 0.256 0.117
.5 | CC+BUCKETING 0.300 0.052 0.125 0.240
f-; SAFEGUARD 0.698 0.617 0.656 0.076
&b | VR MARINA 0.210 0.029 0.078 0.112
» | Bant 0.979 0.944 0.962 0.444
AutoBant 0.969 0.934 0.951 0.401
FINETUNED 0.969 0.958 0.964 0.512
ADAM 1.000 0.007 0.085 0.044

S FLTRUST 1.000 0.003 0.054 0.044
3 | RECEss 0.427 0.963 0.641 0.282
< | Zeno 0.310 0.054 0.130 0.210
£ | CC 0.130 0.120 0.125 0.044
;5 | CC+FBM 0.310 0.201 0.250 0.130
(‘53 CC+BUCKETING 0.190 0.170 0.180 0.054
= SAFEGUARD 0.052 0.987 0.227 0.064
S | VR MARINA 0.210 0.030 0.080 0.112
£ | Bant 0.990 0.948 0.969 0.465
& | AutoBant 0.990 0.931 0.960 0.396
FINETUNED 0.990 0.971 0.980 0.607
ADAM 0.979 0.957 0.968 0.511
FLTRUST 0.979 0.296 0.538 0.060
RECESS 0.958 0.945 0.951 0.438
ZENO 0.330 0.027 0.095 0.215

g | cc 0.958 0.950 0.954 0.465
o | CC+FBM 0.950 0.940 0.945 0.440
E | CC+BUCKETING 0.940 0.936 0.938 0.460
= | SAFEGUARD 0.979 0.539 0.727 0.089
& | VR MARINA 0.230 0.041 0.098 0.115
Bant 0.813 0.982 0.893 0.629
AutoBant 0.979 0.941 0.960 0.429
FINETUNED 0.938 0.930 0.934 0.376
ADAM 0.073 0.506 0.192 0.006
FLTRUST 0.330 0.017 0.075 0.210
RECESS 0.042 0.952 0.199 0.026
ZENO 0.230 0.141 0.180 0.048

g | cc 0.073 0.884 0.254 0.024
o | CC+FBM 0.190 0.075 0.120 0.065
£ | CC+BUCKETING 0.220 0.200 0.210 0.020
= | SAFEGUARD 1.000 0.002 0.046 0.044
& | VR MARINA 0.220 0.005 0.035 0.118
Bant 0.990 0.951 0.970 0.481
AutoBant 0.979 0.947 0.963 0.459
FINETUNED 0.990 0.943 0.966 0.441
ADAM 0.250 0.176 0.210 0.123
FLTRUST 0.220 0.089 0.140 0.065
RECESS 1.000 0.005 0.071 0.044

< | ZENO 0.220 0.032 0.085 0.114
S| cc 0.460 0.599 0.525 0.160
I | CC+FBM 0.490 0.470 0.480 0.210
B | CC+BUCKETING 0.540 0.463 0.500 0.120
<—t] SAFEGUARD 0.220 0.060 0.115 0.087
VR MARINA 0.200 0.078 0.125 0.072
Bant 0.979 0.968 0.973 0.578
AutoBant 1.000 0.814 0.902 0.198
FINETUNED 0.958 0.957 0.958 0.501




A.5 Learning-to-rank Experiments

In the main body, we introduced our approach and presented a subset of results for the Learning-to-Rank (LTR) task under
Byzantine settings. Here, we expand on the experimental setup, covering all baseline models and proposed methods across the
full spectrum of adversarial scenarios considered.

Problem Formulation. The LTR task is defined over a set of queries Q, where each query ¢ € Q is associated with a set
of documents D,. For each document d; € D,, a feature vector z; and a relevance label y; € {0,...,r — 1} are provided.
The objective is to learn a scoring function f(z;6) such that, for any query ¢, the induced ordering of scores s; = f(z;;6)
approximates the ideal relevance ordering.

We use the Normalized Discounted Cumulative Gain at cutoff £ (NDCG@k) to assess ranking quality. First, we define the
Discounted Cumulative Gain (DCG@Xk) for a ranking 7 (a permutation of documents based on predicted scores) as:

k

QW) — 1
DCGQk = ; g T 1)’

where y ;) is the relevance label of the document ranked at position 7. This formulation assigns higher weight to highly relevant
documents that appear earlier in the ranking, with a logarithmic discount applied to lower positions.
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Figure 10: Test NDCG@5 for TRANSFORMER on the Learning-to-Rank task.

The Ideal DCG (IDCG@k) is the maximum possible DCG@k obtained by sorting documents in descending order of their true
relevance labels.
The final evaluation metric, Normalized DCG (NDCG@k), is computed as:

DCGQk

IDCGQk’
This normalization bounds the metric between 0 and 1, where 1 indicates a perfect ranking.

NDCGQk =

Experimental Scope. We evaluate models on the WEB30K dataset (Qin and Liu 2013), a standard benchmark for LTR
consisting of 30,000 queries with graded relevance labels. While the main section highlights our method’s applicability to LTR,
here we provide complete validation across:

* Baseline defenses, including ZENO, RECESS, CENTERED CLIP, SAFEGUARD and FLTRUST.

¢ Our proposed methods: Bant, AutoBant, and SimBant.

» All adversarial scenarios introduced in the main paper: Label Flipping, Sign Flipping, Random Gradients, IPM, and ALIE.



For consistency with ZENO’s assumptions, we set the threshold for Byzantine tolerance to |B| = 0.5n, where n is the number
of clients as it is unknown a priori. While ZENO might perform well when the fraction of adversarial clients is close to 50%,
it suffers significant degradation (or divergence) when this assumption is violated. This sensitivity underscores the need for
defenses that do not rely on tight prior knowledge of Byzantine ratios.

B Notation

The following sections will be dedicated to the theoretical proof of all aspects discussed in the main body of the paper.
In order to facilitate the understanding of the proofs presented in the appendix, as well as to simplify the interaction with all the
formulas throughout this paper, we provide a comprehensive list of notation used in this study in the form of the following table.

Table 13: Notation Reference.

N Number of samples in | v Learning rate (stepsize) | f Trial loss function on | Ij,»0; | Indicator  function
the trial function in optimization the server taking value 1 if
a > 0, otherwise 0
d Dimensionality of the | L Smoothness  constant | f Objective  function | P? Adaptive precon-
parameter space R? 3.1 f(z) in distributed ditioner matrix at
learning iteration ¢
n = | Number of workers in | p Strong convexity con- | f; Local objective func- | (a, ) 5 | Weighted inner prod-
n(t) the distributed system stant (3.2(a)) tion on ¢-th worker uct with P
G(t) | Setof honest workers | /8 Momentum parameter | f; Local objective func- | «a Lower bound on the
for weights w! tion on the server preconditioner (F.1)
G(t) = Number of honest | § Approximation error in | g; Stochastic gradient of | I" Upper bound on the
|G(t)| | workers arg min finding (2) worker i preconditioner (F.1)
B(t) | Setof Byzantine work- | d; (01, 62)—heterogeneity | ¢t Gradient from worker | || [ | max |-];
ers parameter (3.4) % at iteration ¢ Isisd
B(t) = Number of Byzantine | d; | (01,02)—heterogeneity | z* Optimal solution of | Al d-dimensional sim-
|B(t)| | workers parameter (3.4) the objective function plex constraint on
weights
t Current iteration num- | o2 | Variance of stochastic | T' é > at w! Weight assigned to
ber gradients (3.3) ieg worker ¢ at iteration ¢
T Total number of itera- | [ Local round length KL(pllq)] Kullback-Leibler di- | []o Non-negative projec-
tions in training vergence between dis- tion: max{0, -}
tributions p and ¢
X Domain: = € X F | function class F | V¢ &2 llal =72 € Radius of balls in
En Vi(x€),ze X i€g the covering net in
Lemma C.1
W = | Number of workers G | min G(t) S Bound on X in | -] If not specified other,
W(t) T Lemma C.1 I-1lz = /G,




C General Inequalities and Lemmas
First, mention important inequalities that are used in further proofs. Consider a function f satisfying Assumption 3.1, g satisfying
Assumptions 3.2(a) and ¢ complying with Assumption 3.2(b). Then for any ¢ in the real numbers and for all vectors z, y, z; in
R™ with a positive scalar p, the following inequalities hold.

[z, y)| < |§2|7|2 + p||g||2 (Young)
el Wl e -l
—(my = - 2 2 + 2 (Norm)
le+ul? = el + Il +2 ()
o) > gl@)— (Vo) o —y) - inwu) V() (4-Conv)
oly) = @)+ (Veo(r),y —x) (Conv)
0 > (Ve(x)—Voe(y),y—x)
Vi) - VIQ? < e —yl?
L
f@) < f+Vfz -y +le -yl (Lip)
f) < T) (V@) o) - o=V~ V)
n 2 n
doal < on) |l
i=1 i=1 (CS)
le+yl? < Q+plal?+ (1 " ;) 9l
; <ZZ%1 wﬂ&) D iy wip(ws) (Jen)

Z?:l w;

This section delineates a series of lemmas that form the cornerstone of our subsequent proofs. These lemmas encapsulate critical
properties and bounds that are instrumental in establishing the theorems elaborated later in this paper.



The following lemma addresses a critical issue concerning the evaluation of the trial function and its deviation from V f;. As
highlighted in the main part of our work, existing literature frequently overlooks the additional term in convergence that arises
when employing a trial function. In this study, we rectify this oversight, thereby providing a more comprehensive understanding
of the convergence behavior associated with trial functions.

Lemma C.1. Suppose Assumption 3.1 holds. Then for all = € X C R® with probability of at least 1 — S overa sample of size
N, the following estimate, linking the trial function with the objective function on the server, is valid:

V) - Vi@ < ) =06 ().

Proof. Given the norm inequality || - [lo < v/d - || - ||oo» We can recast the scalar product in the following manner:
V() =Vi@IE < d- Vi) - Vi) @

L2
To establish the uniform convergence of HV fi(z) = Vf(x) H , we employ Theorem 5 from (Shalev-Shwartz et al. 2009). This

theorem provides a bound on the ¢, -covering number of the function class 7 = {£ — V f1(z;€) | « € X'}. Given that X’ resides
within an £-sphere, let us define it bound by S, the covering number for X using the Euclidean metric da(x;, ;) = ||z; — 2|2

is constrained as follows for d > 3: 4
S
N(g,X,dy) = O <d2 (6> ) )

In evaluating the covering numbers for F under the £, metric, where ||V fi(z;;-) — V fi(z;;°)|l o = supg [V fi(zi;€) —
V fi(z;; €)], the L-smoothness property facilitates the following assertion:

Vi, aj € X = ||V fi(wi; ) = Vel < IVAs-) = V(e )lly < Llle — ;]

This indicates that an e-net for X" in da space concurrently serves as an Le-net for F in d, space:

N(e,F,doo) < N(g/L,X,ds) = O <d2 (LS) ) )

3

Following this analysis, we derive an estimation consistent with the findings in (Shalev-Shwartz et al. 2009):

IV fi(@) — V@2 = O (}V) .

(N6 (;) 7

and substituting this into (4) concludes the proof of the lemma.

Defining the notation

O

This lemma is technical in nature, and we significantly benefit from the assertion established in the previous lemma. Ultimately,
we derive an important estimate for the scalar product, which appears in many subsequent proofs throughout this work.

Lemma C.2. Suppose Assumption 3.1 holds. Then for all x € R? and g; = g;(x,&;), the following estimate is valid:
. 1 y 2 3y 2
1 Vi), 5 Y Viia)) < —5 IVF@)IF + - C(N) + 5 (61 + &IV
i€G
Proof. We commence by examining the difference V f () — V f(z):

_'Y<vf(x)aézvfz(x)> = 7<Vf( vaz >

i€g zeg

{wtton g >-

Next, we continue with further manipulations on the first term:

<Vf( Zsz >

zEg



" i - viw)| + 1

&3V
i€g

(Young)

< % (||Vf(m)—Vf1($)||2+val(x)_vf(m)‘r) +%

2
&S V@)
i€g

2

Zsz :

ZEQ

(Lemma C'.1) ’V
< ’Y(C( )+ 01 + 82|V f(2) 5

and with the second term,

7<Vf(x)v(1;zvfi(x)> N @R - | 2 V)

1€G i€g
2
+ 21 S S (Vi) - Vi)
2 |G “ '
1€G
(CS) ?
< —fIIVf )|? - sz
769
v
+L S (Vi) - V@)
i€g
(Ass. 3.4) 2
SS. o. 2 ry
< —2Ivi@IP -5 Zsz
ZEQ
+3 (0146 VF@)P).
In summary, this supports the claim of the lemma. O

With this, we conclude the discussion of general statements. They are frequently used in our proofs in the upcoming sections of
the Appendix. Next, we begin the examination of each method obtained individually.



D Proofs of Bant

In this section, we explore the theoretical underpinnings of the first proposed method, Bant. As outlined in Algorithm 1, this
step diverges from the standard SGD approach primarily due to the distinct weight distribution that we subsequently allocate to
the devices. Consequently, it is essential to conduct an analysis that takes this particular characteristic into account. To achieve
final convergence rate, we demonstrate a supporting lemma that reinforces our findings.

Lemma D.1. Under Assumptions 3.1, 3.2(b), 3.5, the following holds for the iteration of Algorithm 1:

A~ N r L 2
fat) < -2 <Vf<fvt>a ng> + e Sl
icg i€g

Proof. Actually, the update step of the algorithm 1 is given by:

n
th+1 = .CUt - Z ]I[9§>0]wfgf,
i=1
where g! = g;(z', &) and Y. | w! = 1. Applying Jensen’s inequality for the convex function f (Assumption 3.2(b)) and
[9:1o

denoting @! = <% —:
& Wi "0

Fat) = F(3Sut [~ lurml])

i=1

S Zn;‘*’ff (xt - 7]1[0;>019§)
- ;Zgwff (fft - 7E[9:>o]gf) + gwff (xt — Mgt >0) gf)
< EZB(l — Bwi " f(a") + EZB Bt f (;Ut - ﬂwbo]gf)
: Zg(l P @)+ Zg g5 (2~ M09t
ic £
= (=P~ ZB B (2 = Vprsog!) + Z; gt f (o = Mgesoy9t) -
ic £

In the inequality above, we make an estimation f <a:t = Yot >0 gf) < f (x?), since the indicator guarantees us that we do not

increase the trial function f by performing a step. By eliminating the weights wf_l accumulated from past iterations, we can

rearrange the coefficients between Byzantine and honest workers in such a way that honest workers have higher weights. To

achieve this, we sort the honest workers by increasing values of f and assign them coefficients w; in decreasing order. This
permutation ensures that honest workers have higher weights and Byzantine workers have lower weights. This operation is valid

because if w for some Byzantine worker is higher than for a honest worker, then this Byzantine has a greater influence on f , and
changing the weights would worsen the overall influence of these two workers. Therefore, with new weights {&!}7 ;:

fE@™™) < 1-p)fh)+ Zﬁaff (xt - 7ﬂ[9§>o]9f>

i€B
+> palf (wt - 711{95>o]gf)
i€eg
< (U-B)fE) + Y BB ) + Y AEtf (2 — o)
i€B i€G
= f')+ (1= 8) [fa) - fah)] + 3 pat [fat) - fah)]

icB
~t[f(.t t Aot
+ Z Bu; {f (55 - 7]1[9;>0]9i) —flz )} :
i€g
Let us assign the coefficient 1/n to all honest workers. This procedure is also valid. We sorted the weights and honest workers
now have the greatest weights, thus, the sum of the coefficients of honest workers is at least G/n. Moreover, the honest workers



with the stronger influence have the greater weights which allows to equalize the total weight G/n between all G workers. Thus,
we get

fat < J@ + 4 S [F (o =2 Tosnet) = F6@4)]

Now we can remove the indicator function because if g! minimizes the trial function, the indicator equals 1. If g{ maximizes the
trial function, the indicator excludes this gradient. However, we still account for it and maximize the trial function, thus:

fa < fah+l + [ st - o)
i . . . 2 .
ER O g SO Ft) — 7 (i, o) + T llgtl? - f(xt)]
i€g
. . L~?
= fla')— % <Vf(xt),zg§> + 277”»3 > gt
ieg i€g

O

We are now prepared to present the final result for the convex case. This theorem was introduced in the main part of our work,
however, we will reiterate its formulation once more.
Theorem 4.1. Under Assumptions 3.1, 3.2(17) 3.3, 3.4 with 65 < 12, 3.5, for solving the problem described in the equation (1)

after T' iterations of Algorithm 1 with v < 13 131 the following holds:

E /") 1G] 0
+ 381 + 6Lyo? + 4¢(N).

2
ZEHW e < o e

Proof. According to the lemma (D.1):

A ) A 2
fatth) < f<xt>—vﬁ<vf(xt)’izvgf>+L;nﬁz”gf”2'

i€G i€g

Taking the expectation of both sides of the inequality:

R A G
Ef@™) < Ef(xt)—vﬁ-n< ZVfl > LWZEH Al
zeg i€G
(Lemma C'.2) "
<Y Eie + P WHW )?
2208 614 29 @) + L2 S 8
i€G
T B+ D) - an )|
3vB8G

+ (6 + &IV

+ o (Zmuwm O+ BV - of ”2>

i€G i€G
Iy
P B + ) - G o]+ 20 (5, 4 ) )
PG 5 g v )P o) + 20 g g
MY mpa - 220 - <3+3Lv>621||w<xt>u2

2n



+£(3 +3L7y)6; +

3V2BLG G
B o2 + B ¢
2n
We first fix do < % Then by choosing v < B—L < m and summing over the iterations, we get the bound:

E | f(a%) - f(2")
[ T } : ;% + 301 + 6Lyo? + 4C(N).

Z EIVf(@')* <

O

We have obtained the final statement of the theorem. From this, we can derive the convergence rate:
Corollary 4.2 Under the assumptions of Theorem 4.1, for solving the problem (1), after T iterations with v <

2E[f(x°)— f(2*)]n
min {BIU Ef\(/g L) G;;T(F J }, the following holds:

e[ - fan) B[ - @)
= E|V 0 N)|.
Z 195" = er + o 8+ C(N)
Proof of Corollary 4.2. We proceed estimation, analogical to Lemma 4 from (Stich 2019). Using the result of Theorem 4.1, we

1 2E[f(r°)—f(§f*)]n
13L° o+/3LGBT

choose the appropriate v < min { } In that way, we obtain

1 — t 2 E (]}
T;EHW(%)H < 3T - e + 301 + 2¢(N),

that ends the proof. O

We have obtained the result for the convex case. However, we wish to extend the theory to other cases. Using the obtained result,
let us proceed to the p-strongly convex case and derive an estimate for it.

Theorem D.2. Under Assumptions 3.1, 3.2(a), 3.3, 3.4 with d5 < 12, 3.5, for solving the problem described in the equation (1)
after T iterations of Algorithm 1 with v < the following holds:

WBGM) { 2

B[f) - @) < (1-522) B[ - @) + 2+ Dot 4 2e).

1
13L°

Proof. From Theorem 4.1, we have
4n
vB8G

Let us examine the left-hand side of the inequality in more detail:

BV < 5B [f@h) = F@T)] + 36 +6Ly0” + 4C(V).

E[via)’ = B[V +E[Vie) - vieh)|| ~E|vieh) - vie)|
S S|+ v - vieh)|| e vieh - i)
(Lemma C.1) 1 R 2
> SE Hv;%:@ — 2C(N) — 26, — 26,||V £ (1) |2

Returning to the initial inequality,

(; _ 252) E HVf(:z:t) —vien|

< vﬁG E[£(s°) - f(&")] + 501 + 6L10° + 6((N)

Taking into account that ds < 1—12 and due to (u-Conv), we get:

2B |vit) - vie)|

< 5G [f( 0y _ f(gz*)}+851+9ma2+9<(zv)

> u[f(at)—f(@)]



%GE f(a'+!) — Ef(3") < (vGﬁnG - u) Ef(a') + 881 + 9Ly0? + 9C(N).

Defining v' = 2=
Ef(wt“) —YUEf(E*) < (1-ywEf(a') + 8761 + 97 Lyo? + 9y'¢(N).

We add to both sides of inequality the term (—1 + 7' u)E f (Z*):

2 P P P 9L
(i) ~BfGN] < (1w [EfG) ~Bi@)] + 8o+ 202 Loy,
Applying this inequality to the first term on the right side ¢ times, we obtain:
E[f") - f@)] < Q-vw'E[f@a)-fa")

t—1

+3 (=) [8761 + 9Lyy 0% + 97 ¢(N)]
1=0

< 1
X5

B[fe") - F@)] < Q-7 B[fa") - @] + S0+ 220 + o),

O

Similarly, from this estimate, we derive the final convergence rate for the p-strongly convex setting.
Corollary D.3. Under the assumptions of Theorem D.2, for solving the problem (1), after T iterations with special tunings of y:

s PN B 50 . upGT Ln
B [fa”) - @) = 6(E [fa®) - Fan)] exw |- 25E0 | + Dt
Proof. In Theorem D.2, we obtain classical result for SGD. We use Lemma 2 from (Stich 2019) and appropriate special tunings
of ~y:
u?BGE|f(2°)—f(&*
1 4nlog (max {2, i L{)(Lnig iG] })

13L° wBGT

o? + l51 + 1C(N)>‘
ju I

v < min

We obtain the final convergence. O

With this, we conclude this section. In summary, we examine the proof for both the convex and strongly convex cases and obtain
the final convergence estimates.



E Proofs of AutoBant

Now, let us turn our attention to the second of our methods. As previously mentioned, Bant has certain moments to be discussed.
It is important to note the adverse impact of the parameter 3. The introduction of this momentum term aimed to protect honest
clients from rapidly decreasing their trust scores due to unfavorable stochastic gradients, but it inadvertently enables Byzantine
agents to maintain their weights despite their attacks. To address this issue, we add an indicator to the algorithm for detecting
Byzantine devices, although this limits its theoretical part in common non-convex scenarios.

Our goal is to learn how to circumvent this limitation. To achieve this, we tackle an additional subproblem related to weight
assignment. This step represents a key distinction in our theoretical analysis. We assert that we can solve this weight distribution
minimization subproblem to any predefined accuracy. Next, we present the theorem discussed in the main part of the paper, along
with its complete proof.

Theorem 4.3. Under Assumptions 3.1, 3.2(c), 3.3, 3.4 with §5 < 12,

after T iterations of Algorithm 2 with v < ﬁ the following holds:

4B [f(2°) - f(@)] Ly
T +301 + 0 +AC(N),

3.5, for solving the problem described in the equation (1)

Z E[Vf(z)|? <

Proof. The iterative update formula for z'*! is given by

i — xtfryz <arg Imn f [1’ ’YZM%])gfa

=1

which leads to an upper bound on f(z!t1):

f@*) = min f [:v —vzwlgz]

WEAY
zEg
(Lip) L2 |1 ?
Pz ; gl gl
< @)= (ViE, 2D d)+ = |=D 4
G “ 2 ||G “
i€G i€G
Taking the expectation,
2
£rot+1 Foot t
Ef(z'*) < Ef(x)—< Zvn > Iy GZ%
zeg 1€G
(Lemma C.2)

< EfE) ) - 29

2
3y Ly? |1
+7 (51 + 62\\Vf(xt)||2) + TE a ;93
(CS) 3
< Ef@) +¢N) = L IVIEH|F + T (6 + V)
2
3L~ ot
0 LS (st - V)
i€G
3Ly* |1 ’ 3L ’
E| =Y (Vi) - g + - ZW
i€g 1€g
Due to the fact that Eg} = V fi(z") and E(V f;(2") — g}, V f;(z") — ¢) = 0,
~ (CS)
Ef@*) < Ef@@)+2CN) - 5 [VFEY’ +2 <61 + 8|V £ (2)|I%)

3L .
; (GZHW (a*) ZEHVL gz-||2>

i€g i€g
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V£t
(Ass. 3.3,3.4) N 37 P
< Ef(a’) +¢(N HVf )| +7(51 +3[[Vf(")]?)
3LA? o2 3L’y
+= (51+52||Vf( I+ G) IVl
; i
= E[f(@")] = 5 [1 =3Ly = (3+3L7)d] IIVf(JGt)II2
2~y 3Ly,
L N).
+5 (14 3L7)d1 + < 70" +7((N)
We first fix do < % By choosing v < 13% < m, and summing over the iterations, we get

1

TZEIIW 2 < |t~ fia)

~T

6Ly
+36 + —— a° o? +4¢(N).

O

We have successfully proven the obtained result. Let us also recall that we formulated the final estimate in Corollary 4.4. We will
omit the proof of Corollary 4.4 since it entirely replicates the proof of Corollary 4.2.

With this, we conclude our proof of the foundational versions of the algorithms. We establish all the formulated statements and
derive convergence estimates for the strongly convex, convex, and non-convex cases. The subsequent sections of the Appendix
are dedicated to exploring extensions that hold significant importance in our study.



F Scaled methods

In this section, we provide a detailed analysis of our Byzantine-robust methods extended to adaptive methods, as mentioned in
the main part. Specifically, we consider the application of our techniques to methods like ADAM and RMSPROP. We describe

the formal description of SCALED BANT and SCALED AUTOBANT methods, which utilize a diagonal preconditioner (]5‘5)*1,

which scales a gradient to (]ADt)_1 g!, and the step is performed using this scaled gradient. From iteration to iteration, the matrix
P? changes, e.g. the following rule can be used.

(P')? = Bu(P'™1)? + (1= Bi) (H")*. &)
This update scheme is satisfied by ADAM-based methods with (H?)? = diag(g* ® g*) and by ADAHESSIAN (Yao et al. 2021)
with (H?)? = diag(z® ® V2 f(a!))?, where ® denotes the component-wise product between two vectors, and 2 are from

Rademacher distribution, i.e. all components from vector are independent and equal to +1 with probability 2.
We want the preconditioner being a positive define matrix, thus, it is typical to modify P? a bit:

(P")i = max{e, | P*|;}, (6)
where e is a (small) positive parameter. There are also other possible update rules, one of which is
P! =B(P" ") + (1 - B)H".
For example, such a rule is extended in OASIS (Jahani et al. 2022) with 3; = 8 and H' = diag(z' ® V2f(z')). We

also note additional details in the construction of a positively defined preconditioner. We can also alternatively define P! as

(P)n‘ = |P|;; + e. Most importantly, both of these approaches construct diagonal matrices with positive elements. We introduce
the crucial for our analysis assumption.

Assumption F.1. For any ¢ > 1, we have af < P! < T'I.

The correct proof of this statement, as well as a more detailed description of the diagonal preconditioner, is provided in (Sadiev

et al. 2024). We mention that for ADAHESSIAN and OASIS preconditioners, I' = V/dL, and for ADAM and RMSPROP, under
the condition ||V f(z)|| < M,T = M. Thus, having constructed a diagonal preconditioner, we can proceed to the analysis of
scaled methods.

F.1 Scaled Bant

Before presenting the results for SCALED BANT (Algorithm 5), we need to provide the preliminary analysis. To derive the final
estimation, let us prove auxiliary lemmas.

Lemma F.2. If the diagonal preconditioner Pis such that ol < P < T1, the following estimates are valid:
Ly 2 Lo
(a) plal® < gl < llgll”,
b 1 2 h-1 |12 1 2
(b) Slal2 < |7t < gl

where (h, g) p—1 def <h, lf’flg>, h,g € R4

Proof.
1. . . 1/ o\ def 1 1
I<—P = HP 1gH = <IP g, P 1g> < f<g,P 1g> Y g 9) s =~ gl
(6% « (6% (0%
. 1 1
<g,P lg> < a<9,9> = EHQH2~
P<TI Pl = (1p-1g. 1) = L4 p1g) L oL e
<TII = g 9.P7g) > (9P 79) = f<g,g>p71—fllgllp71-
L 1 1
<9,P 19> > f<g,g>:f||9||2-

O

Lemma FE.3 (Scaled version of Lemma D.1). Under Assumptions 3.1, 3.2(b), 3.5, F.1, the following holds for the iteration of
Algorithm 5:

) < fa) e SV, () + TLE ST (g

e i€g



Algorithm 5 Scaled Bant

1: Input: Starting point 20 € R?
2: Parameters: Stepsize v > 0, momentum parameter 5 € [0, 1]
3: fort=0,1,2,..., 7 —1do
Server sends x? to each worker
for all workers : = 0,1,2,...,n in parallel do
Generate &! independently
Compute stochastic gradient g;(z?, &;)
Send ¢! = g;(x*,&;) to server
end for

100 w=01-Bw ' +8

R AR AR

[f(=")—F'—~(P") " gD

S f @) —fat =7 (P*) gh)lo
. . 1
11:  if each {f(x*) — fzt =~ (Pt> g{)] = 0 then
0

12: wf:(l—ﬁ)wffl—i—ﬁi
13:  endif )

. t+1 ot pt) N T X o t ot
14z =T =7 (P ) Zi:l H[f(xt)_f(xt_.y(Pt)* g:;)>0]wzgz

15:  P?is the function of P*~! and H', e.g., as (5) + (6)
16: end for

17: Output: + > 2t

Proof. Our analysis implies the same as was done in Lemma D.1. Since the only thing that has changed is that we additionally
scale the gradient at each step, the analysis is similar and we obtain the final estimate. O

Lemma F.4 (Scaled version of Lemma C.2). Suppose Assumption 3.1 holds. Then for all x € R and g; = g;(x,&;), the
following estimate is valid:

—y <Vf(:r>7 5 sz-<x>> < —gn IVF@IP + S=C) + 5= (61 + &IV £h)?)

i€g

Proof. We commence by examining the difference V f () — V f(z):

v<Vf(a:),éZVfi<x>> = <Vf( (), & S Vil >
p-1 P

i€g i€G

< Zeg ,L > P— 1
NeXt, we continue Wlth furthel' manlpulatl()ns on the ﬁI‘St term:

{oro-stnggomm)

zEg
(Young) ¥ . 2 'Y
< v -viw||,  +3 ZVfZ A
p-1
(L F.2(a)) 2 1 2
emma . a /y ~ ’y
< I _ 2= )
< | vi@ - vie|| + 3| 5 X vae
Y p-1
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S a4 ST va@|
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and with the second term,

— <Vf(ﬂf)’ 2D Vfi<w>> e
i€G pP-1

(&)

(Lemma F'.2)

<

(Ass. 3.4)
<

Summing up substantiates the claim of the lemma.

AL - |5 S Vi)
1€G p-1
2
% éZ(Vfi(a:)—Vf(l‘)) A
i€ p-1
2
_,||vf( 1. 1—% = Vi)
1€Q p-1
*la STV file) = V)5
i€G
2
1
—lFIIVf(x)IIQ—% gL V@]
i€ pP-1
2aGZ” Vfilz) = V()]
2
~LIVI@I - 2|5 S V@)
769 p-1

o (81462 [VF(@)]) -

We are now ready to write out the main results for the scaled methods

Theorem F.5. Under Assumptions 3.1, 3.2(b), 3.3, 3.4 with § <2

of Algorithm 5 with vy < 157, it holds that

4E [f(a®) - f(@")]

ZEHW I < 7

BG

41—~2 ’
a?

nT 6L7F or
o® + EC(N)-

Proof of Theorem F.5. Similar to the aforementioned Lemma D.1 (with the preconditioner added):

fah <
(Lemma F'.2)

< fh)—q8- Z<

i€g

Taking the expectation of both sides of the inequality:

s s 8 (vie
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3.5, F 1, for solving the problem (1), after T iteration



e (ZEHW -<xt>H2+ZEIWfi<xf>—gf\ﬁ)

i€g i€G
20 gt
W2 B )+ﬁ<( VBG = [[vreh) + 75 ~ (01 + 8V £")1?)
S20G 5y 4 vl +o?) + 202G 3“ ﬂG |95
Y e - PG sy - sn S v st
+%(1 n ?’L—V)él n 321ﬂa€G02 ;ﬁS((N).

Now we have to choose . We want [1 — 3Ly1; — (1+ 3Ly)1;05] > 1. Then

1— 255,

< — a2
7 6LL (1+ o)

2
p) 1 =526
Let us choose d5 < e 4522 , then we have 5 < Tie) Thus,

2’
« 1 — ﬁ(gg

< - < ot
7 120 6LL (16,

Using v < 157 and summing over the iterations, we get the bound:

E|f(z°) = f@)| 4or 30 6L , or
—ZEHW P < T T At T o ),

Now we provide the final convergence rate.

Corollary F.6. Under assumptions of Theorem F.5 for solving the problem (1), after T iterations of Algorithm F.1 with special
tunings of v, the following holds:

E[f(%) - f(@*)] In T o\/JE [f(x(’)—f(fc*) Ln

T r
Z IV£)]? = T ot T )~

The proof of Corollary F.6 completely mirrors the proof of Corollary 4.2.

Remark F.7. We get a result similar to Corollary 4.2, but with the deterioration that each term is multiplied by an additional
constant I'/o > 1. This result suits us, since in (Sadiev et al. 2024) the result for the SCALED SARAH method corresponds
similarly to the result for the classical SARAH (Nguyen et al. 2017) method.

F.2 Scaled AutoBant

Now, let us consider the second algorithm for scaled methods - SCALED AUTOBANT (Algorithm 6). This section presents an
algorithm which is an adaptive version of Algorithm 2 taking into account the diagonal preconditioner. Now we provide an
estimate for the convergence of the SCALED AUTOBANT method.

Theorem E.8. Under Assumptions 3.1, 3.2(c) 3.3, 3.4 with §5 < 0.25, 3.5, F.1, for solving the problem (1), after T iterations of
Algorithm 6 with v < 157, the following holds:

Fr,.0\ _ Flax .
~T @ EeTeld « '

1 T-1
T BV <
t=0



Algorithm 6 Scaled AutoBant

1: Input: Starting point 20 € R?
2: Parameters: Stepsize v > 0, error accuracy o
3: fort=0,1,2,..., 7 —1do

4:  Server sends z to each worker

5:  for all workers ¢ = 0,1,2,...,n in parallel do
6: Generate &! independently

7: Compute stochastic gradient g;(z?, &;)

8: Send ¢! = g;(x*,&;) to server

9: end for )
10:  w'~ arg min f <x — (Pt) S 1wzgz)

wEAY

-1
et =gt =g (PY) DL, wl!

12: P is the function of P*~! and H', e.g., as (5) + (6)
13: end for

T—1
14: Output: & > '
=0

Proof of Theorem F.8. Note we estimate the trial function value:

£ t+1 _ _ t
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Taking the expectation of both sides of the inequality:
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Due to the fact that Eg! = V fi(z") and E(V f;(2") — g}, V f; (") — ¢) = 0,
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3L
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A S BV - )+ S s
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Now we have to choose y: We want [1 — 3Ly1; — (1+3Lv)L;65] > 5. Then

L < 1— 37552
S O6LL (146
Let us choose 7 < 2£ g then we have % < ™ (1+5 ) Thus,
a 1— 26,
¥ <

12L ° 6LL (144,

Using v < 757, summing over the iterations and taking the expected value at the initial point and at the optimum point, we get
the bound:

E[ﬂm%ff@*)]zt 6LAT , 20
~T o o?G +;<(N).

T—
Z E[[Vf(z")]* <
t=0

O

Now, let us present the final convergence rate for this algorithm.

Corollary F.9. Under assumptions of Theorem F.8, for solving the problem (1), after T iterations of Algorithm (6) with special
tunings of v, the following holds:

E[f(xO)—f(fc*) LG T a\/E [f(a:O)ff(:%*)] LG r
*ZIIVf P = ( - Ty — 'a+<51+<<N>>'a>

Remark F.10. The boundary is the same as for Aut oBant, with the only aggravation that several summands are multiplied by
g > 1. This result suits us for the same reason as the result of the SCALED BANT method.

The proof of Corollary F.9 completely mirrors the proof of Corollary 4.4.




G Local methods

As highlighted in the main section, the significant expense associated with communication remains a critical concern in various
fields. The communication bottleneck can act as a substantial barrier, limiting efficiency and hindering progress. To address this
challenge, many researches are turning to local approaches, which focus on minimizing the need for exchanging the information
(Woodworth, Patel, and Srebro 2020; Koloskova et al. 2020; Khaled, Mishchenko, and Richtarik 2020; Gorbunov, Hanzely, and
Richtarik 2021). The idea is that each device performs a predefined number of local steps without utilizing information from
other devices, and at the end of such a round, the server performs a mutual update. In this section we adapt our Aut oBant
algorithm to this scenario. Below we present the formal description of the LOCAL AUTOBANT method (Algorithm 7).

Algorithm 7 Local AutoBant

1: Input: Starting point 2° € R?, local round length [
2: Parameters: Stepsize v > 0, error accuracy ¢

3: fort=0,1,2,...,T —1do

4: ift = 0 then

5 Server sends z° to each worker

6: endif

7. for all workers ¢ = 0,1,2,...,n in parallel do
8 Generate &! independently

9 Compute stochastic gradient g¢ = g; (2, &;)

10: ift #ty, (for some k = 0, I_T/ZJ) At #T —1 then

H: ;= af — gt

12: else

13: Send z! — yg! to server
14: end if

15:  end for

16:  ift =ty (for some k = 0, LT/IJ) Vt=T —1then

17: wt ~ arg mmf (E w; (x —’Ygz))

1

18: Z wi (2} —9f)

19: Server sends 2t to each worker
20:  endif

21: end for

T-1
22: Output: £ > 2t
=0

In the convergence analysis of Algorithm 7, we assume that at each local round, at least one device (including the server) acts
as an honest worker. This implies that this device computes an honest stochastic gradient at each iteration of the round. This
requirement is a natural extension of the assumption made in the analysis of the basic version of our methods, where we required
at least one honest device (including the server) at each iteration (or in a local round of length 1).

The analysis has some specific details. The key component is estimating how far devices can "move apart" from each other
during a local round. We begin with this estimation and present the following lemma.

Lemma G.1. Under Assumptions 3.1, 3.2(b), 3.3, 3.4, 3.5, at each iteration t of Algorithm 7 with v < m, the following
estimate is valid:
965y <A 96
EV < ” 3 E|vi@)| + 17(1—1)+3~y 2(1-1),

J=tk.1

where ty,.; for some k = 0, T/1] is the past to t-th iteration aggregation round, V' = % Z Hm -z H and T =} Z zl.

e . 2 _ . . .
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write the step of the local update and use (Norm):
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Now we need to estimate the second term. We start with (Norm):
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where (i) was made (Norm), applied to the first norm and (ii) by taking expectation of the first scalar product and obtaining it



equal to zero. Next, averaging over ¢ € G and transforming the scalar product,
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where (i) was made according to Assumption 3.3. To estimate the norm, we again use (Norm):
1 1
e Z Vhil#) - 5 ZVf,;(xt
i€G i€g
2
= L IVAGH - VI 5 XV - 5 Y VA
i€G 1€G icG
1
+5 > <Vf,»<:c£-) - V@) VIE) - 5 Zsz-<:c§)>
1€G 1€G
2
= 3 |VAED - VI@)P 5 X VaE) - £ SV
i€G 1€G lGQ
2
2 _ 1
e Z V@)~ rel vai(xt
i€G i€G
1
< g2 IVhih - vi@)|*
i€G
C€S) 2
< & SN - V@) + g S IVAE) - V)
1€G ieg
(@) 2
< &2 IVial) = VAE)| + 260 + 6 ||V @)
i€g
WLip) 2
< S0 EL(AE) — fia]) — (Vi) 7 — al))

i€G
+2(61 + &IV f (@)%,
where (/) was made according to Assumption 3.4. Combining it with (7) and (8),

2y
EViH < Evt—52< -7 Vfi(al

i€G i€g
4L
o 2 (@) = Ji(a) + 2901 + &l VI @) + 7707
i€
2v(1 — 2L~) 4L’y
]EVt—?Z@“ 7, Vfi(x S (fi=

i€g 1€G

FY Zx—x Vfi(z}))

®)



+292(01 + &2 V@) + 720,
Taking v < L and applying (Conv) to scalar product,
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Going into recursion up to the past aggregation round, which was on the iteration ¢y.; for some k = 0, | 7/1], together with using
v < ﬁ choice, we obtain
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Now we tune v < ﬁ' Note it is smallest of all previous 7, since [ > 2 and consequently all previous transitions hold true.

-1 -1
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This proves the second statement and ends the proof of the lemma. O

Now we move to descent lemma in the local setup.
Lemma G.2. Under Assumptions 3.1, 3.2(c), 3.3, 3.4, 3.5, at each iteration t of Algorithm 7, the following estimation is valid.:
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F 214 30) & S E|fet 77 + 220 442 4 3)6 +7¢(V).
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Proof. To begin with, we consider iterations, when Algorithm 7 performs aggregations, i.e. t = ¢5.; for some k = 0, |7/1]. The
update formula for such iterations is given by
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n
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which leads to an upper bound on f(z!*1):
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Using this estimate and additional notation ¥ = Z x! we proceed to the average per honest devices during this local round
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Now we use Assumptlon 3.3 with the fact that Eg; = Vfi(z') and E(Vfi(2') — g,V f;(2') — g%) = 0 to bound
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Now we want to give the estimate for iterations ¢ # tx.;. The update rule combined with (Lip) gives
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Mention, this estimate is coincide with the (10). Thus, proceeding analogically to the ¢ = t;.; case, we obtain (11). In that way,
(11) delivers the result of the lemma. O

Now we pass to the main theorem of this section.

Theorem G.3. Under Assumptions 3.1, 3.2(b), 3.3, 3.4 with ds < é, 3.5, for solving the problem (1), for Algorithm 7 with
v < 25U+1)L the following holds:

E |f () - f(
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Proof. To begin with, we combine the result of Lemma G.2 with result of Lemma G.1 to obtain
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that ends the proof of the theorem. O

2

Remark G.4. In this remark we want to explain why T Z E HV f < > > , that we choose as a criterion in Theorem

i€g
G.3 is consistent. When we consider iterations, when Algorlthm 7 performs aggregation, we assign weights of honest devices,

i.e. devices, which send honest stochastic gradient g with E[g] = V f(z) equal to é and weights of other devices (who acts
as Byzantine) is equal to 0. And this layout gives an estimate that is an upper bound of true w realization (10). In other words,
we say, that if algorithm at each aggregation round take average of points from devices, which all previous local round act like
honest it would not be better than for convergence, than real iteration of the algorithm. In such a way, we a not interesting in the
points of devices, who perform even one Byzantine-like iteration in the local round. Now it is clear why we have to weaken the
assumption about at least one honest device at each iteration, not necessary the same: we request at least one honest device at
each local round, not necessary the same in different rounds.

Corollary G.5. Under the assumptions of Theorem G.3, for solving the problem (1), after T iterations of Algorithm 7 with



5E[f(z0)—f(2*)]G
v < min { 25(l£1)L7 E[f((ﬂ/%( ) } the following holds:

S o (E[f@) -fan]i eyEf@-Fan] L
;;E|‘Vf(x)|‘ =0 [ - ) +\/ - .

We note that we do not provide the version for the first of our algorithms, Bant in this and the following sections. The reason is
that its examination completely replicates the implementation of the technique discussed in this section for the proofs presented
in Section D. We consider it unnecessary to repeat this procedure; however, we are confident in the practical applicability of the
technique to both of our methods: Bant and AutoBant.



H Partial participation

In the previous section, we discussed an important regime in distributed systems known as the local approach. Another widely
used scenario in distributed learning is partial participation, which can be advantageous in various practical setups (Yang,
Fang, and Liu 2021; Wang and Ji 2022; Li et al. 2022). In this section, we extend our Aut oBant algorithm to support partial
participation in federated learning. Below, we provide a formal description of the Aut oBant with PARTIAL PARTICIPATION
method (Algorithm 8).

Algorithm 8 Aut oBant with PARTIAL PARTICIPATION

1: Input: Starting point 2° € R?
2: Parameters: Stepsize v > 0, error accuracy ¢
3: fort=0,1,2,..., T — 1do

4:  Define a set of active workers W(t) = G(t) U B(t); n(t) = [W(t)]
5:  Server sends z' to each worker from W(t)
6:  for all workers i € W(t) in parallel do
7: Generate &! independently
8: Compute stochastic gradient g! = g;(z?, £F)
9: Send ¢! to server
10:  end for
11:  w!~arg min f(xt—’y > wig;?)
weAT® iEW(t)
12: 2l =gzt —y > wig!
iEW(t)
13: end for
=
14: Output: & > 2
=0

The key change is that at each iteration we have a set YW (t), which is a subset of the full list of accessible devices. In that way,
we impose a stricter assumption compared to the regular training regime, namely, we require the presence of at least one honest
device (including server) in each of the W(t) sets.
Now we present the main theorem of this section.

Theorem H.1. Under Assumptions 3.1, 3.2(c), 3.3, 3.4 with §5 < 0.25, 3.5, for solving the problem (1), after T iteration of
Algorithm 2 in partial participation scenario with v < ﬁ it implies

7= 4E [f (a°) - f (&) 6L
z::OEHVf W < T + 36, +?¢72+4§(N),

where G = minG(t).
t<T

Proof. The iterative update formula for z*! is given by
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which leads to an upper bound on f(2+1):
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Taking the expectation,
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We first fix 6, < . Finally, by choosing v < 37 < m, utilizing G(t) > ?%1%1 G(t) = G and summing over the

iterations, we obtam the constraint in Theorem:

= Z E[Vf()I* <



Corollary H.2. Under the assumptions of Theorem H.I, for solving the problem (1), after T iterations with v <
2E[f(20)— f(2%)|C
min{ L [t -] } the following holds:

13L° oV3LT

T-1
=Y E[viaf =0 7 + = + 0L+ C(V)
t=0

Remark H.3. We adopted our method to the scenario of partial participation. It is natural that it requires stronger assumption: we
need at least one honest client from that taking participation at each iteration, but not always the same.

I SimBant

We also propose another method for dealing with Byzantine attacks - SimBant. Here we use the concept of the trial function in
a different way: the key is that we look not at the loss function f , as in Algorithms 1, 2, but at the output of the model m on the
trial data D. In particular, the calculation of trust scores w; is now based on how the outputs of the model parameters obtained on
the server (a guaranteed honest device, without losing generality, we can assume that it has index 1) and on the device are similar
to each other. The server is validated in pairs with each device and the trust scores are calculated for each device relative to the
prediction classes based on how similar they are between the server and the device. And only on the basis of the trust scores, we
give a weights to devices’ trained models and calculate the new state of the general model. Let us denote by g* the model that the
server sends to the devices at step ¢, gf,7 € {2,...,n} - devices’ trained models, g} the trained server model. Then the trust
score for i-th device is function a; — sim(m(z! — vgt, D), m(z! — vgt, D)), which measures the similarity of predictions of
server and device models, where ! — ~vg! and 2 — g} are new parameters on the i-th device and the server, respectively, sim
is responsible for the measure of the similarity of the outputs. We do not provide the theory for this method but validate it in
practice (see Section 6).

Algorithm 9 SimBant

. Input: Starting point 2° € R¢
: Parameters: Stepsize v > 0, error accuracy §
cfort=0,1,2,...,7T —1do
Server sends x? to each worker
for all workers ¢ = 1,2, ..., n in parallel do

Generate &! independently

Compute stochastic gradient g! = g;(z, &!)

Send ¢! to server

end for 1 im(m(z' —vg{,D),m(z' —~gi,D))
— stm(m(x” —vg,, ;T — s

10: wf = (1 - ﬁ)wf + 627:1 sim(m(z’z‘lib'yg;,ﬁ)nn(rjg—l'yg{,f)))
1 2 =gt =y 3T wig)
12: end for

T—1
13: Output: & > '
=0
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