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Abstract

We study the problem of time series anomaly prediction, which
is relevant to a range of real-world applications. Existing anom-
aly prediction methods rely on labeled training data for achieving
acceptable accuracy. However, such data may be difficult to ob-
tain; and in real-time deployments, anomalies can occur that were
not seen in labeled data, thus making them difficult to predict. We
provide a theoretical analysis and propose an Importance-based
Generative Contrastive Learning method (IGCL) for unsupervised
anomaly prediction. IGCL employs a controlled diffusion module
to produce anomaly precursor patterns. Next, ICGL learns contex-
tual representations to extract temporal dependencies from pairs of
normal time series and anomaly precursors. IGCL is then able to pre-
dict anomalies by identifying anomaly precursors that will evolve
into future anomalies. To address challenges caused by potentially
complex precursor combinations involving multiple variables, we
propose a memory bank with importance scores that stores repre-
sentative samples adaptively and generates more complex anomaly
precursors. Extensive experiments on nine benchmark datasets
offer evidence that the proposed method is able to outperform
state-of-the-art baselines.
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1 Introduction

Much data collected by real-world applications can be modeled
as time-dependent observations that form multi-variable time se-
ries [10, 45, 49, 51, 53]. For example, computing systems record
runtime indicators [1, 38] and environmental systems record water
quality [11, 29]. Based on the current time series data, anomaly
prediction makes real-time judgments on whether anomaly signals
start to occur that indicate that severe anomalies will occur after the
current time [4, 7, 17, 21], as exemplified in Figure 1(a). Anomaly
prediction plays an important role in scenarios that preserve some
form of safety and prioritize losses caused by anomalies 2, 3, 32, 47],
e.g., in health care [7] or drinking-water systems [21]. For exam-
ple, anomaly prediction can help address impending pollution or
faults in advance [4, 17] or can warn of extreme environmental
conditions [32].

Only a few classification-based studies [2, 3, 32, 47] exist related
to the time series anomaly prediction. Existing methods predict
future anomalies by determining whether current observations con-
tain anomaly signals that are the start of deviations from normal
behaviors [4, 7, 17]. Such early signals are called the anomaly pre-
cursors [21]. However, to obtain accurate results, existing methods
heavily rely on supervised learning, where anomaly precursors are
given during training.

Yet, in many real-world applications, there is insufficient labeled
training data to enable supervised learning because manual labeling
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Figure 1: Our motivation.

is costly [35]. Further, unexpected anomalies [16, 43] that did not
appear prior to occurring during real-time deployment, and thus
were not considered during training and make supervised methods
fail in practice [55]. Therefore, unsupervised time series anomaly
prediction is of high interest. However, this has not been studied in
depth nor analyzed theoretically due to its challenging nature, as
outlined next.

Challenge 1: In the setting of unsupervised anomaly prediction,
there is no labeled anomaly precursor data to enable models to
learn temporal dependencies. Although PAD [21] proposes to use
unsupervised anomaly detection methods [6, 24, 30] with a specific
threshold to identify the precursors, their performance is limited
when compared to supervised learning methods [17]. Without la-
beled data, existing methods cannot learn temporal dependency
features from pairs of a successive normal sub-sequence and precur-
sor, where the data just begins to deviate from normal [7], which is
crucial to enable anomaly prediction [4, 32]. As a result, existing
unsupervised methods do not perform well in anomaly prediction.

Challenge 2: We are facing potentially very complex anomaly
precursor combinations in multi-variable time series, which cause
very high time and space complexity. As shown in Figure 1(b), for
any n-variable time series, there can be as many as O(2") potential
anomaly precursor combinations [17], where different anomaly
precursors may appear in each individual variable or in variable
combinations [52, 54]. It is very challenging to learn temporal de-
pendencies comprehensively from this many anomaly precursor
combinations.

We propose a novel anomaly prediction method called IGCL,
which is short for Importance-based Generative Contrastive Learn-
ing for unsupervised time series anomaly prediction. To address
Challenge 1, we employ a generative contrastive learning architec-
ture. We propose an anomaly precursor pattern generation module
that employs a diffusion-based transformation and variance regular-
ization, to generate different kinds of potential precursor patterns
labeled as negative data using Gaussian noise. We also propose
an overlapping window-based temporal convolutional network
(TCN) architecture to efficiently extract temporal dependencies
and learn positive and negative contextual representations for con-
trastive learning. More specifically, the model distinguishes normal
sub-sequences from anomaly precursors, where pairs of successive
normal sub-sequences are positive samples and pairs of a normal

sub-sequence and an anomaly precursor, which contain temporal
changes from normal to abnormal, are negative samples.

To address Challenge 2, we propose a memory bank with
importance-based scores to adaptively store representative anomaly
precursors, which helps generate more complex anomaly precursor
combinations related to different variables. First, anomaly precur-
sor patterns can be generated efficiently as only one variable is
considered during each iteration. Second, the memory bank, with
its fixed size K that could be far smaller than O(2"), is initialized
with generated anomaly precursors related to one variable. Then,
other one-variable anomaly precursor patterns are generated it-
eratively and are injected into the previously generated anomaly
precursors stored in the memory bank, thereby accumulating com-
plex anomaly precursor combinations involving more variables.
The memory bank only stores representative anomaly precursors
and drops anomaly precursors that are already distinguished. We
summarize our contributions as follows.

e We propose a generative contrastive learning architecture with
a diffusion-based transformation and variance regularization to
generate different precursor patterns and learn temporal depen-
dencies to distinguish between normal and anomaly precursors.

e We propose a memory bank with importance scores to store
representative negative samples, which helps to generate more
complex negative samples.

e Experiments on nine benchmarks from different domains show
our method outperforms the state-of-the-art baselines.

2 PRELIMINARIES
2.1 Definitions

We first formalize the unsupervised time series anomaly prediction
problem. Frequently used notation is summarized in Table 1.

A Multi-variable Time Series is represented as X = (x1, Xz, -+ , XT)
e RV*T where N is the number of variables collected at each
timestamp, T is the total number of historical timestamps, x; € RN
denotes the N-dimensional observations at timestamp ¢. We use
Xivraef € RN*f to indicate the data during the time window

[t + 1t + f], use Xi+1:t+f € RS to indicate the data of the i-th

variable, and use Xi € R! to indicate the data of the i-th variable at
timestamp t. We also use T to denote the current timestamp.
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Table 1: Notation

Notation | Explanation

Xy The observed data at timestamp ¢ from the N-variable time
series X

X The sub-sequence of the time series X from time

HLHS 1t 4 1to ¢ + f, with sequence length of f

X;'_ it The data of the i-th variable starting from t — h to t
The set of most recent b sub-sequences with length

X? N h + 1 before the current timestamp T

’ X = AXronTs X7 pr1-hT-be1}

The multi-variable Gaussian distribution with mean

N(y, o? . .
(k%) vector y and covariance matrix o?

RL bt The anomaly precursor patterns for the i-th variable
The max steps for diffusion-based transformation

\7 The feature vector extracted from time series at timestamp ¢
o The representations from (X;_sp—1.4-p—1, X¢—p:) to

¢ estimate N = P(-|H;_p, Hy is normal)
- The representations from (X;_ap—1.4-p-1, X;_h:t) to

¢ estimate A = P(-|Hi_p, H; is an anomaly precursor)
K The max size of the memory bank

A Sub-sequence X,,.;, is a continuous subset of X from #; to t,.
The set of b most recent sub-sequences before the current times-
tamp T, each with sequence length of h + 1, is denoted as X’;’h =
Xt Xro1-hr—1: > XToba1-h:T-bs1}-

An Anomaly Precursor is a sub-sequence X7_p.7 containing
early signals that just start deviating from normal and followed
by future anomalies in Xri1.74f¢ [4, 17, 21], where h and f are
hyper-parameters for the look-back and look-forward windows.
Unsupervised time series anomaly prediction. At any current
timestamp T, given the historical observations X, where we use
a set of b most recent sub-sequences Xl%h = {X7_p1> XT_1-h:T—15
<, XT_b+1-hT-b+1}, the goal is to determine a real-time anomaly
score pr to indicate whether there are anomaly precursors currently
and more anomalies in Xr,1.7+ . The transformation of anomaly
scores into binary labels is done by applying a threshold § [21],
ie, if pr <, the future sub-sequence Xr, 1.7+ f is normal; and if
pr = 8, the future sub-sequence X;41.4 is abnormal. Thus, we
formulate the time series anomaly prediction problem as that of
finding a model with a mapping function ¥ and pr = %(X? W
where 0 is the parameters of the model ¥ . For the unsupervised
time series anomaly prediction problem, we do not have the true
score pr as there is no labeled data.

2.2 Theoretical Analysis

We analyze unsupervised time series anomaly prediction using Max-
imum Mean Discrepancy (MMD) theory [20]. We utilize Markov
Chains [28], widely used in time series analytics [13], to model
sequence-based probabilities. We use random variables H;_p,_; and
H; to denote what observations the sub-sequences X;_sp-1.4-p—1
and X;_p.; may be observed during two successive time-windows
[t —2h—1,t —h—1] and [t — A, t], respectively. Then, we define
N =P(-Hi-pn-1 = X;_2p-1:4—h-1, H¢ is normal)

to denote the Markov conditional distribution of the normal sub-
sequence observed during time-window [t — h, t], given that its
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previous observations during time-window [t — 2h — 1,t — h — 1]
are X;_pp—1.4—p—1. Similarly, we define
A = P(-|Ht—nh-1 = X¢—2h-1.t-h—1, Hy is anomaly precursor)

to denote the Markov conditional distribution of the anomaly pre-
cursor observed during time-window [t — h, t]. We present the
theorem here and its proof in Appendix A.
Theorem: Under the unsupervised setting, the future anomaly is
unpredictable if we cannot identify its anomaly precursor in the
current observation that follows the same distribution as the normal
previous sub-sequences do. The future anomaly is predictable if
we can identify its anomaly precursor that follows a distribution
different from the normal previous sub-sequences. O

Thus, our model aims to distinguish normal distribution N =
P(-|H¢_p-1, H; is normal) from any potential different distributions
A = P(-|H¢-p-1, H is anomaly precursor).

3 Methodology

We present the overall architecture in Figure 2, which consists
of anomaly precursor pattern generation, positive and negative
representations learning, contrastive loss, and the memory bank.
For any timestamp t, the model takes as input the set of b avail-
able historical sub-sequences Xi’,h =X ne> X1 bt tr R
Xt—b+1-ht-b+1}- We first apply Instance Normalization [40] on the

observation of each time series variable, i.e., X;, in the set X}t’ W and

=b
output X, ;, to learn stable components [25] from time series.

Embedding layer takes as input the normalized X?h, maps the
observations at each timestamp t’, i.e, Xy € RN to a d-dimensional
vectors v € R?, which extracts the dense feature from normal
time series, and outputs a set of feature vectors, i.e., A

Anomaly precursor pattern generation takes as input a ran-
domly generated Gaussian noise x ~ N (0, I), and iteratively outputs
any potential anomaly precursor pattern, i.e., R;_ p.po for a randomly
selected i-th time series variable.

Pattern injection module injects Ri_ 4 into the last sub-sequence
X;_nt in the selected i-th time series variable, and outputs a time
series anomaly precursor, i.e, X, = XL we T RL p.p» Which is fed
into the embedding layer to get precursor feature vectors V%~

Positive and negative representations learning takes as in-
put all possible pairs of successive sub-sequences from V®* and
V%=, For example, this module takes as input a pair of normal sub-
sequences X;_op_1.+—h—1 and X,_p; from V%*, and outputs a posi-
tive contextual representation z; that learns their normal temporal
dependencies. This module also takes as input a pair of a normal
sub-sequence X;_sp_1.;_p—1 from V®* and an anomaly precursor
X;_, from V%=, and outputs a negative contextual representation
z; that learns their abnormal temporal dependencies.

With contrastive loss, the model distinguishes N' = P(-| Hy_p_1,
H; is normal) and A = P(:|H;_p-1, H; is anomaly precursor) by
pushing z; away from z;. Intuitively, it clusters positive represen-
tations, e.g., z;, that belong to AV together and dissociates negative
representations, e.g., z; , that belong to A away.

The memory bank stores the representative anomaly precur-
sors. The generated anomaly precursor patterns are iteratively
injected into existing anomaly precursors in the memory bank, to
accumulate more complex anomaly precursor combinations. The
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Figure 2: The overall architecture.

importance score I; for the anomaly precursor X7 is calculated by
its similarity with the normal samples. Finally, the memory bank
pops out the anomaly precursor with the smallest importance score,
which the model can easily distinguish from normal already.

3.1 Anomaly Precursor Pattern Generation

As experimental results show diffusion models outperform other
generative models for time series [42, 46], we propose diffusion-
based transformation to generate diverse kinds of potential anomaly
precursors from a simple Gaussian distribution, with our variance
regularization to simulate precursor patterns that start deviating
from normal.

The denoising diffusion model consists of two processes, i.e., the
pollution process with S steps and its reverse denoising diffusion
process, where S is the max diffusion steps. Specifically, we use
x0 = RL wt € R” to denote any potential anomaly precursor pat-
tern that could be more complicated than Gaussian patterns. The
pollution process is shown in Appendix B. Our anomaly precursor
pattern generation module is based on denoising diffusion process
po(x*1|x®%), reversing random Gaussian noise x° to produce more
complicated potential anomaly precursor patterns:

s—1 s=11,.8) — 1 S _ S S
7~ () —m(x VB, O

where £9(x¥) ~ N(us, 052), and g is the mean value parameter
and o is the variance parameter to be learned. We use Multi-layer
Perceptron (MLP) layers to model with y° and ¢°:
pot = MLP(concat(xS,s, X;—h:t))’ Vse{S,S—-1,---,1},

where x° is a random Gaussian noise, x° is the denoised state after
each step, and i denotes this process aiming to generate anom-
aly precursor patterns for the i-th variable. We have o°¢ + p° ~
N (ps, 05%), where e ~ N(0,1), and o°¢ + p° is derivable with respec-
tive to ° and o° which are the outputs from the MLP layers. Thus,

the final denoising diffusion process is

o= = (¢ = P (e ) @
where we randomly sample the Gaussian noise x°, and apply the de-
noising diffusion process step by step to get the anomaly precursor
pattern Ri_h:[ =x0.

We further propose regularization loss on parameters N (us, 052),
where the variance 052 controls the diversity of generated anomaly
precursor patterns, and o5* and the mean value g5 controls the
degree of deviation from normal. First, the variance os% should
not be too large, as a large variance will produce severe anomalies
rather than anomaly precursors with starting deviation from nor-
mal. Second, o,2 should not be too small, as a small variance will
generate less diverse [46] precursor patterns. Therefore, we propose
to use the Kullback-Leibler divergence as regularization to make
N (ps, 05%) be close to N (i1, I) where o, should be close to the unit
normal variance I which is neither too large nor too small [27]. For
any N(u, o?), we have

KL(N(y, UZ)HN([J, I)) = %( —logo?® + 0% - l). 3)

The proof is in Appendix C. Thus, our analytical solution of the
regularization loss is:

S

Lr=2%(—logaf+0§—l) 4)

s=1

3.2 Positive and Negative Representations

We propose an overlapping window-based TCN to learn contex-
tual representations from the all possible pairs of successive sub-
sequences followed by the Markov Chain and extract the normal
and abnormal temporal dependencies at once.
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Figure 3: The overlapping window-based temporal convolutional network with a kernel size k of 2.

To be more specific, our embedding layer firstly maps the nor-
malized time series data, i.e., X € RN with ¢’ € [t=b+1-ht],
equivalent to the set Xlt),h’ into the d-dimensional feature vectors
vy € RY, which aim to extract the dense features from time se-
ries for each timestamp. Further, the input to the embedding layer
can also be coupled with other auxiliary attributes, such as the
encoding of timestamps. The auxiliary attributes at timestamp t’
are represented as a; € RF, where F is the total dimensions of the
auxiliary attributes. Thus, the embedding layer concatenates the
original time series data X and the auxiliary attributes

f,; = concat(Xy,ap) Vt' € [t—b+1—h,t], (5)
as its input, and maps it to the feature vector by:
vy =c(W.fy), V' € [t—=b+1-h,t], (6)

where v € R? is the learned feature vector, ¢ is an activation
function, and W, € R¥*(N+F) js the learnable neural network pa-
rameters which extract the feature from the time series data and
the auxiliary attributes at each timestamp. Following the same way,
we can also get the feature vector v, € RY, where t’ € [t = h,t],
from the generated anomaly precursor X, .

Then, our overlapping window-based TCN uses the feature vec-
tors v and v, to learn the temporal dependencies for all possible
pairs of successive sub-sequences at once. The temporal convolu-
tion operation slides over timestamps by skipping feature vectors
with a certain dilation factor in different layers, as illustrated in
Figure 3. More specifically, this module takes as input all the feature
vectors, i.e, vy witht' € [t—b+1—h,t] and A witht’' € [t—h,t]:

Vo = (Vt—b+1—h, s Vi—ps ’Vt>’
SV e :Vt_>’

and uses the learnable convolution filter € R¥ with the kernel size
of k to extract features and learn the temporal dependencies by:

™

VO = (Vi

k-1
Vi) = Zfilter(i)Vl_1’+(t’ —kxi), for1 <1<,
i=0
k=1
Vb () = Zfilter(i)Vl’l”(t’ —k"'xi), for1<I<I,
i=0
where k"1 is the dilation factor in the layer I — 1, VE*(¢') and
V5= (t’) is the learned dependency features in the layer [ for times-
tamp t’, and L ~ O(log(h)) is the max number of TCN layers

®

whose recept field is large than the whole window size of the pair
of successive sub-sequences. We use different kernel sizes to ex-
tract features in parallel and pool them together, to capture different
kinds of temporal dependencies with different kernel scales. Finally,
it outputs all contextual representations for all pairs of succes-
sive sub-sequences at once, e.g., z; = VI (1), z/ | = VE+(t - 1),
z; = Vb= () and zZ, = VL= (t - 1). In this way, our total com-
plexity is reduced to O((b + h)log(h)), rather than the complexity
of all pairs of sub-sequences as O((b + h)?).

3.3 The Objective Function

We propose a contrastive strategy to distinguish N and A by push-
ing z; away from z;. Intuitively, it clusters positive representa-
tions, e.g., z;, that belong to NV together and dissociates negative
representations, e.g., z;, that belong to A away. Each anchor z;
is the contextual representation from the pair of the successive
normal sub-sequences before timestamp ¢, which represents for
N = P(:|Hi_p, H is normal). Thus, we make the anchor z; sim-
ilar to the positive representations 2771. with 1 < j < P, which
are from the most nearby successive normal sub-sequences before
timestamp ¢ and they follow the normal data distribution. In order
to avoid data leakage and be consistent with the inference stage,
for each anchor z; the positive samples are always from the pre-
vious timestamps. Meanwhile, the anchor z; should be different
from the negative representation z, , which learns the temporal
dependencies from normal to the generated anomaly precursors
and represents for anomaly precursors distribution (A. Thus, our
contrastive loss function is:

Lo ’i’:’ b Zle exp(Sim(z;’,z;ij)/f)
¢ —~ I exp(Sim(zf,z;) /1) + Zle exp(Sim(z}, z;’_j)/r) ’
©)

where 7 is the temperature parameter to control the softmax strength,
P is the hyper-parameter for the number of positive samples used,
and Sim is the similarity measurement, e.g., Cosine Similarity, to
distinguish whether the contextual representations belong to the
same distributions.

Finally, together with the regularization loss, we train the model
using Adam gradient descent [26]:

L=L+AL, (10)
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where A is to control the strength of our diffusion regularization.

3.4 Memory Bank

We propose to use a memory bank to store previously generated
anomaly precursors and combine them with the current anomaly
precursor pattern R!_, , to accumulate more complex anomaly
precursor combinations related to more than one variable.

To be more specific, the memory bank M has a fixed size of K

and empirically K < O(2") in our experiments:
M= {X7, X, Xich, (11)

where each X denotes a stored anomaly precursor. The currently
generated anomaly precursor pattern Ri_ 4 Which is only related
to the i-th variable, is also injected into the anomaly precursors in
the memory bank:

X; —X; +R}_,.,. (12)
and thus we can get anomaly precursors that involve more than one
variable. Then, similar to Equation (7), we can get more negative
contextual representations, e.g., z; ; and z i from the anomaly
precursor X The contrastive loss L. is updated to

i tog Zf:l exp(Sim(z], z;ij)/r)
—~ Z;(:O exp(Sim(z}, zi_’j)/r) + Zﬁ;l exp(Sim(z}, z;’_j)/r) ’

(13)
where z;, = z; is the negative contextual representations from the

current anomaly precursor X, ., and z; ; is the negative contextual

representations from the j-th :iiomaly precursor X7 stored in the
memory bank.

Finally, the current anomaly precursor X ", . is inserted into
the memory bank which will have a size of K + 1, i.e, Xj = X;_ et
Instead of using a first-in-first-out strategy to maintain the memory
bank with a fixed size of K, we propose to pop out the anomaly
precursor based on an importance score. The intuition is that the
memory bank should store the hard and important negative sam-
ples for further model training, i.e., the anomaly precursors that
are not yet distinguished by the model, and should pop out not
important samples, i.e., the anomaly precursors that are already
dissociated away from normal. The importance score I; for the

anomaly precursor X7 is calculated by:

t—h
I = Z Sim(z}, z;).- (14)
i=t

Thus, we pop out the anomaly precursor with the smallest impor-
tance score after each iteration of model optimization.

3.5 Inference

For each real-time T in the inference stage, we output the proba-
bility score pr to predict how likely there is an anomaly precursor
currently and will be more future anomalies in X711 74f:

K P
pr= Z; Sim(z7, 27 ;) = Z; Sim(z7, 27_;), (15)
= =

where K is the size of the memory bank with anomaly precursors
as negative samples, and P is the number of positive samples.
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4 EXPERIMENTS

4.1 Experimental Settings

4.1.1 Datasets. Following existing works [6, 21, 44], we validate
the performance of our method with nine real-world benchmark
datasets: SMD [38], PSM [1], MSL [19], SMAP [19], SWAN [29],
SWaT [48], GECCO [29], UCR [44] and Credit [55]. More details of
the datasets can be seen in Appendix D.1 and Table 2.

4.1.2 Baselines. We compare the unsupervised anomaly predic-
tion method PAD [21]. We also modify more state-of-the-art un-
supervised anomaly detection methods into anomaly prediction
following PAD:

e Density-based: DAGMM [56] and IForest [22].

o Clustering-based: K-means [35], Deep-SVDD [34] and THOC [36].

e Contrastive-based: DCdetector [50] and PAD [21].

o Autoregression and reconstruction-based: LSTM-VAE [23], ATra-
nsformer [48], Omni [38], GANomaly [12], CAE-Ensemble [6],
PUAD [30] and D3R [42].

We introduce the details of baselines in Section 5. More details
of settings are in Appendix D.2.

4.1.3  Evaluation Metrics. Following the evaluation methodology
in existing works [6, 21, 55], we validated the performance of time
series anomaly prediction models with Precision (P), Recall (R),
F1-score (F1), and ROC-AUC [33], where larger values indicate
higher model performance and ROC-AUC enables evaluation with-
out choosing the threshold. We do not use the point adjustment
(PA) metrics, as many recent works have demonstrated that PA
can lead to faulty performance evaluations [18, 33, 39, 42, 55]. PA
uses true labels to adjust the outputs of models, and it is known
that using PA can result in state-of-the-art performance even with
random guess [18, 39].

4.2 Overall Comparison and Analysis

Table 3 and Table 9 in Appendix D.3 show the overall anomaly
prediction performance of different models on all datasets. We
randomly repeat each method 3 times and report the average result,
where the best F1-score and AUC-ROC are highlighted in bold and
significantly outperform the underlined second-best ones.

Key observations are followed. First, IGCL consistently outper-
forms the state-of-the-art baseline methods on all datasets. It demon-
strates that IGCL is able to learn the normal temporal dependencies
and identify the abnormal temporal dependencies that change from
the normal to the abnormal with our generated anomaly precursors,
which finally improves the accuracy of anomaly prediction.

Second, we observe that the contrastive-based, density-based,
and clustering-based methods are unsatisfactory on most datasets.
This is because they cannot generate anomaly precursors as neg-
ative samples to learn the abnormal temporal dependencies that
change from normal to abnormal. They only learn with the non-
labeled data as positive samples. Thus, their accuracy is limited
as anomaly prediction requires learning both normal patterns and
abnormal temporal dependencies.

Third, IGCL achieves the best accuracy compared to the autore-
gression and reconstruction-based methods, as they only learn to
reconstruct each normal time series sub-sequence within each time
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Table 2: Details of benchmark datasets.

. #Trainin, #Validation  #Test
Dataset  Domain N (Unlabelfd) (Unlabeled) (Labeled) ~Anomaly Rate(%)
SMD server machine 38 566,724 141,681 708,420 4.16
PSM application server 25 105,885 26,398 87,841 27.8
MSL NASA space sensor 55 46,653 11,663 73,729 10.72
SMAP NASA space sensor 25 108,146 27,036 427,617 13.13
SWAN space solar weather 38 48,000 12,000 60,000 32.6
SWaT water treatment 51 396,000 99,000 449919 12.14
GECCO water quality 55,408 13,852 69,261 1.1
UCR various domains 1 1,790,679 447,670 6,143,541 0.6
Credit finance 29 159,491 39,873 85,443 0.172

Table 3: Overall performance. We report Precision, Recall, and F1-score results here, presented in percentages.

Dataset [ PSM SMAP SWAN SWaT [ GECCO SMD [ MSL
Metric | p R F1 P R F1 P R F1 P R FI | P R F1 P R F1 [ P R F1
DAGMM 3927 36.14 37.64 | 11.91 2200 1551 | 52.73 39.46 45.14 | 82.14 61.72 70.48 | 47.50 27.64 3495 | 1474 1537 1505 | 13.94 17.04 1533
IForest 39.39 38.82 39.10 | 11.79 18.67 1445 | 53.85 39.07 45.28 | 75.39 62.22 68.17 | 42.75 29.89 35.18 | 15.25 18.28 16.63 13.82 17.11 15.29
K-means 3889 39.04 3896 | 13.05 2137 1620 | 5404 4230 4745 | 82.13 6250 7098 | 47.94 2918 3628 | 1577 1740 1654 | 1423 1599 15.06
Deep-SVDD | 36.63 3630 3646 | 1177 17.09 13.94 | 5239 39.18 44.83 | 8129 61.95 7031 | 46.09 2845 3518 | 1499 1578 1537 | 12.94 16.04 14.32
THOC 37.64 3893 3827 | 1261 21.89 1599 | 54.93 40.02 4630 | 8242 6245 71.06 | 4641 2949 36.09 | 1690 1679 16.84 | 1437 16.22 1524
DCdetector | 28.97 12.05 17.02 | 8.04 1130 940 | 21.04 1094 1440 | 4645 3636 40.79 | 176 346 233 | 371 903 526 | 235 346 280
PAD 3123 3305 3211 | 11.01 2237 1476 | 50.13 37.61 4298 | 74.83 59.09 66.04 | 4438 28.17 3446 | 11.23 1876 14.05 | 1437 1322 13.77
ATransformer | 30.56 34.64 3247 | 11.40 22.80 15.20 | 52.20 38.75 44.48 | 75.00 60.50 66.97 | 43.62 27.92 34.05 10.52 19.42 13.65 14.62 1242 13.43
LSTM-VAE | 39.20 4031 40.02 | 11.68 22.65 1541 | 5442 40.88 46.69 | 66.76 6836 67.55 | 46.67 30.92 37.20 | 1421 1642 1524 | 1618 1528 1572
Omni 3945 40.88 40.15 | 11.90 2339 1577 | 54.83 41.00 46.92 | 8573 5857 6959 | 50.55 29.65 37.38 | 1622 1819 17.15 | 13.66 21.66 16.75
GANomaly | 37.02 43.06 39.81 | 1218 2341 16.02 | 5444 4091 4672 | 83.99 5977 69.84 | 50.06 29.23 3691 | 1506 21.39 17.68 | 1536 17.30 16.27
CAE-Ensemble | 40.18 41.99 41.07 | 1588 26.68 19.91 | 5598 41.52 47.68 | 88.61 59.90 7148 | 51.67 29.92 37.90 | 1841 19.51 18.94 | 2035 18.27 19.26
PUAD 39.91 4238 41.11 15.20 27.20 19.50 | 54.91 41.19 47.07 | 85.68 58.05 69.21 50.76 29.58 37.38 | 16.37 21.85 18.72 | 20.04 17.60 18.74
D3R 4073 4221 4146 | 1573 2689 19.85 | 5532 4264 48.16 | 84.13 61.85 7129 | 5124 3091 3856 | 1578 19.33 17.38 | 19.99 2032 20.15
IGCL 4231 4697 44.52 | 1748 28.02 21.53 | 59.20 4494 51.09 | 8498 6354 72.71 | 5210 32.77 40.23 | 1739 2590 20.81 | 21.97 22.81 22.38
Table 4: Parameter sensitivity Table 5: Larger look-forward windows
Dataset SWaT MSL Dataset SWaT
K P R F1 P R F1 f 4 8 12
4 84.67 61.93 71.54 | 20.01 20.17 20.09 Metric Fi AUC | F1 AUC | F1  AUC
8 84.293 62.48 71.74 2038 21.42 20.89 CAE-Ensemble | 71.48 81.71 68.62 74.92 62.70  73.32
12 | 8452 6297 7217 | 2050 21.51 20.99 Ilég 7129 80.62 | 68.51 7594 | 6243 7176
72.71 82.39 | 70.02 77.75 | 64.56 74.88
16 84.21 63.19 72.20 | 2043 21.69 21.04
20 84.09 63.25 72.19 | 20.33 21.65 20.97
24 84.98 63.54 72.71 | 2197 22.81 22.38

window. They cannot explicitly learn the abnormal temporal depen-
dencies from normal to anomaly precursors and thus have limited
accuracy. The experiments demonstrate that learning the temporal
dependencies from a pair of successive time series sub-sequences
that change from the normal to the anomaly precursor is crucial to
the anomaly prediction.

4.3 Paremeter Sensitivity

We evaluate the impact of K, the size of the memory bank. The
experimental results are shown in Table 4. If we set a bigger size for
the memory bank to store more representative anomaly precursors,
our model will have better results. When K increases to 24, our
results are significantly better than the baselines, and K = 24 is far

smaller than O(2"), where n, i.e., the total number of variables, is
51 and 55 for SWaT and MSL datasets, respectively.

We evaluate the anomaly prediction with larger look-forward
windows f in Table 5. We can see that IGCL still performs bet-
ter than state-of-the-art baselines, even though the farther future
anomalies are more difficult to predict.

The impact of the size of look-back windows h is in Table 6.
We can see that IGCL is relatively stable to h and time series from
different domains require different look-back windows to better
identify the anomaly precursors.

4.4 Ablation Studies

We conduct ablation studies to validate the effectiveness of our key
components. In particular, we compare IGCL with the following
variants:
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Table 6: Parameter sensitivity
Dataset SWaT PSM SWAN
h P R F1  AUC-ROC P R F1  AUC-ROC P F1  AUC-ROC
8 83.13 6275 71.52 81.33 41.56 46.83 44.04 65.67 58.13 43.11 49.51 65.99
16 83.59 62.86 71.76 81.72 4231 46.97 44.52 65.75 59.20 44.94 51.09 68.92
32 84.98 63.54 72.71 82.39 42.14 46.61 44.26 65.70 59.31 44.07 50.57 66.91
64 87.67 6136 72.19 82.33 4259 45.10 43.81 65.18 59.85 44.03 50.73 68.57
Table 7: Ablation study.
Dataset PSM SWAN SWaT GECCO
Metric P R F1 P R F1 P R F1 P R F1
w/o APPGM 41.58 40.51 41.04 | 55.82 41.03 4730 | 84.19 60.28 70.26 | 51.88 29.03 37.23
w/o regularization loss | 41.39 43.70 4251 | 57.14 41.81 48.29 | 8445 63.01 72.17 | 52.03 31.90 39.55
w/0 memory bank 41.42 4286 42.13 | 56.24 4150 47.76 | 84.59 61.25 71.05 | 52.27 31.24 39.11
w Transformer 41.07 44.23 4259 | 57.08 42.63 4880 | 84.26 62.86 72.00 | 52.20 32.12 39.77
IGCL 4231 46.97 44.52 | 59.20 4494 51.09 | 8498 63.54 72.71 | 52.10 32.77 40.23
e w/o anomaly precursor pattern generation module (APPGM): 3 1 Anomaly precursor —— Data
This variant directly uses random Gaussian noises as anomaly o
. X A s Qutput Score
precursor patterns without the diffusion process. Future anomaly
e w/o regularization loss: This variant does not have regularization
loss to control the diffusion process. 21
e w/o memory bank: This variant does not use the memory bank,
and thus precursor patterns are generated during each iteration
and appear in individual variable. 1.
e w Transformer: This variant does not use the overlapping window-
based TCN. It uses naive Transformer [41] to learn representa- N
tions across timestamps. 0
Table 7 shows the accuracy of different variants. From Table 7

we observe that: (1) As our anomaly precursor pattern generation
module, regularization loss, and memory bank all help generate
more complicated and representative anomaly precursors as neg-
ative samples, our model can have more accurate results. (2) Our
overlapping window-based TCN can effectively learn the temporal
dependencies from pairs of successive sub-sequences, and it is also
more efficient than naive Transformer as shown in the complexity
analysis.

4.5 Case Study and Visualization

We visualize the anomaly prediction of our IGCL method on the
SMAP dataset, as shown in Figure 4. By identifying the anomaly
precursor that just begins to deviate from the normal, our model can
report a warning at timestamp 80, ahead of the severe anomalies
after timestamp 100.

5 Related Works

We review the relevant works on time series anomaly prediction,
anomaly detection, contrastive learning, and generative learning.
We also compare our method with related works in Table 8.

T

1
0 50 100 150
Figure 4: IGCL can output larger scores on the precursors
that start to deviate from the normal ahead of the severer

anomalies.

5.1 Time Series Anomaly Prediction

Based on the current time series data, anomaly prediction aims to
make the real-time judgment on whether there are starting anom-
aly precursors where data begin to deviate from normal to future
anomalies. Anomaly prediction plays an important role in many
scenarios that prioritize the safety or economic influence of anom-
alies, However, there are a few studies [2-4, 7, 17, 21, 32, 47] related
to this problem. FEP [32] extracts statistical information from man-
ually labeled frequency-based features as the starting anomaly
precursors to predict future anomalies. EADS [2, 3] and VFP [17]
use graphs to extract correlations among variables to help clas-
sify the starting anomaly precursors related to different variables.
MCDA [7] proposes multi-instance attention, dCNN [4] proposes
deep convolutional neural networks and CHE [47] proposes hier-
archical windows, to extract temporal dependency features. They
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Table 8: Comparisons between representative methods that can be applied to unsupervised time series anomaly prediction.

Methods For time series | Unsupervised | Precursor Generation | Precursor Dependencies
[5, 22, 34] X v X X
[2,3,32] v X X X
[4,7,17, 47] 4 X X 4
[6,9, 12, 14, 15, 24, 31, 35-38]
[21, 23, 30, 42, 46, 48, 50, 56] v v X X
Our IGCL 4 4 4 4

learn temporal dependencies from the pair of the normal time se-
ries sub-sequences and the starting anomaly precursors which help
better identify starting abnormal changes for anomaly prediction.
However, these existing methods heavily rely on supervised
learning of the temporal dependencies to get accurate anomaly pre-
diction results. They are limited and fall short in the unsupervised
time series anomaly prediction task for practical applications.

5.2 Time Series Anomaly Detection

There has been a lot of research on time series anomaly detec-
tion. Early works [55] utilize classification-based methods to de-
tect anomalies in the historical time series data. Recent methods
mainly focus on unsupervised settings based on the one-class clas-
sification theory [34]. They can be further categorized into four
categories [51], including density estimation-based methods [5],
clustering-based methods [51], autoregression and reconstruction-
based methods [38] methods, and contrastive-based methods [50].

The clustering-based methods, such as K-means [35], Deep-
SVDD [34], and ITAD [37], aim to cluster normal samples within
a center. THOC [36] uses a hierarchical RNN to learn dynamic
clustering centers for time series data.

The density estimation-based anomaly detection methods, such
as LOF [5], assume abnormal samples lie in a low-density region.
IForest [22] uses the tree model and DAGMM [56] uses the en-
coding probability model to measure the density or distribution.
LSTM [35] proposes forecasting-based approaches that forecast
values and based on the forecasting errors detect whether the time
points are anomalies. Autoencoder [14, 15, 24] (AE) is a classic
architecture used in reconstruction. Omni [38], InterFusion [31]
and LSTM-VAE [23] utilize the Variational AE and use reconstruc-
tion probability to detect anomalies. GANomaly [12] introduces a
discriminator to generate normal data and detect anomalies based
on reconstruction errors. CAE-Ensemble [6] proposes to ensemble
different AEs for reconstruction. PUAD [30] uses meta-learning-
oriented AE to reconstruct typical time series.

Generative Learning. The Generative Adversarial Network
(GAN) is one kind of generative model, composed of a generator
and a discriminator [27]. By designing the minimax theoretical
game, the generator and discriminator improve each other and
learn the underlying data distribution in an unsupervised setting.
The diffusion-based network is a generative model that generates
data with denoising steps [46]. ImDiffusion [9], DiffAD [46] and
D3R [42] utilize diffusion-based networks to generate normal time
series data and detect anomalies based on reconstruction errors.
However, these methods only learn the underlying normal data
distribution, but cannot generate anomaly precursors.

Contrastive Learning. Contrastive learning learns useful repre-
sentations by contrasting positive pairs against negative pairs with
data augmentation [8]. Recently, contrastive learning has been pro-
posed for anomaly detection, such as DCdetector [50], where two
view representations of a normal timestamp should be similar, and
contrastive errors are used to detect anomalies. ATransformer [48]
combines the reconstruction errors and contrastive errors together
to detect anomalies.

PAD [21] proposes to utilize unsupervised anomaly detection
methods and adjust specific thresholds on the anomaly scores to
identify the anomaly precursors for anomaly prediction. However,
these methods do not have negative samples and only reconstruct or
contrast positive samples. They cannot learn the temporal precursor
dependencies from the pair of normal time series and the anomaly
precursor. Their performance is limited compared to supervised
learning with labeled anomaly precursors as negative samples [4,
7,17, 47).

6 CONCLUSION

We present an importance-based generative contrastive learning
model for a novel problem of unsupervised time series anomaly
prediction. We propose anomaly precursor pattern generation, with
diffusion-based transformation and variance regularization, to gen-
erate diverse anomaly precursors as labeled negative data. Then,
we propose an overlapping window-based contrastive learning to
distinguish anomaly precursors from the normal efficiently. Last,
we propose a memory bank with importance scores to store repre-
sentative anomaly precursors to generate complicated precursors
efficiently. Experiments on seven benchmark datasets demonstrate
the superiority of our method. In future works, it is worth improv-
ing IGCL with pre-training on large-scale time series data.
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A Proof

Theorem 1: Under the unsupervised setting, the future time series
anomaly is unpredictable if we cannot identify the anomaly precur-
sor in the current observation that follows the same distribution as
the normal previous sub-sequences do.

Proof 1: As the current observations follow the same conditional
distribution as the normal sub-sequence follows, we have N = A.
For any model # we have:

WP FCE =b = P [FEL) =h) =0 ag)

Thus, the predicted probability score for the anomaly precursor
in the current observation is equal to that for the normal sub-
sequences. Therefore, no unsupervised model can predict the fu-
ture anomaly if we cannot identify the anomaly precursors in the
current observations when the anomaly precursor follows the same
distribution as the normal sub-sequences do. O

Theorem 2: Under the unsupervised setting, the future time series
anomaly is predictable if we can identify its anomaly precursor in
the current observation that follow a distribution different from
the normal sub-sequences.

Proof 2: As the anomaly precursor follows a data distribution
different from the normal sub-sequences, we have N # A. Accord-
ing to the Maximum Mean Discrepancy (MMD) theory [20], there
exists at least one mapping function F satisfying:

GBIl - B Fe)] > 0 (a7

- E

He~N
Thus, the expectation of the predicted probability score for the
anomaly precursor is larger than that for the normal sub-sequence.
Therefore, there exists at least one model ¥ that can predict a
larger probability score to identify that there is the starting anomaly
precursor and the future time series is more like an anomaly when
the anomaly precursor follows the data distribution different from
the normal sub-sequences. O

Based on the above analysis, we can only predict the future
time series anomalies whose anomaly precursors just begin to
deviate from the nearest previous normal sub-sequences under
the unsupervised setting. However, we do not have labeled anom-
aly precursor data for the model to learn the temporal dependen-
cies to estimate the Markov conditional distributions for A =
P(-|H¢-p-1, Ht is anomaly precursor) and N' = P(-|[Hi_p_1, Hy is
normal). Thus, the best potential model is that we generate differ-
ent kinds of potential anomaly precursors to simulate the beginning
of deviation from normal and then learn the temporal dependency
features.

B The pollution process

The noise pollution process q(x*|x*~1) is shown as

x5 =41 = psx* 1 +4/pse’, Vs € {1,2,---, S}, (18)
where €° ~ N(0,I) are the independent Gaussian pollutions to be
added in different steps, I is the identity matrix, 0 < f° < 1 are the
hyper-parameters control the amount of pollution added in each
step. Thus, we have:

S _ _ Rs4S—1 s S
x* =41 - f5x°7 +/f%€ (19)
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For any independent Gaussian distributions €; ~ N(u1, 0%) and
€2 ~ N(pz, 02), we have the following properties:

ae; +b ~ N(ap; + b, a*c?), (20)

€1+ € ~ N(py + iz, 0% + a2). (21)

We also have:
1= (V= V= pt V1= )+
(Vi=BNT= =t 1= )"+
(V1= BNL= T T F) 4o
(=) + B,

Thus, we have:

(22)

% = Vs + V1 — v, (23)

where € ~ N(0,]) and V&* = y/1 — f54/1 = ps=1--- /1 — B1. Then,
for enough S steps and proper 0 < ¥ < 1, V& will be close to 0,
and the output from the noise pollution process, i.e., x5, will be
gradually corrupted into random Gaussian distribution.

C Regularization loss

KL(N (g O'Z)HN(y, I))

) —(x—1)2 /252
e~ (x-m)?/20? (log e /VZMZ) dx

e~ Cmn2 | \an
: 1 1 1
e~ (x-w?/20? log {\/? exp {E(x - (- ;)}} dx

1
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_1/ 1
2 V2no?
_1 2, 20 L
—2( logo” + 0°(1 02))

1
=5(—log0'2+02—1).

D Experimental details

D.1 Datasets

o SMD [38] (Server Machine Dataset) is collected from a large com-
puting cluster, where different server machines stack accessed
traces of resource utilization with 38 dimensions.

e PSM [1] (Pooled Server Metrics) is a 25-dimension dataset col-
lected by eBay that shows the performance of multiple applica-
tion servers.

e MSL [19] (Mars Science Laboratory Rover) is from the spacecraft
monitoring systems and collected by NASA. It shows the health
check-up data of the sensors from the Mars rover.

o SMAP [19] (Soil Moisture Active Passive) is a 25-dimension
dataset collected by NASA, which contains soil samples and
telemetry information.
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Table 9: More experiment results of state-of-the-art methods, presented in percentages.
Dataset PSM | SMAP [ SWAN [ SWaT [ GECCO [ SMD [ MSL UCR Credit
Metrics AUC-ROC P R F1 AUC-ROC P R F1 AUC-ROC
DCdetector 50.91 | 43.98 51.00 | 65.57 50.79 50.44 | 30.34 | 12.59 10.90 11.68 48.65 37.50 1296 19.26 64.34
PAD 51.02 | 50.13 50.85 61.35 49.71 49.66 | 48.28 | 29.92 2035 24.22 51.67 31.49 16.01 21.23 68.76
ATransformer | 54.91 53.70 51.95 75.63 50.39 59.30 | 50.21 | 32.07 20.86 25.28 51.68 17.58 26.85 21.25 68.55
CAE-Ensemble | 63.68 | 58.76 65.41 81.71 52.94 67.99 | 51.26 | 34.15 2147 26.37 58.26 18.16 4598 26.04 82.16
D3R 63.93 | 59.61 66.13 80.62 53.09 66.83 | 51.83 | 39.10 20.77 27.13 60.11 17.85 50.17  26.33 80.68
IGCL 65.75 | 61.92 | 68.92 | 82.39 54.02 | 69.97 | 55.89 | 36.43 31.04 33.52 69.82 17.62 59.07 27.15 84.00
Table 10: Anomaly prediction for irregular time series
Dataset SWaT
Dropping ratio 0% 30% 50%
Metric P R F1 AUC P R F1 AUC P R F1 AUC
PAD 74.83 59.09 66.04 6135 | 74.17 57.80 64.97 60.71 | 69.29 50.94 58.71 56.09
IGCL+ 8498 63.54 72.71 82.39 | 84.02 59.97 69.98 78.63 | 70.81 53.77 61.13 60.17

e SWAN [29] is extracted from solar photospheric vector magne-
tograms in the Spaceweather, which is the benchmark dataset
used in NeurIPS Competition Track.

e SWaT [48] (Secure Water Treatment) is collected from sensors of
the critical infrastructure systems under continuous operations
for secure water treatment.

e GECCO [29] is a 9-dimension dataset collected from the cyber-
physical systems showing the drinking water quality.

e UCR [44] is a 1-dimension dataset containing 250 sub-datasets
from various domains.

o Credit [55] is from the finance scenario where the anomaly rate
is only 0.172%.

These datasets are representative open benchmarks for multi-
variable and uni-variable time series anomaly tasks, and thus we
evaluate the unsupervised time series anomaly prediction problem
on these datasets. More statistical information and details can be
seen in Table 2, where N is the number of variables observed at
each timestamp. We follow the same training-validation-test splits
as in the original papers [1, 6, 19, 29, 38, 48] shown in each column.

D.2 Settings

We employ the official open-source implementations of baseline
methods and have carefully tuned their hyper-parameters based
on the recommendations from the original papers. The target label
from the look-forward window is modified for the anomaly predic-
tion task following PAD [21]. The anomaly score from the current
look-back window is used for identifying the anomaly precursors to
predict future anomalies also following PAD [21]. The experiments

are conducted on an Ubuntu 18.04.5 LTS system server, with Intel(R)
Xeon(R) Gold 5215 CPU @ 2.50GHz and NVIDIA Quadro RTX 8000
GPU. All the deep learning-based models are executed with Pytorch
1.2.0. The size of the default look-forward window size f is 4, and
we also evaluate with larger look-forward windows of {4, 8, 12}. We
use Adam optimizer with the default parameter and the learning
rate is default 0.0001. The batch size is tuned from {32, 64}. The
look-back window size h and the number of sub-sequences b are

tuned from {8, 16, 32, 64}. The memory bank size K is tuned from
{16, 20, 24} and we evaluate with more sizes in the parameter study.

The number of positive samples P is tuned from {12, 16, 20}. The A
which controls the strength of regularization is tuned from {0.5, 1}.
We use three parallel kernel sizes {2, 3, 5} for our overlapping TCN.
Following existing works [38, 55], we choose the best threshold for
all methods.

D.3 More experiment results

Table 9 shows more experiment results of most state-of-the-art
methods on all datasets using more metrics.

D.4 Irregular time series

PAD uses interpolation and neural controlled differential equations
(NCDE) to support irregular time series. The interpolation method
can be applied before any models. Our TCN backbone can also
be replaced with NCDE. We show the experimental results on the
irregular series by dropping random points following PAD. We only
add the interpolation method before our model, which is denoted
as IGCL+. We can see that our method can be extended to irregular
series easily and still perform well.
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