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ABSTRACT

In the digital environment, human attention is frequently guided by cognitive heuristics rather than deliberate evaluation. Since
low-credibility narratives often lack substantive factual evidence, their diffusion disproportionally relies on activating these
mental shortcut to simulate credibility and capture attention. This study presents a computational framework designed to
detect computational triggers through observable data proxies for eight distinct cognitive biases across 3.5 million posts of
contested COVID-19 narratives. We demonstrate that automated accounts (bots) embed these triggers more frequently than
human users, yielding distinctly source-dependent associations with audience interaction. In bot-authored posts, affective
and cognitive dissonance (stance-shifting) triggers are strongly associated with higher engagement, while the deployment
of authority and availability (repetition) cues correlates with reduced audience interaction. Furthermore, we identify limits
to heuristic compounding: positive engagement correlations with bot-authored content declines when multiple biases are
stacked within a single post, whereas human-authored communication remains structurally resilient to high trigger density.
By operationalizing psychological heuristics into scalable, measurable data, this work bridges computational social science
and cognitive psychology to reveal how source identity (bot/human) shapes the mechanics of information diffusion in digital
networks.

1 Introduction

Social media platforms have transformed how people engage with information, offering instant access to news, opinions, and
personal narratives. With billions of posts circulating daily, users must rapidly decide what to read and engage with. These
decisions are rarely the product of careful deliberation, but are often guided by judgment heuristics, or mental shortcuts, in
order to navigate an overwhelming, fast-paced digital information landscape'. In this attention economy, user focus is a scarce
and valuable resource that drives content creators into fierce competition for engagement”. As a result, embedding cognitive
bias triggers into social media content can intentionally activate these judgment heuristics to influence user perception, memory,
and behavior.

Cognitive bias triggers are utilized extensively in marketing and political messaging. For example, emotionally charged
language is frequently used to promote anti-vaccination campaigns®, ideological and religious issues are amplified through
repetitive messaging’, and online advertisements often leverage expert endorsements to lend credibility®. Such strategies are
effective precisely because they activate biases related to authority, availability, and affect, respectively, thereby bypassing
deliberative reasoning. Recent frameworks on the psychological factors behind viral online content support this mechanism,
showing that content is more likely to spread when it resonates emotionally, signals social identity, or offers morally salient
cues’.

In recent years, automated accounts, also known as bots, have played a disproportionately active role in shaping social
media discourse®. They are engineered to disseminate information, engage target audiences, express opinions, and ultimately
persuade users to take specific actions” 2. Studies estimate that between 5 to 47% of online users are likely bots, depending on
the context and popularity of a given event'> 4. Furthermore, humans struggle to differentiate between bots and human users
approximately 71% of the time'>, suggesting that these automated agents have a high degree of believability and persuasive
capacity. Bots leverage automation to rapidly produce and amplify content'®!”, often embedding themselves in the early stage
of narrative building to strategically influence the agenda'®. This highlights a structural mechanism in information diffusion.
Unverified narratives gain traction not merely through algorithmic sorting, but because automated architectures systematically
activate the specific cognitive biases, i.e., the natural mental shortcuts, that direct human attention'®.

While both bots and humans can embed triggers of cognitive biases in their contents, such as emotional language or repetitive
framing, to activate cognitive shortcuts, the usage patterns by both groups likely differ. This reliance on heuristic processing
is especially critical for the diffusion of unverified or low-credibility narratives. Because such content lacks substantive
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factual evidence, it is heavily dependent on activating cognitive biases to establish perceived validity and achieve virality?%-2!.

Therefore, studying contested discourse, such as unverified claims surrounding the COVID-19 vaccine, provides an ideal
environment to observe exactly how these triggers are deployed. However, existing work has not distinguished between how
bots and humans differentially deploy these persuasive tactics, nor compared their relative effectiveness. This paper addresses
this gap by comparing bot-authored versus human-authored content through the lens of cognitive bias activation. In doing so,
we offer a novel framework for understanding not only what drives online engagement, but why it works, contextualized by the
nature of the author of the content.

To this end, we developed a theory-driven computational framework designed to detect and quantify the triggers for eight
cognitive biases. We applied this framework to a large-scale corpus of contested narratives about COVID-19 vaccines on X (July
2020 - July 2021) to map how these triggers are distributed, how they co-occur, and how they correlated with user engagement.
The analysis reveals distinct behavioral patterns: automated accounts embed these computational triggers significantly more
often than human users, which corresponds with divergent patterns of audience interaction. By operationalizing psychological
heuristics into measurable data, this study bridges cognitive psychology and computational social science to clarify the
mechanics of automated information dissemination.

2 From Cognitive Heuristics to Computational Triggers

To quickly process the overwhelming volume of content on social media, people operate under bounded rationality, relying on
mental shortcuts known as heuristics??. Psychological research categorizes these heuristics into three main types: Represen-
tativeness, Availability, and Anchoring?>. While these heuristics generally facilitate the efficient processing of information,
the high-speed environment of social media can cause them to systematically misfire, resulting in cognitive biases. Online
narratives frequently tap into this vulnerability. By embedding specific cues, which we term bias triggers, content creators
can activate these heuristics to subtly steer audiences toward preferred interpretations®?. Detecting these triggers is essential,
as they heavily influence engagement with low-credibility or controversial information>*. Automated accounts are uniquely
positioned to provide this structural support at scale, acting as the primary delivery mechanism for heuristic-driven content.

Drawing on this psychological framework, we introduce the concept of computational triggers to detect these cues at scale.
We analyzed the conceptual definitions of eight cognitive biases as they manifest on social media and identified their measurable
data proxies for their triggers. These computational features include linguistic patterns, author identity, and temporal dynamics.
We provide detailed discussions and explanations of how we operationalize these triggers specifically for our target platform, X,
in the subsequent Methodology section (subsection 3.2).

Judgment by Representativeness assesses the likelihood of an outcome based on how closely it resembles a known category
or stereotype. Within this heuristic, we examine two biases. Homophily Bias refers to the tendency to favor information from
similar individuals. Online, Homophily Bias is triggered when users preferentially interact with content created by accounts
sharing their own identities. Authority Bias highlights the inclination to perceive messages from reputable sources as credible.
On social media, Authority Bias is triggered and computationally identified when established authority figures are tagged or
mentioned within a post.

Judgment by Availability occurs when people estimate an event’s likelihood based on how easily examples come to mind.
Availability Bias drives users to adopt beliefs based on perceived popularity, triggered by highly visible engagement metrics,
such as retweet volume, that signal widespread endorsement®. The Illusory Truth Effect refers to the tendency to believe
repeated information regardless of factual accuracy. This can be triggered when content creators strategically repeat identical
messages to shape perception’. Affect Bias and Negativity Bias triggers use broad and negative emotions, respectively, to
heighten the perceived validity of a claim??. Because emotional resonance accelerates the spread of controversial information
on social media’®, we quantify these emotional triggers using psycholinguistic analysis?’.

Finally, judgment by Anchoring heuristic evaluates new information by referencing prior anchors, such as personal
experiences or existing beliefs. We measure two biases in this category. Confirmation Bias favors information that strengthens
preexisting beliefs, manifested online as selective exposure®®. We detect its computational trigger when online accounts
continually post contents that maintains a singular stance. Cognitive Dissonance anchors individuals to their communities’
prevailing views. To reduce mental discomfort, people often shift their opinions to conform, leading to echo chambers?’.
Borrowing from past work?, we measure the trigger for this dissonance-drive conformity by tracking shifts in a user’s expressed
stance that bring them into alignment with their networks.

3 Methodology

3.1 Dataset Construction
We acquired the COVID-19 data from a published dataset?'. We selected this dataset because it contains contested and
conflicting narratives at scale during this public health crisis. Such narratives are particularly suitable for detecting cognitive
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triggers and studying their engagement with online users®, because the ambiguity and emotional salience of such content
naturally elicits heuristic-driven processing by the human psychology?3. This dataset collected tweets that were publicly posted
by users on X regarding the COVID-19 pandemic. No attempt was made to retrieve any user’s private tweets. These tweets
were obtained from using the X’s official APL

To focus our analysis on contested narratives, we filtered the corpus for tweets containing contested narratives, such as “salt
solution can cure covid19", “this is too perfect a bioweapon to have occurred naturally". The extraction of such narratives was
performed using cosine similarity comparisons of TWHIN-BERT-based vector embeddings and matching tweet content against
a vector space of expertly annotated unverified or low-credibility COVID-19 narratives from a well-adopted annotated dataset
of contested COVID-19 X posts34. From an original dataset of 4,179,124,820 tweets, this produces a subset of 3,550,960 tweets
with contested narratives (0.08%) for analysis.

To categorize author accounts, we applied the tier-based BotHunter algorithm, which calculates an automation probability
score between 0 and 13, Based on a large-scale statistical analysis of this algorithm®®, accounts scoring above or equal to 0.7
were classified as automated accounts (bots), with the remainder classified as human users. Bot accounts represented only 3.1%
of the total users in this original corpus, but they produced 41.2% of the total tweets.

Details regarding data curation, contested tweets extraction, and parameters and performance metrics (including accuracy
and precision validation) for the BotHunter algorithm are provided in the Supplementary Materials Appendix S1.

3.2 Operationalizing Bias Triggers on X

To systematically identify the presence of cognitive bias triggers on the X platform, we developed a rule-based computational
framework grounded in psychological theories outlined previously. We operationalized triggers for eight specific biases:
Availability, Confirmation, Cognitive Dissonance, Affect, Negativity, Authority, Homophily, and the Illusory Truth Effect.
These eight specific biases were selected based on a preliminary literature survey of frequently exploited heuristics during
crisis events. The empirical literature references and the cognitive biases studied are presented in Supplementary Material
Table S4. Crucially, these biases manifest via behaviors that can be rigorously operationalized into measurable computational
proxies.>>37-38,

The computational rules were derived from a manually annotation of a random n=800 sample of bot-authored tweets.
Following standard procedures, two domain experts independently annotated the sample, with a third resolving disagreement.
Annotators identified lexical (e.g., reference authority sources, identity matching), syntactic structural (e.g., tweets are at least
80% similar to each other) and quantitative patterns (e.g., number of retweets, number of emotion words) serving as bias
triggers. Subsequently, we validated the computational framework by comparing its automated identification of bias triggers
against the human annotation consensus. Further details on the human annotation process, including inter-annotator reliability,
and algorithm validation are reported in Appendix S2.

To ensure that we captured systematically embedded triggers rather than baseline conversational noises, we established a
dynamic threshold, k, defined as the ceiling(it + o) of the cue distribution across all the tweets, a threshold technique referenced
from past work®”4°. The descriptive statistics of cognitive cues along with engagement metrics are included in Supplementary
Materials Table S5. Our framework detects these triggers across three distinct dimensions:

1. Tweet-level Triggers: Homophily and Authority Bias triggers are rooted in Social Identity Theory, which outlines that
interpersonal relations are closely related to the identity groups that a person affiliates with*!. A Homophily Bias trigger
is flagged when an author shares tweets from a user with a matching group affiliation. An Authority Bias trigger is
flagged when an author claims authority or explicitly references/tags an established authority figure, either through text or
@mention tags. While psychological Authority Bias is highly complex, we utilize explicit tagging of established figures
as our computational proxy because it represents the most direct, observable mechanism an author can use to visually
borrow credibility on the X platform. Affiliations and authority statuses were identified against a 2023 U.S. population
survey, which provided occupational and social groups (“student”, “teacher”, “dad") and authority statuses (“president”,
“CEO")*?. Computationally, each X user is represented through these affiliation and authority status through parsing their
metadata (bio, description) to identify the words provided in the population survey.

2. User-level Triggers: Availability Bias triggers simulate widespread popularity and are flagged when a user shares (i.e.,
retweets, quotes) the exact same tweet k > 3 times. The Illusory Truth Effect trigger, which capitalizes on repetition, is
flagged when a single user posts k > 3 tweets that posses a semantic similarity of r > 80% . Semantic similarity was
measured through cosine similarity on BERT sentence vector embeddings, and the threshold r was adopted from previous
studies about similarities of social media posts*>*4.

3. Temporal and Network-Level Triggers: Cognitive Dissonance triggers are via network conformity. We constructed
an interaction network graph G = (V, E) for each user (the ego). The vertices V consists of the ego and all other users
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that interacted with the ego through retweet, @mentions, quotes, and replies. Graph edges E between two nodes v; and
v; represents that the v; interacted with v;. A trigger is flagged if the ego’s initial stance diverges from their network’s
majority stance, but the stance of their subsequent message shifted to match the network’s consensus. Confirmation bias
triggers are identified sequentially, flagged when an author posts k > 3 consecutive tweets that maintained an identical
stance on COVID-19 vaccines, indicating a structural reinforcement of a singular narrative.

To ensure computational robustness, each heuristic was iteratively tested and refined through manual inspection of a random
20-tweet validation set. The final detection schema is detailed in Table 1.
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FG/a

Cognitive Biases Example Observation in Dataset \ Computational Definition of Triggers Scope
Representativeness Heuristics

Homophily Bias Author @EasyWorldNews writes: “@globalfirst- | User shares content from a user with a matching | Tweet
news Readers’ poll: if you are offered a Covid | demographic or group affiliation.
vaccination, will you accept? "

Authority Bias Author retweets: “RT @DrEricDing: Dangerous | User explicitly tags/references established author- | Tweet
anti-vaccine & far-right groups shut down Dodger | ity figures, or possesses verified authority status.
Stadium’s mass #COVID19 vaccination site |[...]"

Availability Heuristics

Availability Bias Author retweets three times: “RT @Userl: India | User shares (retweets or quotes) the exact same | User
fastest country to cross 1 million Covid-19 vacci- | tweet k > 3 times.
nations, 25 lakh doses administered so far: Gov-
ernment”

Mlusory Truth Effect Author shares the tweet “The fastest way to end the | User posts k > 3 distinct tweets that share an » > | User
#COVID19 pandemic is to make safe an d effective | 80% semantic similarity.
#vaccines available to everyone on the planet!"
three times, each tagging different users.

Affect Bias “Apartheid Israel is withholding the coronavirus | Tweet contains k > 3 emotional words based on | Tweet
vaccine from Palestinians, whilst simultaneously | psycholinguistic markers.
bombing their hospital”

Negativity Bias “This is a disaster, and it’s getting worse!!: Inside | Tweet contains k > 2 negative words based on psy- | Tweet
Pfizer’s feverish rush to bring a Covid-19 vaccine | cholinguistic markers.
to market in record time"

Anchoring Heuristics

Cognitive Dissonance First tweet shows anti-vaccine sentiments: “/...JI | User’s initial stance regarding Covid-19 vaccine | Temporal, Net-
will never have the vaccine ever, [... [#NoVaccine" | diverges from their interaction network’s majority, | work
to “March 2020 wwas the hardest. March 2021 | but a subsequent tweet shifts to align with the net-
slightly better due to #vaccines"; second tweet | work consensus.
shows pro-vaccine sentiment: “Protect your com-
munity. #getthevaccine"

Confirmation Bias Three tweets from the same user shows | User posts k > 3 consecutive, non-identical, | Temporal

anti-vaccine sentiment: “Immediately add
immunity-building/antiinflammatory/anti-viral
garlic/Vitamin D3 to the treatment mix!; Garlic
cuts colds by 50% (COVID-19 is a form of a
cold)"; “per the Israelis, 2000-5000 1Us of daily
D3 cuts COVID+ cases 50% also."

tweets maintaining an identical stance towards the
COVID-19 vaccine; or the tweet contains at least
2 distinct sentences of an identical stance towards
the vaccine.

Table 1. Computational Framework for Bias Triggers.




3.3 Associating Triggers with Tweet Engagement

To evaluate the relationship between these embedded triggers and subsequent content amplification, we conducted an Ordinary
Least Squares (OLS) regression. We posit that computational triggers in both bot-authored and human-authored tweets activate
cognitive biases in receivers, which theoretically increases the likelihood of active engagement and narrative propagation’2.
Following established literature, we utilized standard platform engagement metrics as quantitative proxies for content engage-
ment and persuasiveness45’46, including the number of favorites, the number of retweets, the number of replies, and the number
of quotes.

For each metric (favorites, retweets, replies, and quotes), we modeled the log-transformed engagement count as a function
of the presence of the bias triggers. The log transformation was applied to correct for the skewed distribution typical of social
media engagement and improve interpretability. Eight binary dummy variables were included for each tweet, indicating the
presence or absence of each trigger. To isolate group-specific behavioral differences, regressions were run individually for
bot-authored and human-authored subsets. Therefore, one equation was constructed for bots, and another one for humans.
Finally, we correlated the total number of bias triggers within a single tweet with the log-transformed engagement metrics to
test the effect of the quantity of triggers.

4 Results

We characterized a final filtered corpus of 3,550,960 tweets containing unverified COVID-19 narratives to assess the presence
of computational bias triggers. Within this filtered dataset, 65.47% of all human-authored tweets contained unverified or
low-credibility narratives, compared to a near-universal 98.60% among bot-authored tweets.

For each tweet, we computationally flagged the presence of bias triggers using our rule-based proxies for the representative-
ness, availability, and anchoring heuristics. Using this labeled dataset, we analyzed how the distribution and co-occurrence
of these triggers differed between human and bot accounts, and how their presence correlated with subsequent audience
engagement.

4.1 Differential Usage of Bias Triggers by Source

We first compared the proportion of tweets that contained bias triggers across user types. As illustrated in Figure 1, bots
embedded bias triggers in their tweets at a rate 4.71£4.42 times higher than humans. The majority of human tweets (54.16%)
did not contain any measurable bias triggers. In contrast, 80.19% of bot tweets contained at least one, indicating that automated
architectures systematically leverage these heuristic cues to drive early-stage engagement®’. A proportion z-test confirmed
that bot tweets contained significantly more bias triggers than human tweets across all eight categories. The narrowest margin
appeared in Authority Bias; however, while the relative percentages were similar (0.06% bots, 0.03% humans), the ratio of the
absolute volume of bot tweets to human tweets utilizing this trigger is 1.4:1.0. That is, there were 52,666 more bot tweets than
human tweets that utilized this trigger.

Second, the two most frequently triggered biases among both groups were Availability Bias (62.08% for bots, 34.41% for
humans) and Cognitive Dissonance (22.31% bots, 10.21% humans). The prevalence of these triggers in bot content highlights
two computational mechanisms used to simulate group cohesion. First, bots exhibit high rates of stance-shifting (Cognitive
Dissonance triggers) to align with dominant network opinions, a manufactured consensus that algorithms often reward".
Second, bots heavily rely on high-frequency repetition of identical messages (Availability Bias triggers) to artificially inflate the
perceived popularity of a narrative. Together, these structural strategies reinforce the illusion of truth and forge a seemingly
united collective belief*s.

Third, triggers relying on emotional arousal (Affect and Negativity Bias) were rare in human tweets (1.90%). However,
they appeared in 22.43% of bot tweets. Emotional content is a powerful amplifier of online information*’. Negative emotional
framing increases message memorability by bypassing analytical processing, a heuristic mechanism that automated broadcasting
systematically targets. Interestingly, the occurrence rate for Affect Bias and Negativity Bias were mathematically identical
across both groups. This indicates that when low-credibility COVID-19 tweets employed affective language, they relied
exclusively on negative emotional cues. This aligns with prior research demonstrating that viral news tends to be negatively
valenced™ and disproportionately disseminated by bots®’. Given this complete empirical overlap, we merged these two
categories into a single construct, “Affect/Negativity Bias”, for all subsequent analyses.

4.2 Distinct Co-Occurrence Patterns of Bias Triggers

Beyond analyzing the presence of bias triggers in their singularity, we also observe that a tweet, or set of tweets, can contain
multiple bias triggers. Figure 2 illustrates the co-occurrence of bias triggers within individual tweets. Darker shades indicate
frequent concurrence, implying that specific combinations of triggers are selectively embedded to compound their persuasive
impact. This phenomenon is supported by dual-process psychological theories that persuasion is more effective when multiple
cognitive shortcuts are activated simultaneously>.
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Figure 1. Distribution of the Bias Triggers. This illustrates the percentage of tweets containing computational triggers for
cognitive biases, categorized by user type. Affect and Negativity Bias were merged into a single construct due to the complete
empirical overlap.

Bot and human tweets exhibit distinctly different paring strategies. Bot content displays highly frequent and diverse trigger
combinations. Notably, the most common bot pairing, Cognitive Dissonance and Availability Bias, was rarely observed in
human tweets. This echoes the observation from past work that bots frequently shift their stance to align with dominant network
opinions and then amplify that new stance via repeated quoting or retweeting, a behavior that contrasts with typical human
tendencies’. Conversely, the most frequent human pairing was Confirmation Bias and Cognitive Dissonance. This suggests
that when humans adjust their views to match their social environment, they reinforce their revised stance through original,
continuous posting rather than merely sharing existing content. Both strategies seek to reinforce the revised position and
construct a coherent narrative trajectory, albeit with different strategies: bots via algorithmic amplification, humans through
organic expression.

Another frequent bot pairing, Affect/Negativity Bias and Availability Bias, reflects the automated amplification of emotional
content. This aligns with rumor propagation theory, which posits that narratives combining emotional charge with high
familiarity are more readily accepted’!. However, humans exhibit minimal co-occurrence between Affect/Negativity triggers
and other biases’, suggesting that human emotional expression tends to emerge organically rather than as part of a compound
persuasive strategy>”. Finally, some pairings like Authority Bias and Homophily Bias appeared sporadically in human tweets
but were virtually absent in bot contents. This pattern aligns with social signaling theory: like-minded people occasionally
invoke shared authorities to reinforce genuine group identity, whereas bots tend to avoid specific in-group appeals. Instead, they

opt for broad and generic messaging strategies to engage with diverse audiences.

4.3 Source-Dependent Engagement Effects

We next examined how the volume and type of bias triggers correlated with subsequent audience engagement. Figure 3
visualizes the distribution of log-transformed engagement metrics relative to the number of bias triggers per tweet. Bot tweets
exhibit a clear and relatively smooth trend: engagement rises with the addition of triggers, peaking at approximately two
triggers, before gradually declining. This suggests a potential “sweet spot” for automated cognitive activation for bot operation,
where a moderate number of bias triggers optimally stimulate engagement. Beyond this threshold, the decline likely reflects
cognitive overload or a perception of spam, where excessive computational cues cause audiences to disengage®*>>. Human
tweets, however, maintained stable engagement with increasing number of triggers until the tweet contained more than four
triggers. Since humans sometimes have trouble distinguishing whether a tweet was authored by a bot or a human'>, further
research is required to determine why this happens. There could be other cues that humans are putting into the text, like
contextual cues or interpersonal conversational cues!->%, that caused this effect.

To isolate the impact of specific triggers, we utilized OLS regression models by user type (humans and bots). The results
are illustrated in Figure 4. The full report of the regression results can be found in Supplementary Materials Table S6. The
regression revealed several divergence between human and automated content.

First, the presence of bias triggers in bot tweets consistently demonstrated statistically significant associations with
engagement, particularly for low-effort, “shallow” interactions like favorites and retweets. The triggers showed minimal
influence on replies or quotes, which required higher cognitive deliberation. In contrast, human tweets demonstrated practically
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Figure 2. Co-Occurrence of Bias Triggers. The heatmap is color-coded according to the prevalence of concurrent bias
triggers within individual tweets.

negligible or economically insignificant effects from these same triggers. This divergence indicates that shallow engagement
mechanisms are highly susceptible to the heuristic-driven responses that bots systematically exploit'®37. Human content,
reliant on richer semantic meaning, requires more substantive cognitive alignment from readers, making isolated bias triggers
insufficient predictors of engagement>.

When embedded in bot tweets, three cognitive triggers, Affect/Negativity Bias, Cognitive Dissonance, and Confirmation
Bias, consistently correlated with increased engagement across all metrics. Affect/Negativity triggers correlated with up
to 4% higher engagement, thriving in an attention economy built for emotional resonance’. Cognitive Dissonance triggers
(network stance-shifting) were associated with up to 9% higher engagement, successfully resolving narrative tension for
the audience. Confirmation Bias triggers (stance repetition) corresponded with up to 3% higher interaction by continuously
affirming preexisting beliefs and in-group alignment. Through the lens of dual-process theory, these triggers operate primarily
via System 1 processing, prompting fast, emotion-driven interactions regardless of factual accuracy’’-%, rather than System 2
processing which is slow, deliberate analysis>.

In contrast, triggers for Homophily, Availability, and Authority Biases demonstrated a disengaging effect in bot content.
Availability Bias triggers (excessive identical resharing) emerged as the strongest negative predictor, associated with up to a 28%
decrease in favorites and a nearly 33% decrease in retweets, likely due to audiences penalizing highly visible spam behavior®®.
Authority Bias triggers in bot tweets reduced favorites by 22% and retweets by 25%. This reflects a well-documented cultural
distrust of explicit authority figures during the COVID-19 pandemic® 2, a sentiment bots inadvertently amplified by using
generic authority tags®>.

Interestingly, Authority Bias had the exact opposite effect when deployed by humans, actively increasing retweet engagement.
This aligns with communication accommodation theory: readers respond favorably to authority heuristics when they trust
the human author contextualizing them® %3, Humans likely understand their audience and reference appropriately selected
authorities other than generic authority figures®.

In sum, these findings underscore that a trigger’s association with user engagement is heavily dependent on its source. In
automated accounts, computational triggers are deployed systematically and correlate with high volumes of shallow engagement,
whereas human communication relies on a more nuanced, organic integration of heuristic cues.

5 Discussion

Our work investigating the effect of cognitive bias triggers on online engagement bridges computational social science
and cognitive psychology. It provides insights into both the structural detection of unverified narratives and the cognitive
vulnerabilities that facilitate their spread. By contrasting automated and human behaviors at scale, we demonstrate that
automated accounts (bots) systematically deploy computational bias triggers to amplify low-effort engagement, such as favorites
and retweets. In contrast, human-driven communication shows weaker associations with these isolated triggers, reflecting the
more nuanced, relational dimensions of human persuasion. These findings emphasize that contested narratives thrive not just
because of their content, but due to who disseminates them and how they are structurally framed.
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Figure 3. Associations between the Number of Bias Triggers and Tweet Engagement

This study offers three key contributions to our understanding of online information dissemination. First, we operationalized
theories of judgment heuristics for the social media context, developing a computational framework capable of automatically
detecting proxies for eight distinct cognitive biases within COVID-19 discourse on X. Crucially, this framework extends
beyond extracting isolated lexical cues (e.g., Affect or Negativity Bias) to identify complex structural patterns across multiple
posts (e.g., Availability and Confirmation Biases) and dynamic network interactions over time (e.g., Cognitive Dissonance).
This approach provides a scalable tool for analyzing how cognitive vulnerabilities are computationally targeted during other
high-profile social events.

Second, we reveal systematic differences in how automated and human accounts deploy these triggers. Bots and humans
exhibit different profiles regarding the frequency, selection, and combination of bias proxies. Bots embed triggers in a
substantially larger proportion of their content, pointing to a structurally embedded strategy for narrative amplification. Most
notably, bots disproportionately leverage the Availability Bias trigger, embedding high-frequency repetition in 62% of their
posts compared to only 22% for humans. Similarly, emotional arousal triggers (Affect/Negativity Bias) appear in roughly
one-fifth of automated posts, but in merely 2% of human posts. These disparities highlight the algorithmic advantages of
automation: API access enables the effortless scaling of repetition and the systematic insertion of affective linguistic cues far
beyond human physical capacity.

Third, our analysis demonstrates a strongly source-dependent relationship between bias triggers and audience engagement.
Automated accounts are significantly more likely to compound multiple triggers within a single post, and these combinations
correlate strongly with increased engagement. Humans rarely stack triggers, and when they do, the engagement effects are
minimal. Furthermore, the effectiveness of specific triggers varies drastically. While bot-embedded Affect/Negativity and
Cognitive Dissonance triggers successfully drive interaction, their use of Availability and Authority cues tends to suppress
it. This suggests that automated accounts effectively capitalize on rapid, emotionally arousing, and stance-shifting tactics to
capture attention. In contrast, human discourse relies more on stable authority and consistency markers—strategies that require
deeper cognitive alignment from readers and may inherently limit viral spread.

In sum, these observations provide insights on the strategic and inorganic nature of automated information operations. The
formulaic co-occurrence patterns we observed, such as pairing network stance-shifting (Cognitive Dissonance) with high-volume
repetition (Availability Bias), indicate a systemic optimization for heuristic impact rather than genuine discourse*’. While
prior studies note that digital ecosystems are vulnerable to affective and familiarity heuristics, our results provide a structured,
empirical mapping of exactly how automated agents mechanically execute these strategies, via repetition, stance manipulation,
and sentiment targeting, to artificially inflate narrative virality. From an applied perspective, this framework informs structural
approaches to mitigating the spread of unverified narratives. Because traditional moderation relies heavily on resource-intensive
fact-checking, tracking the behavioral footprint of compounded heuristic proxies, such as the simultaneous stance-shifting
and high-frequency repetition characteristic of automated operations, offers a scalable alternative. This approach enables
platform architectures to systematically introduce algorithmic friction against inorganic amplification, entirely independent of a
narrative’s factual veracity.

This study does, however, present certain limitations. First, the analysis is restricted to unverified or low-credibility
COVID-19 vaccine narratives and eight specific heuristics; trigger efficacy and distribution likely vary across different event
topics. However, we utilize this period as a canonical, illustrative case study of high-stakes crisis informatics. The computational
triggers mapped here—relying on fundamental human heuristics—remain highly relevant to contemporary online information
ecosystems, including those driven by modern generative Al, as the underlying psychological vulnerabilities they exploit do not
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change. Second, while our classification framework achieved robust agreement (~62.7%) with expert annotations, the presence
of a computational trigger remains a proxy. True psychological intent is not directly observable. Nevertheless, this work opens
promising avenues for future research. Subsequent studies could integrate network topology to determine how an account’s
structural position amplifies or mitigates heuristic impact, or pair these computational findings with controlled psychological
experiments to validate exactly how human users cognitively process these algorithmic cues.

Conclusion

In this article, we examined how cognitive bias triggers embedded in online discourse shape engagement dynamics across
automated and human users. By operationalizing eight psychological heuristics into measurable computational proxies, we
demonstrate that the engagement of contested narratives is not only a function of content credibility, or lack of, but also the
strategies that can potentially trigger human cognitive biases. Our analysis of 3.5 million posts highlights distinct roles of two
user types within the online ecosystem: automated accounts function as heuristic-targeting agents engineered for influence
at scale, while human communication remains socially embedded and contextually constrained. This work contributes to
interdisciplinary efforts in computer science and cognitive psychology by providing a scalable framework for detecting cognitive
bias triggers that contribute to viral narrative engagement online.
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Supplementary Material
S1 Dataset Construction

We constructed the foundational dataset using the X Developer API V1 streaming function, collecting a 1% sample of tweets
from July 2020 to July 2021. The specific set of keywords used to collect the data was: COVID-19, coronavirus, wuhan virus,
wuhanvirus, 2019nCoV, NCoV, vaccine, vax, and vaccination. This dataset is termed as the COVID-19 Dataset.

Ethical Statement. We extracted only publicly available data from the social media platform and made no attempt to
retrieve protected posts. We did not process or expose unique personal identifiers of the social media accounts during our
analysis.

S1.1 Extracting Tweets

To isolate contested and unverified narratives, we filtered the corpus (“COVID-19 Dataset") against an expertly annotated
reference dataset>*. This reference dataset contains manual categorizations of prominent COVID-19 narratives (e.g., fake cure,
fake fact) that stemmed from the 2020 COVID-19 pandemic®.

Prior to vectorization, we pre-processed the tweets in COVID-19 Dataset by removing artifacts in COVID-19 Dataset
such as URLs and user mentions. We then generated dense vector representations of the tweet text using TWHIN-BERT
embeddings®’. Because this embedding architecture was trained by the platform’s research team and utilized in its front-feed
recommendation algorithm®, it is highly suitable for representing our specific social media data.

To validate these text embedding representations, we trained a multi-class logistic classifier on a randomly selected 80%
subset of the reference data, using the embeddings as inputs and the narrative categories (e.g., fake cure, fake fact etc) as
outputs. Testing the classifier on the remaining 20% holdout set yielded an accuracy of 50.13%, a reasonably high score that
significantly exceeds the random-chance baseline of 20%. The random-chance baseline is a common mathematical baseline,
where classification performance is assessed by how much it deviates from the chance level of 1/k in a k-class classification
problem®®70.

We then classified the unannotated tweets in COVID-19 Dataset using a cosine similarity procedure adapted from prior
matching studies**’!. Unannotated tweet vectors with a cosine distance of > 0.8 relative to a reference vector (indicating 80%
semantic similarity) were assigned that corresponding narrative class. We operated under the assumption that these retrieved
tweets were true positives based on their close structural resemblance to the manually curated reference data. Table S1 and
Table S2 present examples of these matched tweets by humans and bots, respectively.

Category Example Tweet
Conspiracy this is too perfect a bioweapon to have occurred naturally

the liberals controlled msm and has created the hysteria around
the coronavirus which was almost certainly created as bioweapon

Fake cure we need to get the word out about all these three hydroxychloroquine
antibiotics and zic for the cure to covid

hydroxychloroquine is the cure the government is trying to hide
with vaccine

Fake fact if you mix 50 bleach & 50 water & dip a cleaning cloth or paper towel
into it it’s just as good as an anti micro for covid
Fake treatment sesame oil kills the new coronavirus

anyone dealing with covid highly recommend a tea made of gin-
ger garlic red onion lemon cinnamon amp honey helps the immune
system

False public health re- | italy allows malaria and hiv drugs for covid19 treatment

sponses

earlier this week india had sent to israel a 5 tonne cargo of medicines
including anti malarial drug

Table S1. Examples of Low-Credibility Tweets by Humans
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Category Example Tweet

Conspiracy This doctor shows evidence of how our governments are
using COVID & the subsequent vaccine as a genocidal
weapon to kill us

Fake cure salt solution can cure covid19

Fake fact Russia says no to booze after vaccine shot!!

Man paralyzed after covid vaccine

Fake treatment Immediately add immunity-building/anti-
inflammatory/anti-viral ~garlic/Vitamin D3 to the
treatment mix! Garlic cuts colds by 50% (COVID-19 is
a form of a cold) &; per the Israelis, 2000-5000 IUs of
daily D3 cuts COVID+ cases 50% also. Many people are
stuck on vaccines/I’'m 4 FOODS!

False public health responses The purpose of ’track & trace’ is for governments to use
the manufactured *Corona crisis’ to install Orwellian Po-
lice State controls. The same with the fake *Corona vac-
cines’ - which are not ’vaccines’ at all. Take them - or you
will be unable to fly, etc.

Table S2. Examples of Low-Credibility Tweets by Bots

S$1.2 Bot User Annotation

To classify account types, we used BotHunter, a tier-based bot detection model. BotHunter consists of several Random Forest
classifiers trained on manually annotated social media data in a hierarchical fashion. The algorithm evaluates accounts across
features such as user name, post texts, and user metadata (e.g., number of followers, number of likes), and returns a probability
that the user is likely to be a bot. In standard benchmark evaluations, this model achieves robust classification accuracy of over

90%%. This algorithm has been used in the study of a wide variety of events, including war discourse’?, health pandemics’?,

and elections’?.

The model assigned each user a probability score P(bot) between 0 and 1. To prioritize precision, users with a probability
score of P(bot) > 0.70 were labeled as automated accounts (bots). This threshold was referenced from previous work that
performed a large-scale statistical analysis of BotHunter scores over time3®. Under this configuration, 519,337 accounts (23.1%)

were classified as bots. The remaining 1,738,645 accounts were classified as humans.

S2 Human Annotation and Algorithm Validation

Two domain experts manually annotated a random sample of n=800 the bot-authored tweets. These two domain experts were
part of the research group of this study. As such, no external human subjects were involved in this process, and separate consent
documentation was not required.

We sampled from the automated account subset because these tweets possess a higher baseline representation of bias
triggers. We confirmed that the drawn sample covered all evaluated biases. The annotators were trained in the understanding of
cognitive biases and had not seen the dataset prior to the task.

During annotation, a single tweet could be labeled with multiple bias types. If no bias trigger was found, the tweet remained
unlabeled. The annotators were also asked to note down their evaluation process, which we subsequently codified as our
pattern-matching computational heuristics. A third expert was recruited to resolve any disagreements.

Cognitive Dissonance, which requires longitudinal social network interactions, was excluded from this manual annotation.
Its detection heuristics were instead formed using the Friedkin-Johnson social influence model”®, which has been validated in
prior social media studies®’. As detailed in the main text, all quantitative thresholds (e.g., k > 3) were mathematically defined
using the distribution ceiling ceiling(u + o).

The two independent annotators reached an agreement 71.89% of the time. Overall, the automated computational algorithms
matched the human consensus with classification accuracy ranging from 50% to 83%, exceeding the random-assignment
baseline probability of 14.28%. A random-assignment baseline assumes a uniform prior over each of the cognitive bias labels.
That is, it guesses each class with an equal probability. This chance-level baseline is commonly used in multiclass classification
to contextualize the performance relative to random guesses’®’7. Table S3 summarizes the agreement percentage between the
first two annotators and the computational accuracy of the developed heuristics.

17/21



Bias Inter-Annotator Algorithm Accuracy
Agreement (%)
Homophily Bias 98.88 50.00
Authority Bias (Implicit Authority) | 60.02 62.00
Authority Bias (Explicit Authority) | 60.02 62.10
Affect/ Negativity Bias 69.00 54.07
[lusory Truth Effect 97.48 66.67
Availability Bias 67.46 82.93
Confirmation Bias 32.54 61.00

Table S3. Annotation Statistics. Inter-annotator agreement represents the proportion of tweets the first two annotators agreed
upon. A score closer to 1 represents complete agreement, and a score closer to O represents complete disagreement. Accuracy
(%) denotes the proportion of annotated tweets (n=800) that our computational algorithm matched the human annotation.

For Authority Bias, we initially identified two distinct heuristics: one using explicit authorities (e.g., government officials,
public figures, authoritative occupations like teachers or police) and another using implicit authorities (e.g., social media
influencers, context-specific authorities). Although combining both implicit and explicit markers yields a higher overall
accuracy (~ 62%), we elected to use only the explicit formulation to ensure the methodology remains generalizable and
reproducible without requiring a manually compiled list of influencers.

S3 Measuring Presence of Bias Triggers

This section details the empirical and statistical foundations for our measurement of computational bias triggers. The
operationalization of these triggers is grounded in a comprehensive survey of prior empirical literature observing cognitive
heuristics in social media environments, detailed in Table S4. Furthermore, to ensure our computational thresholds (e.g., k > 3
repetitions or emotional words) were not arbitrary, we derived them mathematically from the baseline distributions within
our dataset. Table S5 provides the mean (i) and standard deviation (o) for key structural and linguistic metrics across both
automated and human-authored tweets. The quantitative thresholds utilized in our detection algorithms represent the ceiling
values of these combined baseline distributions (ceiling(it + o)), allowing us to systematically identify deliberate structural
embeddings rather than baseline conversational noise.
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FG/OF

Bias

\ Observations in Literature

Representativeness Heuristics

Homophily Bias

Users preferentially retweet posts of similar political leanings®

"Social network homogeneity": users are exposed to like-minded information within online networks’®

TikTok’s recommendation system that recommends videos based on match user demographics’®

Homophily in social networks lead the mass audience to see more social media posts from the politicians that they align with®

TikTok has clusters of politically homogeneous networks called “political echo chambers", where users are exposed to political videos that are
consistent with their attitudes®!

Authority Bias

Tweets that tag influencers or important politicians lend credibility and enhance believability®

A small but vocal minority of anti-COVID-19-vaccine medical professionals leverage their professional titles and medical expertise as evidence
to persuade people of anti-vaccine narratives®?

Authority cues are most effective at inducing credibility bias®>

Perceived experts are influential in spreading anti-vaccine information on social media®*

Biomedical credentials raise perceived expertise of the user on X on the topic of COVID-19 vaccines®

Availability Heuristics

Affect Bias

Antivaccine content tend to use more emotional framing rather than factual narratives, often expressing sentiments through images and videos to
increase affective appeal*

Aesthetically pleasing Instagram posts are used to spread QAnon-related content and conspiracy theories®

Automated accounts invoke emotions to drive calls to action during crises®’

Emotional messaging in visual memes increases persuasive impact for public health marketing®

Negativity Bias

Automated accounts increase audience exposure to negative/ inflammatory contents; they generate specific content with negative connotation
that targets most influential individuals’

Anti-vaccination groups use significantly more negative affect terms and references to death on Twitter®

Automated accounts consistently display significantly more negative sentiment and demonstrate consistently negative impact during heated
online periods'®

Anger-driven content on X have a disproportionately higher engagement and diffusion””

Iusory Truth Effect

Automated accounts repeat almost identical phrases in messages on democracy ideals’’

High-frequency repetition of identical message, even when paired with corrections, increase subsequent belief in unverified information’®

Automated accounts repeat slight variation of a single message template in discussing religious issues surrounding Indonesia on Twitter".

Content moderators of COVID-19 headlines can be susceptible to illusory truth effect after repeated exposure to identical unverified news’>

Availability Bias

The average number of retweets for low-credibility automated accounts is significantly higher than that of high-credibility users®

High-frequency retweet behavior is a key feature used to identical social media automated accounts”>%*

Automated accounts display hyper-social tendencies by initiating retweets in the coronavirus discourse”

Anchoring Heuristics

Cognitive Dissonance

Peer pressure orchestrated by coordinated bots results in users changing their expressed stance towards the vaccine®’

Exposure to counter-attitudinal information often causes people to anchor more firmly to their prior opinions’®

Confirmation Bias

Engagement algorithms aggregate homogeneous content to reinforce users’ existing beliefs, leading to the formation of echo chambers that
marginalize opposing minority perspectives’®°’

Confirmation Bias on Twitter induced polarization and echo chamber formation during the COVID-19 pandemic”®

"Online selective exposure”: users maintain their prior belief despite exposure to diverse viewpoints in Google search engine results””

Table S4. Empirical Observations of Cognitive Heuristics on Social Media in Literature.




Automated Accounts (bots) Humans
Metric Mean Median Std Dev. Mean Median Std Dev.
Number of Favorites per | 26.64 4.00 3036.38 0.34 0.00 140.54
tweet
Number of Quotes per tweets | 1.32 0.00 250.02 0.03 0.00 10.74
Number of Retweets per | 8.65 3.00 603.91 0.97 0.00 43.18
tweet
Number of Replies per tweet | 2.29 0.00 143.48 0.02 0.00 9.42
Number of emotion words | 2.01 2.00 0.82 0.46 0.00 0.83
per tweet
Number of negative words | 1.20 1.00 0.53 0.02 0.00 0.20
per tweet
Average number of tweets | 10.04 5.00 17.33 6.40 4.00 9.34
per user
Average number of retweets | 7.04 4.00 14.88 4.02 3.00 5.23
per user
Average number of engage- | 38.91 3.00 3927.65 1.37 0.00 182.45

ment per tweet

Table S5. Descriptive Statistics of the Dataset

Values inform the mathematical thresholds for computational trigger detection

log(Y") = o4

+ o (Homophily Bias)

+ o (Authority Bias)

+ o5 (Availability Bias)

+ o5 (Affect Bias)

+ o5 (Cognitive Dissonance)

i
5(
5(
+ ok (Ilusory Truth Effect)
5 (
6 (
o (

Confirmation Bias)

+€

where k € {Retweet Count, Quote Count, Favorite Count, Reply Count}

S4 Regression Analysis between Bias Triggers and Engagement

Table S6 presents the results of the regression analysis between the presence of bias triggers and tweet engagement, using the
equation Equation 1. One equation was constructed for bots, and another one for humans.

ey
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FG/FG

Bots Humans
Bias Retweet Quote Count | Favorite Reply Count | Retweet Quote Count | Favorite Reply Count
Count Count Count Count
Constant 0.32%** 0.07%** 0.27%** 0.09%** 0.03%** 1.26E-4%%%* 2 44E-4 %% 1.17E-4%%*
(8.52E-4) (4.08E-4) (8.34E-4) (4.66E-4) (3.61E-4) (3.02E-5) (4.70E-5) (2.99E-5)
Homophily Bias -0.06%** -0.0003 0.01 -0.001 -0.008*** -3.25E-4%** -5.76E-4%#** -2.95E-4%**
(1.27E-2) (6.07E-3) (1.24E-2) (6.93E-3) (6.79E-3) (5.68E-4) (8.85E-4) 5.65E-4
Authority Bias -0.29%#:* -0.06%* -(.25%%:* -0.08 % 0.05°%#* 1.16E-3%:#:* 1.69E-3 %3 1.12E-3##:
(1.95E-2) (9.31E-3) (1.90E-2) (1.06E-2) (1.69E-3) (1.41E-4) (2.20E-4) (1.41E-4)
Availability Bias -0.39:%:* -0.08#:** -(.32%5%:* 0.1 7% -0.01%%* 4.43E-5%%:* 4.81E-5%%:* 4.31E-5%%*
(1.12E-3) (5.34E-4) (1.09E-3) (6.09E-4) (7.37E-4) (6.17E-5) (9.60E-5) (1.41E-4)
Illusory Truth Effect | 0.02%** -0.02%%* -0.05%%* -0.03##* 0.01*** 3.64E-4%%* 5.35E-4 %% 2.25E-4%%%*
(1.94E-3) (9.30E-4) (1.80E-3) (1.06E-3) (1.69E-3) (1.25E-4) (1.94E-4) (1.24E-4)
Affect/ Negativity Bias | 0.05%** 0.01*** 0.04+** 0.02%:* -4.00E-16*** | -1.51E-18%** | -2 62E-18%*** | -1.39E-18%***
(6.70E-4) (3.21E-4) (6.55E-4) (3.66E-4) (2.63E-17) (2.20E-18) (3.42E-18) (2.19E-18)
Cognitive Dissonance | 0.09%%* 0,025 0.06%** 0,023 0.003*:#* -9.88E-5%:** -1.21E-4%#:** -6.12E-5%**
(1.40E-3) (6.71E-4) (1.37E-3) (7.66E-4) (1.17E-3) 9.81E-5 (1.53E-4) (9.75E-5)
Confirmation Bias 0.03%*** 0.004 %% 0.03**:* 0.01*** 0.05%** 3.25E-4%%%* 6.59E-4*#%* 3.56E-4%**
(1.59E-3) (7.60E-4) (1.55E-3) (8.67E-4) (1.23E-3) (1.03E-4) (2.20E-4) (1.02E-4)

Table S6. Association between Bias Triggers and Tweet Engagement. Ordinary Least Squares (OLS) correlation coefficients are reported with standard errors in parentheses. Each
linear regression model regressed a log-transformed engagement metric against the presence of the eight computational bias triggers. Note: Bolded values indicate practical significance

(defined structurally as an effect size magnitude > 0.01). ***p < 0.01, **p < 0.05, *p < 0.1.
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